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1.0 About

Commissum is a leading global cybersecurity and information Governance,
Risk management & Compliance consultancy.

Founded in 2002, Commissum has grown organically and delivers its
comprehensive suite of penetration testing, knowledge-based consultancy,
cybersecurity training, managed security services and cyber incident response
services from its offices and Security Operations Centres across the UK,
Europe and Malaysia.

A founder member of the Council of Registered Ethical Security Testers
(CREST) Commissum has been a beacon of cybersecurity innovation since its
beginnings.

Commissum is an independent organisation and does not resell software or
technology. Our independence means our clients’ best interests are at the
heart of everything we do. Led by our corporate values of Integrity,
Commitment and Excellence, Commissum’s clients benefit from our unique
and high value approach to serving them.

As a well-established and fast growing tech company, Commissum leverages
its innovative solutions and world class consultants to drive down cyber risk
and increase ROl on cybersecurity investments for its clients. Combined with
our suite of certifications, management systems and processes, and, backed
up by our case studies, references and testimonials, our clients can be
confident that Commissum is the natural choice partner for any security
engagement.
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2.0 Services

Commissum provides a suite of solutions that work together in a complementary fashion
meaning you can select a single service or choose Commissum as your fully outsourced
managed security partner knowing you will get the same, outstanding level of service every
time.

2.1 Technical testing and assessment

Test and verify security controls ranging from technical to procedural to human behavioural.
Our services span the entire complexity and exploitation spectrum from low impact
scanning to assessment of highly mature security through our Advanced Persistent Threat
(APT) simulation and Red Team testing services.

External and internal network and infrastructure penetration testing

Web and mobile application vulnerability assessment and penetration testing
WiFi network testing

Configuration and architecture review

Source code review

Social Engineering, APT simulation and Red Team testing

Vulnerability research

Fully managed testing and technical assurance programs

2.2  Consulting

Commissum'’s highly experienced Subject Matter Experts are able to assist with the entire
spectrum of information security, governance, risk management and compliance
requirements. This ranges from simple project based engagements or auditing to highly
integrated outsourced CISO services.

m Standards (ISO 27001, PCI DSS, etc..) implementation and compliance
consulting

m Information Security Governance, Risk Management & Compliance (GRC)
consulting

m Data Protection consulting
m Technology selection
m Outsourced CISO, ISO, Data Protection Officer services
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2.3  Education and Mentoring

Commissum’s training delivery team members are able to deliver a range of bespoke or off
the shelf courses. Able to deliver complex global programmes combining eLearning, face to
face classroom learning and mentoring to highly specialised, bespoke courses and
knowledge transfer programmes for specific groups.

Information Security Awareness
Cyber Incident response -technical

n
n
m Cyber Incident Response — C-Suite and senior management
m Vulnerability scanning tools training

n

ISO Mentoring

2.4 Cyber Incident Response services

If you suspect a cyber incident or data breach has occurred and you need a team of experts
to investigate, manage and remediate the incident, Commissum is available 24/7 to provide
forensic analysts, expert witnesses and senior incident managers to take care of everything
from working with victims, the authorities, the press, third party stakeholders such as
regulators as well as managing internal communications allowing business to return to
normal operations and continue quickly.

m 24/7 telephone and onsite response
m Forensic/technical response
m Senior Incident Managers

2.5 Managed security services

Commissum provides a range of fully managed security services allowing 24/7 real time
management and monitoring of network perimeter and internal networks providing a
complete and single pane view of Indicators of Compromise before they manifest.

Additionally, our outsourced testing and assurance programmes provide the complete
service any enterprise may require of a security partner.

m Managed Detection and Response (MDR) using own Security Information and
Event Management (SIEM) platform from our UK 24/7 Security Operations
Centre (SOC)

m Managed Firewall Service
® Managed Domain and Reputation Abuse Monitoring Service (DRAMS)

B Managed penetration testing and scanning
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3 Company Certifications

ISO 27001

ISO 9001

Cyber Essentials PLUS
Full CREST Member

Crown Commercial Service Supplier

Malaysia MDEC — MSC status

commissum
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4 Individual consultant certifications, accreditations and professional
memberships

Qualifications, accreditations and certifications held by Key Personnel include:

Certified GDPR Practitioner

ISO 27007 Lead Auditor and Lead
Implementer

Certified Information Systems
M anager (C | SMError! Bookmark not defined.)

Certified Ethical Hacker (CEH)

Certified in the Governance of
Enterprise IT (CGEIT)

Licensed Penetration Tester (LPT)

Masters (GCHQ Accredited) Cyber
Security

Certified Information System
Security Professional (CISSP")

NCSC CHECK? Team Leader

Certified Information Security
Auditor (CISA®)

KURT* Certified Ethical Hacker

Various vendor specific
qualifications e.g. ISS, DRS/NX
System Administration, Check Point,
Microsoft, Cisco, Symantec, EnCase,
etc.

! Certified Information Security Systems Professional (CISSP) from (ISC)2. (ISC)? — an organization for certifying industry professionals and
practitioners to an international Information Security (IS) standard; and ensuring credentials are maintained, primarily through continuing
education. CISSP certification is recognised as an international standard for information security and for understanding of a common body

of knowled

ge. (www.isc2.org)

2 NCSC approved scheme for Information Security testing of critical government infrastructure.

3 Certification from the Information Systems Audit and Control Association. In the three decades since its inception, ISACA has become a
pace-setting global organization for information governance, control, security and audit professionals. Its IS auditing and IS control
standards are followed by practitioners worldwide.

4 KURT Academy founded course to advance students beyond those available in industry such as the Certified Ethical Hacker (CEH) course.

This advanced, intensive course includes 240 hours of tutorial and practical study.
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5 Getintouch

Edinburgh

edinburgh@commissum.com

+44 (0) 131 564 0310

Birmingham

birmingham@commissum.com

commissum
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London

london@commissum.com

+44 (0) 20 3637 5520

Leeds

leeds@commissum.com

+44 (0) 121 6631026

Zurich

zurich@commissum.com

+41 4 4580 2233
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+44 (0) 113 880 0609

Kuala Lumpur

info@commissum.my

+60 3 2092 9526
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