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Digital engagement that’s secure and compliant 

 

PretaGov Ltd registerd office 
Suite 3B2 Northside House,  

Mount Pleasant, Barnet EN4 9EB 
 W: www.pretagov.co.uk P: +44 (0)20 8819 3887 

E: contact@pretagov.co.uk	

Service description 

Introduction 
PretaGov	are	enablers	of	digital	transformation.	Low-risk,	low-cost	and	fit	for	purpose	is	our	mantra.	
Implementing	online	services	we	help	government	and	private	sector	organisations	operate	more	
efficiently	and,	in	the	process,	save	on	scarce	resources.	PretaGov’s	mission	is	to	help	government	and	
private	sector	organisations	to	use	low-code	platforms	that	re-use	software	and	cloud	infrastructure	to	
boost	their	efficiency	and	improve	the	value	delivered	to	the	public.	

Our	powerful	web	solutions	include:	content	management	system	websites,	intranets,	e-forms,	e-
workflow	and	automated	business	processes.	These	solutions	will	deliver	the	next	generation	of	your	
digital	transformation.	PretaGov	solutions	add	efficiency	through	automation.	This	allows	you	to	focus	on	
connecting	to	citizens	and	customers	to	solve	their	problems.	Our	promise	is	to	ensure	successful	project	
delivery	by	working	in	a	close	partnership	with	our	clients.	We	have	extensive	experience	in	cloud	
security,	your	data	is	safe	with	us.	You	can	trust	our	reputation	for	reliable	support	and	value	for	money.	

PretaGov	has	helped	hundreds	of	public	and	private	sector	organisations	to	slash	implementation	times,	
save	money	and	deliver	the	online	services	people	really	want.	For	the	government	sector	our	products	
are	GDS	Assessment	ready	for	the	UK	and	PretaGov	is	an	approved	supplier	on	these	procurement	
frameworks	and	schemes:	

• GCloud	via	the	Digital	Marketplace	(UK).	

• NSW	ICT	Services	Scheme	and	Buy.NSW	(Australia).	

• Queensland	Government	Business	Ready	QAssure	(Australia).	

Our	clients	have	included:	
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Services Covered 
Our	suite	of	solutions	comprises	of	the	following	groupings:	

• PretaForm	–	a	low-code,	rapid	development	tool	for	ready-to-go	intelligent	eforms.	E-workflow,	
e-case	management	and	automated	business	processes.	Rapidly	automate	manual	or	paper-
based	processes	and	integration	with	your	current	IT	infrastructure.		

• PretaSite	–	an	easy-to-use	web-based	content	management	system	that	is	compliant	with	
government	cloud	security	standards.	It	enables	your	staff	to	quickly	and	easily	create	and	edit	
content	for	the	web.	

• PretaShare	–	an	off-the-shelf	solution	that	let’s	your	whole	team	collaborate	within	a	secure	
intranet	or	extranet,	helping	your	organisation	to	benefit	from	improved	knowledge	sharing	and	
efficiency.	

• PretaTube	–	allows	you	to	securely	store	to	government	standards	your	videos	and	then	embed	
them	in	any	of	your	internal	or	external	websites	for	a	flawless,	high	performance	viewing	
experience.	

PretaForm 

eSurveys from PretaGov 
Benefits	for	you:	Create,	publish	and	manage	your	digital	eSurveys	with	our	intuitive	and	easy	to	use	tool	
(PretaForm).	With	built-in	GDS	service	design	compliance	that	supplies	easy	to	share	links	to	your	
esurvey.	Your	participants	will	love	the	simple	interface,	accessible	on	any	device	rewarding	you	with	high	
response	rates.	

Electronic Forms from PretaGov 
Benefits	for	you:	Create,	publish	and	manage	your	electronic	forms	with	our	intuitive	and	easy	to	use	
tool	(PretaForm).	Our	service	helps	you	replace	outdated	paper	forms	with	feature-rich	electronic-forms.	
Create	cost	saving	applications	which	automatically	include	data-capture,	intelligent	workflows	and	
integration.	Our	low	code	platform	empowers	your	team	to	digitise	faster	and	cheaper.	

Online Health Assessment & Screening Modules with PretaGov 
Benefits	for	you:	Implement	customised	online	web	application	for	assessments	or	health	screening	
modules.	This	allows	the	public	to	determine	eligibility	or	risks	based	on	questions,	resulting	in	advice	on	
next	steps	to	be	taken.	The	solution	is	delivered	from	PretaGov's	CMS	Government	Cloud.	

PretaSite 

Content Management System (CMS) from PretaGov  
Benefits	for	you:	Launch	a	government	cloud	security	standards	compliant	Content	Management	System	
-	powered	by	the	Plone	CMS	with	PretaSite.	It's	ready	to	use,	yet	future	proofed.	This	is	because	of	its	
intuitive	interface	and	powerful	"out-of	the-box"	feature	set.	Perfect	for	public	or	internal	restricted	
portals	and	CMS	websites.	

Websites from PretaGov 
Benefits	for	you:	Launch	a	government	cloud	security	standards	compliant	website	Content	Management	
System	-	powered	by	the	Plone	CMS	with	PretaSite.	It's	ready	to	use,	yet	future	proofed.	This	is	because	
of	its	intuitive	interface	and	powerful	"out	of	the	box"	feature	set.	Perfect	for	public	or	internal	restricted	
portals	and	websites.	
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Simple Single Sign on from PretaGov 
Benefits	for	you:	Helping	government	departments	access	all	of	their	required	services	with	one	simple,	
secure	login.	We	create	a	Cloud	based	service	which	seamlessly	links	all	of	the	logins	your	users	require	
each	day	into	one	customisable	portal	that	speeds	access	and	saves	precious	time.	

Workflow Management from PretaGov 
Benefits	for	you:	Automate	your	workflow	with	the	PretaForm	Business	process	management	software	
that	lets	your	non-technical	staff	create	unlimited	automated	business	applications.	

• Application	processing	for	benefits,	building	approvals	etc.	
• Leave	Request.	
• Travel	Claims.	

Our	load	code	technology	empowers	your	non-technical	staff,	while	your	developers	increase	their	
productivity.	

	

PretaShare 

Intranets & Extranets from PretaGov  
Benefits	for	you:	Our	simple	cloud-based	solution	for	intranets,	extranets	and	collaboration	tools	has	a	
powerful	"out-of	the-box"	feature	set.	With	our	product	(PretaShare)	you	have	a	ready	to	use,	future	
proofed	solution	that	can	be	customised	and	extended	to	meet	the	most	complex	business	requirements	
at	any	time.	

Online Database from PretaGov 
Benefits	for	you:	Build	a	powerful	online	database	with	no	coding	needed.	Share	data	with	stakeholders	
which	can	be	accessed	anytime	and	anywhere.	No	need	to	continue	using	Excel	or	Access.	Our	low	code	
platform	empowers	your	team	to	digitise	faster	and	cheaper.	

PretaTube 

Video Streaming and Hosting for Government from PretaGov  
Benefits	for	you:	Our	scalable	video	hosting	and	streaming	service	(PretaTube)	is	designed	so	that	your	
requirements	for	the	hosting	and	management	of	video	content	are	easily	surpassed.	Meeting	all	
government	security	standards.	It's	quick	and	easy	to	upload	videos	using	your	portal	where	video	
content	is	automatically	placed	into	web	friendly	formats.	

Data Backup, Restore and Disaster Recovery 
PretaGov	ensures	the	uninterrupted	provision	of	operations	and	services	to	its	clients.		It	mitigates	
the	risk	of	a	major	incident	that	may	affect	availability	via:	

• Network	redundancy	
• Database	and	application	redundancy	
• Load-balancing	that	protects	from	performance	inhibiting	crawlers	&	robots	
• Continuous	web	stack	optimisation	
• Security	patches	installed	within	48	hours	of	becoming	available	
• Disaster	Recovery	

Redundancy 
Every	PretaGov	SaaS	solution	runs	on	the	PretaGov	Community	Cloud	infrastructure.	This	results	in	
higher	up-time	and	fault	tolerance	than	in	stand-alone	hosting	environments.	Should	a	failure	occur,	
requests	are	instantly	re-routed	to	alternate	nodes	in	our	infrastructure.	
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Our	hosting	partner	is	AWS	(availability	zone	UK). 

Onboarding & Offboarding for PretaForm 
Staff	can	be	trained	to	use	PretaForm	in	a	one	to	two-day	training	session	on-site.	Attendees	will	be	
shown	how	to	build	the	basic	eform	and	then	implement	more	technical	requirements	such	as	backend	
logins,	reports,	worklists,	custom	workflow,	PDF	generation,	web-service	calls	and	more.	The	
documentation	formats	are	HTML	and	PDF.		In	respect	to	end-of-contract	data	extraction,	PretaGov	will	
package	the	data	then	provide	it	to	the	client.		

PretaGov	Software	as	a	Service	includes	access	to	the	software,	government	security	standard	fully	
managed	hosting,	support	and	maintenance.	Additional	costs	include	any	professional	services.	There	are	
no	fees	to	terminate	the	contract,	just	one	month's	notice	must	be	provided.	

PretaForm Service constraints, including maintenance 
windows and the level of customisation allowed 
PretaForm	is	a	low	code	platform	that	allows	customisations	for	example	it	has	a	built-in	theming	engine	
which	means	the	front-end	form's	javascript	and	CSS	can	be	transformed	to	make	it	look	and	feel	like	any	
desired	design	by	the	client	through	the	web.	

Our	cloud	coding	features	allows	technical	staff	to	implement	custom	business	processes	such	as	
backend	integration,	complex	validations,	workflow	etc	without	having	to	download	software	and	deploy	
code.	

PretaForm	allows	repetitive	business	processes	such	as	backend	integrations	or	complex	workflow	to	be	
built	by	internal	technical	staff	as	point	and	click	(code	builders)	macros.	This	makes	non-technical	form	
builders	even	more	productive.	

PretaForm	comes	with	inbuilt	responsive	design	so	it	is	optimised	for	mobile	devices	and	desktops.	The	
mobile	version	will	include	all	the	features	of	a	desktop	version	but	re-sizes	content	including	media	like	
videos,	etc	and	fix	them	according	to	the	size	of	mobile	device.	

Service levels, including performance, availability and support 
hours 
PretaGov	work	to	an	SLA	where	we	guarantee	99.5%	availability.	Where	PretaGov	does	not	meet	the	
same	Service	Level	under	the	Service	Level	Agreement	for	each	month	in	a	consecutive	six	(6)	month	
period,	the	Customer	shall	be	entitled	to	treat	such	failure	as	a	substantial	breach	for	the	purposes	of	
compensation.	In	the	event	of	this	occurring	customers	will	be	notified	by	email.	

User	support	is	provided	via	email,	online	ticketing	or	telephone.		

PretaGov	SaaS	support	includes:	

- support	with	troubleshooting,	problem-solving	and	software	bugs	
- A	help	desk	system	where	issues	can	be	submitted	by	email	or	phone.	
- 24x7	after-hours	support	(as	an	upgrade	option)	
- Advice	on	custom	work.	
- 24x7	monitoring	for	outages	with	rapid	rectification	
- Upgrades.	
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Under	this	service,	your	PretaGov	cloud	architecture	will	receive	regular	analysis,	tuning,	maintenance,	
check-ups	and	security	software	updates.	

Outage and maintenance management 
Pretagov	carry	out	24x7	monitoring	for	outages	with	rapid	rectification.	In	the	event	of	an	outage,	
customers	will	be	notified	by	email.		

PretaGov	carries	out	planned	maintenance	and	provide	7	days	notice	to	clients	of	scheduled	
maintenance	windows.	

Security Details 

Staff security 
PretaGov	have	government	security	clearance	up	to	the	Baseline	Personnel	Security	Standard	(BPSS);	
moreover,	the	security	clearance	of	our	staff	conforms	to	BS7858:2012.		

Asset protection 
PretaGov	know	the	location	of	all	data	storage	and	processing	locations.	All	of	these	are	location	in	the	
United	Kingdom.	The	Datacentre’s	security	standards	comply	with	the	necessary	recognised	standard,	
e.g.	CSA	CCM	version	3.0.	Penetration	testing	is	undertaken	at	least	once	a	year	and	the	testing	is	
performed	by	a	Tigerscheme	qualified	provider	or	a	CREST-approved	service	provider.		

In	order	to	protect	data	at	rest	our	physical	access	control	complies	with	CSA	CCM	v3.0.	We	also	have	a	
data	sanitation	process.	The	type	of	data	sanitisation	undertaken	is	an	explicit	overwriting	of	storage	
before	reallocation.	Our	equipment	disposal	approach	complies	with	recognised	standards,	e.g.	CSA	CCM	
v.30,	CAS	(Sanitisation)	or	ISO/IEC	27001.	

Data importing and exporting 
PretaGov’s	data	import/export	approach	is	achieved	via	API	integration	into	backend	systems.	This	
includes	the	downloading	of	CSV,	PDF,	XML	and	other	formats.	

Data	export	formats	include:	

- CSV	
- ODF	
- Other	

Other	data	export	formats	include:	 	

- CSV	importable	into	Microsoft	Excel	
- PDF	
- HL7	
- XML	
- Any	other	open	format	can	be	scripted.	

Data	import	formats	include:	

- CSV	
- ODF	
- Other	

Other	data	import	formats	include:	 	

- JSON	
- Email	
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- XML	

Data-in-transit protection 
Data	protection	between	buyer	and	supplier	networks	is	facilitated	through:	 	

- Private	network	or	public	sector	network	
- TLS	(version	1.2	or	above)	
- IPsec	or	TLS	VPN	gateway	

Data	protection	within	supplier	network	is	facilitated	through:	

- TLS	(version	1.2	or	above)	
- IPsec	or	TLS	VPN	gateway	

Identity and authentication 
PretaGov,	when	relevant,	facilitate	a	necessary	level	of	user	authentication.	This	can	take	the	form	of	
public	key	authentication	(including	by	TLS	client	certificate),	the	use	of	a	limited	access	network	e.g.	PSN,	
using	a	dedicated	link	e.g.	VPN,	or	through	the	use	of	a	username/password	combination.		

PretaGov	solutions	allow	access	restrictions	to	be	implemented	in	both	management	interfaces	and	
support	channels.	The	PretaGov	Cloud	SaaS	products	are	powered	by	the	Plone	CMS	(www.plone.org)	
which	provides	fine-grained	control	over	access	and	modification	of	the	service.	Access	to	content	
includes	the	ability	to	define	groups	of	users.	Access	rights	and	permissions	can	be	granted	to	any	
combination	of	groups,	individual	users,	as	well	as	to	Anonymous	(not	logged	in)	users	of	the	site.	Plone	
CMS’s	fine-grained	control	allows	administrators	to	provide	restricted	access	to	others	in	the	
organisation,	through	the	use	of	roles	and	groups	and	folder	specific	roles.	We	test	our	access	restriction	
capability	at	least	once	a	year.	

Management	access	authentication	can	be	facilitated	through	the	following	ways:	

o Public	key	authentication	(including	by	TLS	client	certificate)	
o Limited	access	network	(for	example	PSN)	
o Dedicated	link	(for	example	VPN)	
o Username	or	password	

Audit information for users 
Audit	data	and	system	logs	are	stored	in	accordance	with	the	customer	defined	retention	periods	and	are	
available	on	request	from	the	Pretagov	customer	support	team.	

Standards and certifications 
PretaGov	is	a	longstanding	G-Cloud	SaaS	supplier	and,	our	solution	offerings	passed	a	security	audit	
carried	out	by	the	Head	of	Security	Auditing,	G-Cloud	and	Digital	Services	Frameworks	in	September	
2015.	PretaGov	have	developed	an	Information	Security	Management	System	which	is	our	set	of	policies	
concerned	with	information	security	management.	Prospective	customers	may	review	this	document	set	
on	request.	

PretaGov’s	UK	CMS	Cloud	Platform	is	hosted	by	our	UK	hosting	partner,	SkyScape.	PretaGov	fully	
manages	Skyscape	on	behalf	of	the	client.	Skyscape	guarantees	an	uptime	of	99.95%.	All	its	data	centres	
are	located	in	the	UK	to	comply	with	data	sovereignty	and	data	protection	laws.	It	is	certified	to	ISO	
27001	and	Government	accredited	to	the	equivalent	of	IL2/IL3	which	is	now	reclassified	as	OFFICIAL	over	
Internet.	It	is	also	an	approved	supplier	to	the	G-Cloud	Framework.	

Security governance 
PretaGov	has	a	strict	and	documented	framework	on	how	personnel,	executives	and	staff	work	together	
to	protect	digital	assets,	ensure	data	loss	prevention	and	protect	the	organisation's	public	reputation.	
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The	Chief	Technology	Officer	of	PretaGov	is	responsible	for	security	of	the	PretaGov	cloud	platforms.	

PretaGov	maintains,	and	annually	updates,	a	comprehensive	Information	Security	Management	System	
documentation,	which	details	employee’s	responsibilities	toward	all	types	of	assets,	management’s	role,	
training,	confidentiality	of	client	data	and	acceptable	use	of	resources,	and	more.	All	staff	must	review	
and	sign	this	policy	during	on-boarding.	Staff	review	our	ISMS	regularly.	

PretaGov	information	security	program	for	its	SaaS	Solutions	depends	at	the	highest	level	on	policies	
governing	various	aspects	of	PretaGov	SaaS	Operations	–	including	specialised	policies	and	procedures	
governing	practices	such	as	incident	response	process,	change	management,	and	backups.	

Operational security 
- Configuration	and	change	management	standard	 Supplier-defined	controls	
- Configuration	and	change	management	approach	 	

o PretaGov	maintains	and	follows	formal	change	management	processes.	All	changes	to	
the	production	environment	(network,	systems,	platform,	application,	configuration,	
including	physical	changes	such	as	equipment	moves)	are	tracked	and	implemented	by	
our	technical	team.	

o All	deployments	into	production	or	change	to	the	production	environment	(network,	
systems,	platform,	application,	configuration,	etc.)	must	be	submitted	to,	reviewed	and	
approved	by	the	CTO	prior	to	implementation.	

o Promotion	of	code	from	engineering	into	production	is	controlled	by	the	change	
management	process,	and	the	SaaS	Operations	team	manages	all	deployments	into	the	
production	environment.	Testing,	other	than	deployment	validation,	is	prohibited	in	the	
production	environment.	

- Vulnerability	management	type	 Conforms	to	a	recognised	standard,	for	example	CSA	CCM	v3.0	
or	SSAE-16	/	ISAE	3402	

- Vulnerability	management	approach	 	
o The	PretaGov	platform	uses	community	open	source	software	and	stays	up	to	date	with	

vulnerability	information	for	each	part	of	the	platform.	The	platform	uses	Plone	at	the	
application	layer	which	has	a	history	of	minimal	security	vulnerabilities.	When	a	
vulnerability	to	Plone	is	discovered	and	a	patch	is	made	available,	the	fix	is	applied	
within	48	hours	based	on	our	SLA.	Other	critical	vulnerabilities	are	patched	within	14	
days,	important	patches	are	applied	within	30	days.	

o PretaGov	tracks	details	of	each	security	vulnerability	so	that	it	can	schedule	and	then	
deploy	fixes	when	they	are	made	available.	

- Protective	monitoring	type	 Conforms	to	a	recognised	standard,	for	example	CSA	CCM	v3.0	
or	SSAE-16	/	ISAE	3402	

- Protective	monitoring	approach	 	
o PretaGov	uses	server	intrusion	detection	and	security	vulnerability	scanning	to	detect	

and	monitor	suspicious	activity.	The	servers	are	monitored	at	all	times	so	that	an	audit	
trail	of	activity	can	be	logged.	Alerts	are	sent	when	suspicious	activity	or	significant	
events	are	discovered.	

o PretaGov	platforms	include	a	monitoring	system	which	collects	data	trending	data	
around	performance,	errors,	system	usage	etc.	This	detail	is	covered	in	our	standard	
service	level	agreements.	PretaGov	responds	within	an	hour	to	such	incidents.	

- Incident	management	type	 Conforms	to	a	recognised	standard,	for	example,	CSA	CCM	v3.0	
or	ISO/IEC	27035:2011	or	SSAE-16	/	ISAE	3402	

- Incident	management	approach	 	
o PretaGov	has	developed	a	robust	Security	Incident	Response	Process	(“SIRP”)	to	address	

events	related	to	PretaGov	SaaS	Solutions	in	an	efficient	and	timely	manner.	The	SIRP	
process	describes	how	the	team	is	deployed,	documents	the	criteria	for	incident	
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severity,	defines	the	investigation	and	diagnosis	workflow,	details	documentation	and	
reporting	requirements,	and	establishes	contact	information.	

o PretaGov	monitors	their	servers	24	by	7	and	notifications	are	sent	to	on-call	staff	if	the	
monitoring	solutions	detect	any	issues	with	the	platform.	A	support	hotline,	web	and	
email	ticketing	system	are	in	place	to	report	issues.	Reports	are	given	on	an	hourly	basis.	

Secure development 
- Approach	to	secure	software	development	best	practice	 	

o Conforms	to	a	recognised	standard,	but	self-	assessed	software	best	practice.	

Implementation Plan 
PretaGov	have	undertaken	numerous	implementations	across	the	public	sector,	all	of	these	have	been	
completed	on	time	and	to	budget.	PretaGov	would	be	pleased	to	provide	a	detailed	implementation	plan	
to	the	buyer	on	request.		

APIs, bolt on services, maintenance, professional services, 
storage 
APIs-	PretaGov	solutions	are	built	using	the	Python	language.	Python	is	a	language	designed	for	
integration.	It	is	cross	platform,	and	has	an	unparalleled	set	of	libraries	that	make	it	easy	to	integrate	with	
.net,	java,	C	libraries,	LDAP	and	web	apis	such	json,	SOAP	among	others.	
	
PretaGov	has	successfully	integrated	with	several	backend	systems	and	has	consistently	found	this	a	
straightforward	process.	
	

Maintenance	–	All	PretaGov	solutions	receive	regular	maintenance,	check-ups,	security	software	
upgrades,	regular	analysis	and	a	site	architecture	that	stays	up	to	date.		
The	maintenance	service	on	our	platform	includes	the	following	which	ensures	optimal	performance	
from	the	servers:		

• Performance	testing	and	tuning	
• Database	maintenance	
• Verification	of	backups	
• Cache	tuning	
• Memory	tuning	

	
Professional	Services	–	PretaGov	offers	business	analysis,	preparation	of	technical	specifications,		Python	
and	Plone	development	and	web	design.	

Storage	–	PretaGov	Software	as	a	Service	will	adjust	the	performance	and	capacity	required	to	support	
increases	or	decreases	in	demand	(both	visitor	volumes	and	content	storage).	

 Development life cycle of the solution (mainly applies to Lot 2 
– SaaS) 
The	PretaGov	family	of	services	has	been	in	existence	for	over	a	decade,	continually	being	refined	and	
refreshed	to	meet	our	client	needs.	
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The	services	are	refreshed	periodically	in	response	to	client	requirements,	market	research	and	
competitive	analysis	to	ensure	that	they	continue	to	deliver	value	for	Money	for	our	Government	
Customers.	

Customers	are	welcome	to	suggest	enhancements	and	improvements	to	the	service	to	be	incorporated	in	
future	releases;	however	these	suggestions	have	to	be	balanced	against	the	needs	of	all	of	the	other	
customers.	

PretaGov	is	committed	to	Open	Source	Software	as	the	basis	for	our	services.	For	example,	PretaGov	
Plone	SaaS	is	backed	by	the	Plone	Community	who	develop	the	core	software	and	1,000s	of	plug-ins.	
Plone	has	over	340	core	developers	and	300	solution	providers	in	57	countries	who	compete	with	each	
other	commercially	but	who	also	work	together	on	the	development	of	Plone.	No	one	company	could	
ever	hire	such	a	large	group	of	dynamic	talent.	This	results	in	rapid	innovation,	quick	bug	fixes,	a	dynamic	
roadmap	incorporating	user	feedback	and	a	watertight	security	process	based	on	community	
collaboration.	

How you’ll compensate buyers if you do not meet service 
levels 

PretaGov	work	to	an	SLA	where	we	guarantee	99.5%	availability.	Where	PretaGov	does	not	meet	the	
same	Service	Level	under	the	Service	Level	Agreement	for	each	month	in	a	consecutive	six	(6)	month	
period,	the	Customer	shall	be	entitled	to	treat	such	failure	as	a	substantial	breach	for	the	purposes	of	
compensation.	

After sales account management 
PretaGov	maintains	a	strong	relationship	with	the	client	throughout	the	contract	period.	Our	goal	is	to	
continuously	meet	the	goals	of	our	clients	and	ensure	supporting	their	success	with	the	use	of	our	
solutions.	We	offer	regular	meetings	for	feedback	back	to	improve	our	performance	and	free	
consultations	to	assist	with	planned	projects.		

	


