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THIS ORDER FORM 

• This Order Form is used to receive Google's Analytics 360 service and related professional services, such as consultancy, 
implementation, support, and / or training services from Merkle UK Three. 

• Once this Order Form has been completed and signed by Merkle UK Three and the Client, they will have a legally binding 
Agreement incorporating this Order Form, the attached Terms and Conditions, and Schedule 1. 

 

CLIENT AND AGREEMENT DETAILS 

Client: [insert] 

Client address: [insert] 

Agreement reference: [insert] 

Service commencement date: [insert] 

Initial term: [One (1)] year 

 

 

PROFESSIONAL SERVICES DETAILS 

Professional Services: As specified in the attached document named [X] version [Y] dated [Z] (the 
“Scope Document”). 

Support days: (per month) [insert] days 

Client Responsibilities: As detailed in the Scope Document. 

 

SERVICES FEES 

The services fees payable by the Client in respect of a month are calculated on the basis of the number of Hits in that month in 
accordance with the table below. 

 

 

INVOICING 

(i) The ‘Fee for month’ for the chosen range of Hits (as specified above) is payable in advance on the first day of that 
month; and 

(ii) Any fees for Hits for that month in excess of the amount payable under paragraph 10.2(i) are payable on the first 
day of the next month. 

 

GOOGLE'S ANALYTICS 360 SERVICE DETAILS 

Websites: [insert] 
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Purchase Order No: [insert] 

Invoicing email address: [insert email] 

 

SERVICE CONTACTS 

Merkle UK Three’s Service Contact: [insert email] 

Client’s Service Contact: [insert client name and email] 

 

SIGNATURE 

I confirm that I have read and agree to the attached Terms and Conditions and Schedule 1. 

Signed for and on behalf of Merkle UK Three Limited by: 

 

Signed........................................................................ 

Name......................................................................... 

Position...................................................................... 

Date........................................................................... 

Signed for and on behalf of the Client by: 

 

Signed......................................................................... 

Name.......................................................................... 

Position....................................................................... 

Date............................................................................ 
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1 DEFINITIONS AND INTERPRETATION 

1.1 In this Agreement the following expressions have the 

following meanings: 

“Additional Service” has the meaning given to it in Clause 

5.2. 

“Affiliate” has the meaning given to it in Schedule 1. 

“Agreement” means the completed Order Form which 

incorporates these Terms and Conditions and Schedule 1. 

“Business Day” means any day which is not a Saturday or 

Sunday or public holiday in England. 

“Client” means the ‘Client’ entity specified in the Order 

Form. 

“Client Policies” means any standard Client policy, 

including, health and safety, fire, or security, provided to 

Merkle UK Three by the Client from time to time. 

"Confidential Information" has the meaning given to it in 

Clause 12.1. 

“Contract Year” means each period of twelve (12) months 

beginning on the ‘Service commencement date’ (as 

specified in the Order Form) or an anniversary thereof. 

“Data Processing Terms” means the terms set out in 

Schedule 2 of this Agreement.  

“GA 360 Service” has the meaning given to it in Schedule 

1. 

“Google” means Google Ireland Limited, whose principal 

place of business is at Gordon House, Barrow Street, Dublin 

4, Ireland. 

“Hit” has the meaning given to it in Schedule 1. 

“Initial Term” means the ‘Initial term’ specified in the Order 

Form. 

“Intellectual Property Rights” means copyrights (including 

copyright in computer software), database rights, rights in 

inventions, patent applications, patents, trade marks, trade 

names, know-how, service marks, design rights (whether 

registered or unregistered), trade secrets, rights in 

confidential information and all other industrial or intellectual 

property rights of whatever nature for the full duration of such 

rights, including any extensions or renewals. 

“Materials” means all materials (including, documentation, 

reports, software, or website code) created by Merkle UK 

Three and provided to the Client as part of the GA 360 

Service, Professional Services, and / or Additional Services, 

excluding such materials marked or otherwise identified as 

owned or licensed by any third party. 

“Order Form” means the order form entitled ‘Order Form’ 

attached to these Terms and Conditions. 

“Merkle UK Three” means Merkle UK Three Limited, a 

company incorporated under the laws of England (company 

number: 05134352), having its registered office at 10 Triton 

Street, Regents Place, London, United Kingdom, NW1 3BF. 

“Professional Services” means services such as 

consultancy, implementation, support, and / or training 

services to be provided by Merkle UK Three, as specified in 

the Order Form as ‘Professional Services’. 

“Scope Document” has the meaning given to it in the Order 

Form; 

“Services Fees” means the ‘services fees’ for each month 

calculated in accordance with the Order Form. 

“SOW Fees” means, in respect of an Additional Service, the 

fees for that Additional Services as set out in the applicable 

Statement of Work. 

“Statement of Work” has the meaning given to it in Clause 

5.2. 

“Tag Container” means website code through which the 

Client may serve multiple pieces of code (e.g., HTML) or web 

beacons (e.g., pixel tag, clear GIF) on one or more websites. 

"Website" means each website specified under 'Websites' 

in the Order Form. 

1.2 In this Agreement: (i) words in the singular include the plural 

and in the plural include the singular; (ii) Clause, Schedule, 

and Appendix headings shall not affect the interpretation of 

this Agreement; (iii) references to Clauses and Schedules 

are, unless otherwise provided, references to the Clauses of 

and the Schedules (including its appendices) to this 

Agreement; (iv) a reference to a statute or statutory provision 

is a reference to it as it is in force for the time being, taking 

account of any amendment, extension or re-enactment and 

includes any subordinate legislation for the time being in 

force made under it; (v) a reference to “include” and 

“including” shall be interpreted to mean “including but not 

limited to”; and (vi) a reference to “specified in the Order 

Form” shall be interpreted to mean “specified in the Order 

Form (or specified in a document expressly referenced in the 

Order Form)”. 

2 ORDER FORM 

2.1 This Agreement is formed (and becomes legally binding) 
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when both parties have completed and signed the Order 

Form. 

2.2 Each party shall comply with its respective obligations and 

responsibilities specified in this Agreement. 

2.3 In the event of conflict between the documents that 

constitute this Agreement, the following order of hierarchy 

shall apply: (i) first, the Order Form; (ii) second, clauses of 

these Terms and Conditions; and (iii) third, Schedule 1. 

2.4 The Client acknowledges and agrees that any Affiliate of 

Merkle UK Three may enter into an Order Form and/or 

Statement of Work under this Agreement to provide services 

directly to the Client.  In doing so, Merkle UK Three hereby 

warrants that the relevant Affiliate shall have the requisite 

authority to enter into such an Order Form and/or Statement 

of Work pursuant to this Agreement. The Client further 

accepts that only the Affiliate providing the services under 

the applicable Order Form and/or Statement of Work shall 

be liable to the Client for any claims the Client has in relation 

to those particular services. 

3 GA 360 SERVICE 

3.1 Merkle UK Three shall provide the GA 360 Service in 

accordance with the terms of Schedule 1, using reasonable 

care and skill, and subject to the terms of this Agreement. 

3.2 The Client shall comply with any Google terms of use 

applicable to the receipt and / or use of the GA 360 Service. 

3.3 If the Client’s use of the GA 360 Service reaches 

20,000,000,000 Hits in a month, Merkle UK Three and / or 

Google has no obligation to provide the GA 360 Service to 

the Client for any additional Hits during that month. 

3.4 The Client acknowledges that the GA 360 Service (and all 

service components within it) are: (i) standard services 

which are hosted and operated by Google; and (ii) powered 

by software, hardware, and systems which by their very 

nature may not be free of bugs and errors. Merkle UK Three 

shall be entitled to make changes to the GA 360 Service to 

the extent that Google has made changes to its services, or 

particular components of its services, from time to time. 

3.5 To the extent any personal data is processed during the 

performance of the Services, the parties hereby agree to 

comply with their respective obligations contained within the 

Data Processing Terms and acknowledge and agree that 

such terms are fully incorporated into this Agreement. 

4 PROFESSIONAL SERVICES 

4.1 Merkle UK Three shall provide the Professional Services 

using reasonable care and skill in accordance with the terms 

of this Agreement.  The Professional Services shall be 

provided only in respect of the Websites. 

4.2 The number of days in each month for which support 

services (which form part of the Professional Services) for 

the GA 360 Service will be provided are specified in the 

Order Form. The Client shall be entitled to bring forward or 

roll-over support services days into different months in 

accordance with the Scope Document. Any unused support 

services days are non-refundable and will be terminated at 

the end of the Contract Year. 

4.3 Unless otherwise agreed by Merkle UK Three in writing, 

Merkle UK Three shall be entitled to charge the Client for 

any support services provided in a month in excess of the 

number of days for support services which the Client is 

entitled to under Clause 4.2 (such charges being at Merkle 

UK Three’s standard rates). 

5 ADDITIONAL SERVICES 

5.1 Merkle UK Three shall provide Additional Services pursuant 

to Statement of Works using reasonable care and skill in 

accordance with the terms of this Agreement. 

5.2 Merkle UK Three and the Client may from time to time agree 

that additional products and / or services will be provided by 

Merkle UK Three (each an “Additional Service”). Each 

Additional Service shall be agreed in writing (a “Statement 

of Work”). 

5.3 When a Statement of Work is signed by Merkle UK Three 

and the Client, that Statement of Work: (a) becomes binding; 

and (b) forms part of this Agreement. Each party shall 

comply with their respective obligations in each Statement 

of Work. 

6 OUT OF SCOPE 

6.1 Merkle UK Three shall not be responsible for confirming and 

/ or testing the suitability of the Client’s websites for use with 

the GA 360 Service. 

6.2 The Client shall be responsible for satisfying itself that the 

GA 360 Service is suitable for its purposes and for use with 

and / or on the Client’s websites; (ii) implementing the Tag 

Containers on the Client’s websites; and (iii) serving the 

relevant pieces of code or web beacons to the Tag 

Containers in order to use the GA 360 Service.  Merkle UK 

Three shall not be responsible for any adverse impact on the 

functionality and / or performance of the Client’s websites, 

and / or loss of, or corruption to, the Client’s data, caused by 

the provision or use of the GA 360 Service and / or Tag 
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Containers. 

6.3 Merkle UK Three shall not be responsible for the 

functionality and / or performance of any tag management 

system relating to, or used with, the Client’s websites (and / 

or the platforms supported by any such system).  

7 CLIENT RESPONSIBILITIES 

7.1 The Client shall perform its obligations in this Agreement 

using reasonable care and skill. 

7.2 The Client permits Merkle UK Three to access, monitor, use 

and disclose data within, or relating to, the Client's Account 

(as defined in Schedule 1) for the purposes of providing the 

GA 360 Service. 

7.3 Where reasonably required by Merkle UK Three for the 

provision of the services under this Agreement, the Client 

shall: (i) permit Merkle UK Three’s staff access to its 

premises; (ii) provide Merkle UK Three with prompt 

cooperation and assistance; and (iii) make available to 

Merkle UK Three any and all required office, information, 

and telecommunications facilities.  

7.4 Merkle UK Three shall not be responsible for any delay or 

failure in the performance of its obligations under this 

Agreement where such delay or failure is caused by: (i) any 

breach of the Client’s obligations under this Agreement; and 

/ or (ii) any delay or failure in the Client’s provision of 

responses to requests for information or instructions by 

Merkle UK Three. 

7.5 The Client shall provide Merkle UK Three with any Client 

Policies applicable to any Client premises in which Merkle 

UK Three is to perform the Professional Services and / or 

Additional Services. 

7.6 The Client shall be responsible for keeping back-up copies 

of: (i) the data it uses on or in relation to the GA 360 Service; 

and (ii) the reports generated by the GA 360 Service. 

7.7 Except as set out in this Clause 7.7, the Client shall not 

resell, distribute, lease, or allow another third party to use 

the GA 360 Service. Merkle UK Three agrees that the Client 

may allow a Subsidiary (as defined in Schedule 1) to receive 

the GA 360 Service provided under this Agreement, in 

accordance with Schedule 1. 

8 SERVICES CONTACT 

8.1 Each party shall appoint a service contact (as specified in 

the Order Form) for the services provided under this 

Agreement who shall: (i) deal with requests for information; 

(ii) deal with change requests under Clause 17.1; and (iii) 

coordinate the activities of colleagues engaged on the 

services provided under this Agreement. Each party shall 

ensure that its service contact has the relevant skills and 

experience to enable them to fulfill their role. Each party shall 

notify the other party of any changes to their appointed 

service contact. 

9 INTELLECTUAL PROPERTY RIGHTS 

9.1 Risk in (and the responsibility to keep secure and insured) 

the Materials shall pass to the Client on delivery. 

9.2 Nothing in this Agreement shall have the effect of 

transferring ownership of any Intellectual Property Rights 

from one party to the other. 

9.3 Merkle UK Three owns all title to, and the Intellectual 

Property Rights, in the Materials and media on which the 

Materials are provided. 

9.4 Merkle UK Three grants the Client a non-exclusive, non-

transferable, and non-sublicensable licence to use the 

Materials solely for its own internal business purposes. 

9.5 The Client shall not sell, transfer, sub-license, and / or 

disclose the Materials to any third party. 

9.6 The Client owns all Intellectual Property Rights in materials 

(including documents) created by the Client. 

9.7 The Client shall (and shall procure that its Affiliates, 

Subsidiaries, sub-contractors or agents) promptly enter into 

such documentation as is reasonably required by Merkle UK 

Three to vest ownership of Intellectual Property Rights in 

accordance with this Clause 9. 

10 PAYMENT 

10.1 The Services Fees and SOW Fees shall be payable by the 

Client in accordance with this Clause 10. 

10.2 The Services Fees for each month are payable by the Client 

as follows: 

(i) the 'Fee for month' for the lowest range of Hits (as 

specified in the Order Form) is payable in advance on 

the first day of that month; and 

(ii) any Services Fees for Hits for that month in excess of 

the amount payable under Clause 10.2(i) are payable 

on the first day of the next month. 

10.3 The SOW Fees for each Statement of Work are payable by 

the Client in accordance with that Statement of Work. 

10.4 All fees payable by the Client to Merkle UK Three are 

payable in pounds sterling and are exclusive of any tax, levy 

or similar governmental charge (including value added tax or 

sales tax), which shall be paid by the Client at the rate and 

in the manner prescribed by law. 
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10.5 Merkle UK Three shall be entitled to invoice the Client for the 

Services Fees and SOW Fees as and when they become 

payable.  Unless otherwise agreed by the parties, Merkle UK 

Three shall be entitled to issue its invoices to the Client by 

email at the ‘Invoicing email address’ specified in the Order 

Form, copying in the Client’s Service Contact. 

10.6 The Client must pay each validly issued and undisputed 

invoice from Merkle UK Three no later than thirty (30) days 

after the date of such invoice. 

10.7 If any sum payable under this Agreement is not paid by the 

last day that the Client is entitled to make payment under 

Clause 10.6, then (without prejudice to Merkle UK Three’s 

other rights and remedies): (i) Merkle UK Three shall be 

entitled to suspend the provision of the services under this 

Agreement until the Client has paid all outstanding invoices; 

and (ii) Merkle UK Three reserves the right to charge interest 

on that sum on a daily compounded basis at the rate of two 

per cent (2%) per annum above the base rate of Barclays 

Bank PLC from time to time (or the highest rate permitted by 

law, if less), from the due date until the date of actual 

payment, whether before or after judgment. The Client will 

be responsible for all reasonable expenses (including legal 

fees) incurred by Merkle UK Three in collecting overdue 

amounts, except where the overdue amounts are due to 

Google’s billing inaccuracies. 

10.8 If the Client is required by law to withhold any tax, levy, 

impost, duty, charge or fee from the Client’s payments to 

Merkle UK Three, the Client must when making the payment 

to which the withholding relates, pay to Merkle UK Three 

such additional amount as will ensure that Merkle UK Three 

receives the same total amount that it would have received 

if no such withholding had been required. 

10.9 The Client shall not be entitled to set off any sums due from 

it to Merkle UK Three, against sums due to the Client from 

Merkle UK Three under this Agreement or any other 

contract. 

10.10 Unless provided otherwise under an Order Form, the parties 

acknowledge and agree that Merkle UK Three may, with 

effect from the first anniversary of the Service 

commencement date and by giving prior written notice to the 

Client, increase the Service Fees and/or SOW Fees each 

year during the continuance of this Agreement and/or any 

Order Form, such increase to be the greater of 3% of the 

Service Fees and/or SOW Fees or the percentage increase 

in the Consumer Prices Index in the preceding 12-month 

period. 

11 TERM AND TERMINATION 

11.1 This Agreement shall commence on the ‘Service 

commencement date’ specified in the Order Form and shall 

continue until the expiry of the Initial Term. 

11.2 From expiry of the Initial Term this Agreement shall 

automatically renew for successive periods of twelve (12) 

months (each a “Renewal Term”) unless either party gives 

at least one (1) month’s written notice of non-renewal of this 

Agreement prior to the expiry of the Initial Term or the 

relevant Renewal Term (as applicable). 

11.3 Either party shall be entitled to terminate this Agreement: (i) 

immediately if the other party commits any material breach 

of its obligations under this Agreement and fails to remedy 

that breach within thirty (30) days of written notice of that 

breach (the thirty (30) day period only applies where a 

breach is capable of remedy - if it is incapable of remedy, 

this Agreement may be terminated by written notice 

immediately); or (ii) immediately if the other party has a 

winding up petition presented or enters into liquidation 

whether compulsorily or voluntarily (otherwise than for the 

purposes of amalgamation or reconstruction without 

insolvency), or makes an arrangement with its creditors, or 

petitions for an administration order, or has a receiver, 

administrator or manager appointed over any of its assets, 

or a court or arbiter with authority to so determine determines 

that the debtor is unable to pay its debts. 

11.4 Merkle UK Three shall be entitled to terminate this 

Agreement immediately if: (i) the Client is in material breach 

of this Agreement more than two times (even if the breaches 

were remedied); (ii) the Client becomes subject to 

insolvency proceedings and the proceedings are not 

dismissed within ninety (90) days; (iii) the Client is in breach 

of Section 6 (Privacy) of Schedule 1; (iv) Google has 

terminated and / or suspended the provision of its services 

to, and / or behalf of, Merkle UK Three; (v) Merkle UK Three 

has suspended provision of any services under this 

Agreement pursuant to Clause 10.7(i) for fourteen (14) days 

or more; and / or (vi) Google reasonably determines that it is 

impracticable to continue providing the GA 360 Service in 

light of applicable laws. 

11.5 If Merkle UK Three is entitled to terminate this Agreement 

pursuant to Clause 11.3(i), 11.3(ii), 11.4(i), 11.4(ii), or 

11.4(iii) then Merkle UK Three shall also be entitled to 

suspend performance of any services under this Agreement. 

11.6 Merkle UK Three may at its sole discretion terminate this 

Agreement, suspend provision of the services under this 
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Agreement, or modify the services provided under this 

Agreement at any time to comply with any applicable law. 

11.7 If it is alleged, or believed by Merkle UK Three or Google, 

that the services provided under this Agreement infringe any 

third party’s Intellectual Property Rights, Merkle UK Three 

may at its sole discretion suspend use and / or provision of 

the services or modify the services to make them non-

infringing. 

11.8 On expiry or termination of this Agreement howsoever 

caused: (a) each party shall promptly return all property of 

the other party that was provided under this Agreement; (b) 

the Client’s right to receive and use the services provided 

pursuant to this Agreement shall terminate; (c) the rights and 

duties created by Clauses 9.1 - 9.3, 9.7, 10 (including 

accrued payment obligations of the Client), 11.8, 12, 18.1, 

and 19 shall survive; (d) all payments payable by the Client 

under this Agreement shall become immediately due and 

payable; (e) the licence granted under Clause 9.4 shall 

cease; (f) the terms of Section 3 (Effect of Termination) of 

Schedule 1 shall apply; and (g) any rights of either party 

which arose on or before termination shall be unaffected. 

11.9 On expiry or termination of this Agreement howsoever 

caused, all unused Professional Services time remaining will 

be terminated 

12 CONFIDENTIAL INFORMATION 

12.1 Each party that receives (“Receiving Party”) any non-public 

business, technical, product, service, and / or financial 

information (“Confidential Information”) from the other  

(“Disclosing Party”), whether before or after the date of this 

Agreement shall: (a) keep the Confidential Information 

confidential; (b) not disclose the Confidential Information to 

any person other than with the prior written consent of the 

Disclosing Party or in accordance with Clauses 12.2 or 12.3; 

and (c) not use the Confidential Information for any purpose 

other than the performance of its obligations or its enjoyment 

of rights under this Agreement (“Permitted Purpose”). 

12.2 The Receiving Party may disclose Confidential Information 

to its own (and its Affiliates’) officers, directors, employees, 

agents and advisers who may reasonably need to know for 

the Permitted Purpose (each a “Permitted Third Party”), 

provided that the Receiving Party shall remain liable to the 

Disclosing Party for the acts, omissions, and compliance 

with the terms of this Clause 12 of such Permitted Third 

Party as if such Permitted Third Party was the Receiving 

Party (and a party to this Agreement).  The Receiving Party 

shall ensure that each Permitted Third Party is made aware 

of and complies with all the Receiving Party’s obligations of 

confidentiality under this Clause 12. 

12.3 If required by law, the Receiving Party may disclose 

Confidential Information to a court or regulatory authority or 

agency, provided that the Receiving Party shall (if legally 

permissible): (a) provide advance notice to the Disclosing 

Party; and (b) give the Disclosing Party the chance to 

challenge the disclosure (and co-operate with any attempt 

by the Disclosing Party to obtain an order providing for 

protection in respect of such information). 

12.4 The provisions of this Clause 12 shall not apply to any 

Confidential Information which: (i) is or becomes public 

knowledge other than by breach of this Clause 12; (ii) is in 

the possession of the Receiving Party without restriction 

before disclosure by the Disclosing Party; (iii) was 

independently developed by the Receiving Party without 

reference to the Disclosing Party's confidential information; 

or (iv) is received from a third party who lawfully acquired or 

developed it and who is under no obligation restricting its 

disclosure. 

13 LIABILITY 

13.1 Neither party shall exclude or limit its liability for: (i) death or 

personal injury caused by its negligence; (ii) fraud or 

fraudulent misrepresentation; (iii) payment of fees payable 

under this Agreement; and/or (iv) the indemnity given in 

Clause 14 (Client Indemnity). 

13.2 Neither party shall be liable for: (i) any loss of profit, loss of 

revenue, loss of anticipated savings, loss or corruption of 

data, and / or loss of goodwill; and / or (ii) any indirect or 

consequential loss. 

13.3 The Client agrees that it will have no remedy in respect of 

any untrue statement or representation made to it upon 

which it relied in entering this Agreement and that its only 

remedies can be for breach of contract (unless the statement 

was made fraudulently).  

13.4 Except for any liability arising under the Data Processing 

Terms (which shall be subject to the limits set out therein), 

each party’s Contractual Liability to the other arising in a 

Contract Year shall not exceed the greater of: (i) 125% of the 

Services Fees paid and payable by the Client under this 

Agreement in the relevant Contract Year; or (ii) one hundred 

thousand pounds sterling (£100,000).  “Contractual 

Liability” means total aggregate liability howsoever arising 

under or in relation to the subject matter of this Agreement 

that is not: (i) unlimited by virtue of Clause 13.1; or (ii) 

excluded pursuant to Clauses 13.2 and 13.3. 
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13.5 To the fullest extent permitted by applicable law, Merkle UK 

Three hereby excludes any implied term (including, without 

limitation, any implied terms as to merchantability, quality, 

conformance with description, or fitness for purpose) 

whether such term is implied by statute or common law.  

Google makes no warranty of any kind, whether express, 

implied, statutory or otherwise, under this Agreement.  

Merkle UK Three and Google make no representations 

about any content or information made accessible by or 

through the GA 360 Service. 

13.6 Neither party shall be liable for any delay or failure in 

performing its duties under this Agreement caused by any 

circumstances beyond its reasonable control. 

14 CLIENT INDEMNITY 

14.1 The Client will indemnify, hold harmless and defend Merkle 

UK Three, Google and each of their Affiliates, at the Client's 

expense, from any and all third party claims, actions, 

proceedings, and suits brought against Merkle UK Three, 

Google, or any of their Affiliates, and all related liabilities, 

losses, damages, costs or expenses (including, without 

limitation, reasonable legal fees and other litigation 

expenses) incurred by Merkle UK Three, Google, or any of 

their Affiliates, arising out of or in relation to: (i) the Client’s 

violations of applicable laws, rules or regulations in 

connection with the Client’s use of the GA 360 Service, (ii) 

the Client’s breach of Section 6 (Privacy) of Schedule 1; and 

(iii) any third party claims in relation to the Client’s brand 

features. In such a case, the relevant indemnified party will 

promptly notify the Client of the claim and cooperate with the 

Client in defending the claim. The Client will have full control 

and authority over the defence, except that: (a) any 

settlement requiring the indemnified party to admit liability or 

to pay any money will require that party’s prior written 

consent, which may not be unreasonably withheld or 

delayed; and (b) the indemnified party may join in the 

defence with its own counsel at its own expense. 

15 ASSIGNMENT AND SUB-CONTRACTING 

15.1 The Client shall not assign or otherwise transfer this 

Agreement or any of its rights and duties hereunder without 

the prior written consent of Merkle UK Three (such consent 

not to be unreasonably withheld or delayed) and, in respect 

of such assignment: (a) the assignee must agree in writing 

to be bound by the terms of this Agreement; and (b) the 

Client must remain liable for its obligations and liabilities 

incurred under this Agreement prior to the assignment. Any 

other attempt by the Client to assign or transfer is void.  

Merkle UK Three shall not assign or otherwise transfer any 

of its duties under this Agreement without the prior written 

consent of the Client, such consent not to be unreasonably 

withheld or delayed. 

15.2 Notwithstanding Clause 15.1, Merkle UK Three may, 

whether in whole or in part, subcontract the performance of 

any of its duties under this Agreement and/or any Order 

Form to any of its Affiliates and/or subcontractors, without 

seeking the Client’s consent. 

15.3 The rights and liabilities of the parties hereto are binding on, 

and shall inure to the benefit of, the parties and their 

respective successors and permitted assigns. 

16 NON-SOLICITATION 

16.1 During the term of this Agreement, the Client shall not, 

without the prior written consent of Merkle UK Three, solicit 

or entice away any employee of Merkle UK Three who 

performed (or is performing) material obligations under this 

Agreement (excluding administrative, secretarial, or other 

back-office functions).  If the restriction set forth in this 

Clause 16.1 is found by any court of competent jurisdiction 

to be unenforceable because it extends for too long a period 

of time or over too great a range of activities or in too broad 

a geographic area, it shall be interpreted to extend only over 

the maximum period of time, range of activities or 

geographic area for which it may be enforceable. 

16.2 If the Client breaches Clause 16.1, it shall pay Merkle UK 

Three an amount equal to the last twelve (12) months’ salary 

of the applicable individual in recognition of the value of the 

individual to Merkle UK Three and cost of recruiting and 

training a replacement.  The parties agree that this sum is a 

genuine pre-estimate of the loss likely to be suffered by 

Merkle UK Three in these circumstances and not a penalty.  

Payment of the above referenced amount shall be Merkle 

UK Three’s only remedy for a breach of Clause 16.1. 

17 CHANGES 

17.1 Subject to Clauses 3.4, 11.6, 11.7, and 17.2, no changes to 

this Agreement shall be valid unless made in writing 

(expressly stating that it amends this Agreement) and signed 

by the authorised representatives of both parties. 

17.2 Merkle UK Three shall be entitled to make changes to the 

terms of this Agreement to the extent that Google has made 

changes to the corresponding terms in Google’s agreement 

with Merkle UK Three. 

18 DISPUTES 

18.1 Any dispute arising under this Agreement should first be 
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escalated to the parties’ Service Contacts specified in the 

Order Form.  If the dispute remains unresolved for at least 

fourteen (14) days, it shall be referred to the senior 

management of each party who shall attempt resolution 

through negotiations.  If the dispute remains unresolved for 

a further fourteen (14) days, either party may refer the 

dispute to the English courts. 

19 GENERAL PROVISIONS 

19.1 Third Party Rights.  Except as set out this Clause 19.1, the 

parties hereby exclude to the fullest extent permitted by law 

any rights of third parties to enforce or rely upon any of the 

provisions of this Agreement.  Google is intended to be a 

third party beneficiary of this Agreement who can enforce or 

rely upon provisions of this Agreement which expressly grant 

rights or benefits to Google.  The rights of the parties to 

terminate, rescind or agree any variation, waiver or 

settlement under this Agreement are not subject to the 

consent of any other person. 

19.2 Relationship.  The parties are independent contractors, and 

this Agreement does not create any agency, partnership or 

joint venture. The Client shall not purport to undertake any 

obligation on Merkle UK Three’s behalf nor expose Merkle 

UK Three to any liability nor pledge or purport to pledge 

Merkle UK Three’s credit.  In entering into this Agreement 

with the Client, Merkle UK Three is acting on its own behalf 

and not as an agent for Google. 

19.3 Publicity. The Client will not issue any press release, public 

announcement, or public statement regarding the existence 

or content of this Agreement without Merkle UK Three’s prior 

written approval. The Client hereby irrevocably consents to: 

(i) Google using the Client’s brand features (e.g., name and 

logo) in marketing the GA 360 Service; and (ii) Merkle UK 

Three referring to the Client in its sales and marketing 

literature (including its website). 

19.4 Export Control. The Software (as defined in Schedule 1) is 

governed by U.S. export regulations, and it may not be 

exported to or used by embargoed countries or individuals. 

19.5 Change of Control. Upon the Client’s change of control (for 

example, through a stock purchase or sale, merger, or other 

form of corporate transaction): (a) the Client shall provide 

written notice to Merkle UK Three within fourteen (14) days 

after the change of control; and (b) Merkle UK Three shall 

be entitled to immediately terminate this Agreement any time 

between the change of control and forty-five (45) days after 

it receives the written notice in subsection (a). 

19.6 Equitable Relief. Nothing in this Agreement will limit Merkle 

UK Three's or Google’s ability to seek equitable relief. 

19.7 No Bribery.  The Client warrants that it: (a) has not 

committed, and will not commit, an offence under any anti-

bribery laws (including, the Bribery Act 2010) in relation to 

this Agreement or any other contract with Merkle UK Three; 

and (b) has adequate procedures (as defined in section 7(2) 

of Bribery Act 2010) in place to prevent its associated 

persons from committing an offence under the Bribery Act 

2010. 

19.8 Entire Agreement.  This Agreement supersedes any prior 

contracts, arrangements and undertakings between the 

parties in relation to its subject matter and constitutes the 

entire contract between the parties relating to the subject 

matter. 

19.9 No Waiver.  No delay, neglect or forbearance by either party 

in enforcing its rights under this Agreement shall be a waiver 

of or prejudice those rights. 

19.10 Severance.  If any part of this Agreement is held unlawful or 

unenforceable that part shall be struck out and the 

remainder of this Agreement shall remain in full effect. 

19.11 Notices. All notices (which include invoices and 

correspondence) under this Agreement shall be in writing 

and shall be sent to the address of the recipient set out in 

this Agreement or to such other address as the recipient may 

have notified from time to time. Any notice may be delivered 

personally, by a reputable courier service, by first-class post, 

by fax, or by e-mail and shall be deemed to have been 

served if by hand when delivered, if by courier service or first 

class post forty-eight (48) hours after delivery to the courier 

or posting (as the case may be), if by fax when confirmation 

of transmission is received, or if by e-mail immediately. 

19.12 Governing Law and Jurisdiction.  This Agreement and 

any dispute or claim arising out of or in connection with it or 

its subject matter or formation (including non-contractual 

disputes or claims) shall be governed by and construed in 

accordance with the law of England.  Each party irrevocably 

agrees that the courts of England and Wales shall have 

exclusive jurisdiction to settle any dispute or claim arising out 

of or in connection with this Agreement or its subject matter 

or formation (including non-contractual disputes or claims). 
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SCHEDULE 1 – GA 360 SERVICE 

1. DEFINITIONS 

In this Schedule 1 (including Appendix A), the following expressions have the following meanings: 

“Account” refers to the billing account for the GA 360 Service.  

“Affiliate” in relation to a Party, a subsidiary of that Party, or the holding company of that Party (if any), or any other 
subsidiary of that holding company and for these purposes the terms "subsidiary" and "holding company" each have the 
meaning given to them in section 1159 of the Companies Act 2006.  

 “Beta Feature” means any GA 360 Service feature that is expressly identified as "Beta" or "Labs" or that is otherwise 
expressly identified as unsupported. Notwithstanding anything to the contrary in this Agreement, Merkle UK Three and / 
or Google will have no liability under this Agreement arising out of or related to any Beta Features.  

"Client Data" means the data concerning the characteristics and activities of Visitors collected through use of an OSCI 
and then processed by the GA 360 Service.  

“Documentation” means any accompanying documentation made available to Client by Google for use with the 
Processing Software, including any documentation available online.  

"Downtime" means the applicable definition of downtime set forth below for each SLA, in each case, excluding (i) time 
resulting from technical malfunctions in the Mobile SDKs, in Client’s website’s systems, or any other circumstances 
beyond Merkle UK Three and / or Google’s reasonable control (including, without limitation, Internet delays, network 
congestion and ISP malfunctions) and (ii) other than with respect to the Collection SLA, time required for routine system 
maintenance (with notice to Client, such as through in-product notifications) or customer initiated account upgrades.  

"Deprecated Feature" means any GA 360 Service feature that has been documented as being deprecated in supporting 
documentation for the GA 360 Service, including in the Google Analytics Premium or Analytics 360 Help Center or the 
Google Analytics Developers site, or in the reporting interface for the GA 360 Service.  

“GA 360 Service” means Google's Analytics 360 service, including the Software and Documentation.  

"Hit" means the base unit that is sent to the Google Analytics system for processing. A Hit may be a call to the Google 
Analytics system by various libraries, including, Javascript (ga.js, urchin.js), Silverlight, Flash, and Mobile. A Hit may 
currently be a page view, a transaction, item, or event. Hits may also be delivered to the Google Analytics system without 
using one of the various libraries by other Google Analytics-supported protocols and mechanisms the GA 360 Service 
makes available to Client. Unless Google provides Client with prior written approval to the contrary, Client will not 
configure Client’s Account to process more than 20 billion Hits per month across all Properties. For purposes of 
calculating this processing limit, each Roll-Up Hit will equal one-half of a Hit.  

“Integration Feature” means any GA 360 Service feature that collects metrics by means other than through an OSCI, 
has an interface for displaying information collected via an OSCI that is separate from the GA 360 Service's or exports 
metrics to other Google or third party products or services. For purposes of clarification, Integration Features include any 
GA 360 Service feature that collects metrics from or exports metrics to other Google or third party products including 
AdWords, AdSense and Big Query.  

“Mobile SDK” means a mobile operating system software development kit made available by Google that developers 
may use in an application to send Hits to the GA 360 Service. For purposes of clarification, a Mobile SDK is an OSCI.  

“OSCI” means an “Officially Supported Client Interface”, which is a mechanism made available by or supported by 
Google that can be used to send Hits to the GA 360 Service.  

“Privacy Policy” means the privacy policy on a Property.  

“Processing Software" means the Google Analytics server-side software and any upgrades, which analyses the Client 
Data and generates the Reports.  

“Profile" means the collection of settings that together determine the information to be included in, or excluded from, a 
particular Report. For example, a Profile could be established to view a small portion of a web site as a unique Report. 
There can be multiple Profiles established under a single Property.  

"Property" means any web page, application, or other property that uses an OSCI to send data to the GA 360 Service 
through Client’s Account.  

“Report” means the resulting analysis shown at www.google.com/analytics (or any other URL Google may provide from 
time to time) for a Profile.  

“Roll-Up Hit” means a Hit received and processed by a Roll-Up Property.  

“Roll-Up Property” means a set of one or more Properties designated by Client that combines the Hit-level data of those 
Properties for separate processing.  

“SLA” means the GA 360 Service Level Agreement in Appendix A.  

“Servers” means the servers controlled by Google (or its Affiliates) on which the Processing Software and Client Data 
are stored.  

https://www.google.com/analytics
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“Software” means the OSCI and Processing Software.  

“Subsidiary” means a wholly owned subsidiary of Client.  

“Third Party” means any third party (i) to which Client provides access to Client’s Account or (i) for which Client uses the 
GA 360 Service to collect information on the third party's behalf. For clarity, a Subsidiary is a Third Party.  

“Uptime Percentage” means the total number of minutes in a calendar month minus the number of minutes of Downtime 
suffered in a calendar month, divided by the total number of minutes in a calendar month. 

“Visitors" means visitors to Client’s Properties.  

2.  USE OF SERVICE  

2.1. USE OF SERVICE. Subject to the terms and conditions of this Agreement, Client (a) has a limited, revocable, non-
exclusive, non-sublicensable (other than as expressly set forth in Section 2.3 of this Schedule 1) licence to install, copy 
and use the OSCI solely as necessary for Client to use the GA 360 Service on Client’s Properties or authorised Third 
Party's Properties and (b) Client may remotely access, view and download Client’s Reports stored at 
https://www.google.com/analytics. Client will not (and Client will not allow any third party to) (i) copy, modify, adapt, 
translate or otherwise create derivative works of the Software or the Documentation, except as expressly permitted by 
the law in effect in the jurisdiction in which the Client is located; (ii) reverse engineer, decompile, disassemble or 
otherwise attempt to discover the source code of the Software, except as expressly permitted by the law in effect in the 
jurisdiction in which Client is located; (iii) rent, lease, sell, assign, sublicense (other than as expressly set forth in Section 
2.3 of this Schedule 1), distribute or otherwise transfer rights in or to the Software, the Documentation or the GA 360 
Service; (iv) remove any proprietary notices or labels on the Software or placed by the GA 360 Service; (v) use, post, 
transmit or introduce any device, software or routine which interferes or attempts to interfere with the operation of the GA 
360 Service or the Software; or (vi) use data labelled as belonging to a third party in the GA 360 Service for purposes 
other than generating, viewing, and downloading Reports.  

2.2. RESTRICTIONS ON USE. Client will not use data labelled as belonging to a third party in the GA 360 Service for 
purposes other than generating, viewing, and downloading Reports. Client will comply with all applicable laws and 
regulations in Client’s use of and access to the Documentation, Software, Service and Reports.  

2.3. SUBSIDIARY USE. A Subsidiary may receive the GA 360 Service provided under this Agreement so long as such 
entity remains a wholly owned subsidiary of Client and provided that Client will be liable for the acts and omissions of 
such Subsidiary to the extent any of such Subsidiary’s acts or omissions, if performed by Client, would constitute a 
breach of, or otherwise give rise to liability under, this Agreement.  

2.4. SLAs AND SUPPORT. Merkle UK Three will provide the GA 360 Service and related support in accordance with the 
SLAs and support levels described in Appendix A to this Schedule 1.  

3.  EFFECT OF TERMINATION 

Upon any termination or expiration of this Agreement, the GA 360 Service shall cease to be provided. In the event of any 
such termination or expiration: (a) within a reasonable period after Client provides written notice to Merkle UK Three to 
delete Client Data, Merkle UK Three will render Client Data permanently inaccessible; (b) any continued Google 
Analytics use is subject to Google's then standard Google Analytics Terms of Service available at 
https://www.google.com/analytics/tos.html (or such other URL as Google may provide) as modified from time to time; and 
(d) for clarity, Client will not be permitted to export Client Data (except as the then-standard Google Analytics product 
permits). 

4.  DATA AND SECURITY  

4.1. DATA. Client owns Client Data; provided that Google may only use and disclose Client Data (i) in accordance with 
the settings in Client’s Account and the GA 360 Suite Home organisation (if any and as applicable), (ii) subject to the 
settings in Client’s Account and the GA 360 Suite Home organisation (if any and as applicable), as service statistics, 
which will not include personally identifiable information or information that identifies or would reasonably be expected to 
identify Client, (iii) to provide the GA 360 Service and enforce its rights under this Agreement (it being understood and 
agreed that Client’s non-aggregated data will not be used or disclosed to any third party by Google (except as otherwise 
expressly permitted by this Agreement) without Client’s written consent) and (iv) if and as required by court order, law or 
governmental or regulatory agency (after, if permitted, giving reasonable notice to Client and using commercially 
reasonable efforts to provide Client with the opportunity to seek a protective order or the equivalent (at Client’s 
expense)); provided further, however, that with respect to data derived from Client’s use of a Beta Feature, in addition to 
its rights set forth in the preceding proviso, Google may use and disclose such data, and all results and feedback from 
the Beta Feature, for any purpose as long as Google does not disclose results to third parties in such a manner as would 
identify or reasonably be expected to identify Client without Client’s prior written consent.  

4.2. ACCOUNT SECURITY. Client will protect Client’s passwords and take full responsibility for Client’s own, and third 
party, use of Client’s Accounts. Client will notify Merkle UK Three and Google immediately upon learning of any 
unauthorised use of Client’s Account or any other breach of security.  

4.3. DATA SECURITY. Merkle UK Three will (i) use current industry-standard security measures in connection with its 
provision of the GA 360 Service and (ii) promptly notify Client of any breach of such security resulting in unauthorised 
access to Client Data, after becoming aware of such breach.  

4.4. THIRD PARTIES. If Client uses the GA 360 Service on behalf of a Third Party or a Third Party otherwise uses the 
GA 360 Service through Client’s Account, whether or not Client is authorized by Google to do so, then Client represents 

https://www.google.com/analytics
https://www.google.com/analytics/tos.html
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and warrants that (a) Client is authorised to act on behalf of, and bind to this Agreement, the Third Party to all obligations 
that Client has under this Agreement, (b) Google may share with the Third Party any Client Data that is specific to the 
Third Party's Properties, and (c) Client will not disclose Third Party's Client Data to any other party without the Third 
Party's consent. For clarity, only Subsidiaries are authorised Third Parties under this Agreement.  

4.5. GOOGLE ANALYTICS 360 SUITE HOME. Client’s use of the Google Analytics 360 Suite user interface through 
which Client can access certain suite-level services and functionality (the “GA 360 Suite Home”) is governed by the 
Google Analytics 360 Suite Home Terms of Service (or as subsequently renamed) available at 
https://360suite.google.com/terms (or such other URL as Google may provide) as modified from time to time (the “Suite 
Home Terms”), but subject to Section 2 of the Suite Home Terms, use of the GA 360 Service will continue to be 
governed by this Agreement.  

5.  GOOGLE CONFIDENTIAL INFORMATION 

The Client will: (a) protect any of Google’s Confidential Information that it may obtain from its use of the GA 360 Service 
("Google’s Confidential Information") with the same standard of care it uses to protect its own Confidential Information 
(but in no event less than a reasonable standard of care); and (b) not disclose Google's Confidential Information, except 
to Affiliates, employees and agents who need to know it and who have agreed in writing to keep it confidential.  The 
Client (and any Affiliates, employees and agents to whom it has disclosed Google's Confidential Information) may use 
Google's Confidential Information only to its exercise rights and fulfil obligations under the Agreement. The Client is 
responsible for any actions of its Affiliates, employees and agents in violation of this Section 5. Upon termination of this 
Agreement, the Client will promptly either return or destroy all Google's Confidential Information and, upon request, 
provide written certification of compliance with this Section 5. 

6.  PRIVACY  

Client will not, and will not assist or permit any third party to, pass information to Merkle UK Three and / or Google that 
Merkle UK Three and / or Google could use or recognise as personally identifiable information. Client will have and abide 
by an appropriate Privacy Policy and will comply with all applicable laws and regulations relating to the collection of 
information from Visitors. Client must post a Privacy Policy and that Privacy Policy must provide notice of Client’s use of 
cookies that are used to collect traffic data, and Client must not circumvent any privacy features (e.g., an opt-out) that are 
part of the GA 360 Service. Client will use commercially reasonable efforts to ensure that a Visitor is provided with clear 
and comprehensive information about, and consents to, the storing and accessing of cookies or other information on the 
Visitor’s device where such activity occurs in connection with the GA 360 Service and where providing such information 
and obtaining such consent is required by law.  

Client’s use of the GA 360 Service is subject to the applicable Google Analytics Policies available at 
https://www.google.com/analytics/policies (or such other URL as Google may provide) as modified from time to time.  

7.  PROPRIETARY RIGHTS  

The GA 360 Service, including all associated Intellectual Property Rights is, and will remain, the property of Google (and 
its Affiliates). All rights in the GA 360 Service not expressly granted to Client in this Schedule 1 are expressly reserved 
and retained by Google and its licensors without restriction, including, Google's (and its Affiliates') right to sole ownership 
of the GA 360 Service. For the avoidance of doubt, Google owns all rights, title and interest in the decision tools, 
formulae, metrics, ratings, scores, tracking methodologies and data provided by Google to generate the Reports and/or 
provide the GA 360 Service, including data generated pursuant to Section 4.1 of this Schedule 1. For example, Client will 
not (and will not allow any third party to): (a) use the trademarks, trade names, service marks, logos, domain names and 
other distinctive brand features or any copyright or other proprietary rights associated with the GA 360 Service for any 
purpose without the express written consent of Google; (b) register, attempt to register, or assist anyone else to register 
any trademark, trade name, serve marks, logos, domain names and other distinctive brand features, copyright or other 
proprietary rights associated with Google (or its Affiliates) other than in the name of Google (or its Affiliates, as the case 
may be); (c) remove, obscure, or alter any notice of copyright, trademark, or other proprietary right appearing in or on 
any item included with the GA 360 Service; or (d) seek, in a proceeding filed during the term of this Agreement or for one 
year after such term, an injunction of any portion of the GA 360 Service based on patent infringement.  

Client is not required to provide Feedback; however, if Client provides any materials, feedback, requests, questions, 
comments, test results or ideas to Google regarding the GA 360 Service, including suggesting or recommending 
changes, features, functionality or improvements to the GA 360 Service (“Feedback”), then Google may use the 
Feedback for any purposes without obligation or compensation to Client. Client grants to Google and its affiliates and 
successors a paid-up, royalty-free, irrevocable, perpetual, non-exclusive, sublicensable, transferable, worldwide license 
to make, use, sell, offer for sale, import, export the whole or a component of, copy, distribute, modify, create derivative 
works based on, publicly perform, publicly display, and otherwise exploit the Feedback for any purpose; provided, 
however, that Google does not disclose Feedback to third parties in a manner that would identify or reasonably be 
expected to identify Client without Client’s prior written consent.  

8. GOOGLE COMMUNICATIONS 

The Client agrees that Google may send the Client communications and requests about the GA 360 Service (e.g., giving 
service updates and information, requesting customer feedback, and surveys to improve services or gauge satisfaction). 

 

 

9.  U.S. GOVERNMENT RIGHTS  

https://360suite.google.com/terms
https://www.google.com/analytics/policies
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If the use of the GA 360 Service is being acquired by or on behalf of the U.S. Government or by a U.S. Government 
prime contractor or subcontractor (at any tier), in accordance with 48 C.F.R. 227.7202-4 (for Department of Defense 
(DOD) acquisitions) and 48 C.F.R. 2.101 and 12.212 (for non-DOD acquisitions), the Government's rights in the 
Software, including its rights to use, modify, reproduce, release, perform, display or disclose the Software or 
Documentation, will be subject in all respects to the commercial license rights and restrictions provided in this 
Agreement.  

10.  MODIFICATIONS TO POLICIES  

Google may modify any policies that apply to the GA 360 Service to, for example, reflect changes to the law or changes 
to the GA 360 Service. Client should look at the policies regularly. Google will post notice of the modifications to these 
policies at the applicable URL for such policies. Changes will not apply retroactively and will become effective no sooner 
than 14 days after they are posted.  

11.  INTERPRETATION OF CONFLICTING TERMS 

If there is a conflict between this Schedule 1 and the terms located at any URL, the documents will control in the 
following order: first, this Schedule 1, and then second, the terms located at any URL. 
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APPENDIX A: SLAs and CUSTOMER SUPPORT 

SERVICE LEVEL AGREEMENTS  

Merkle UK Three will use commercially reasonable efforts to ensure that the GA 360 Service meets the service levels 
indicated below (collectively, the “SLAs”). If Merkle UK Three fails to meet the SLAs in any calendar month, and if Client 
meets Client’s obligations under the SLAs, Client will be eligible to receive credit in an amount equal to monthly Services 
Fees paid by Client for the calendar months during which Merkle UK Three failed to meet the applicable SLAs (“Credit”). 
In order to receive such Credit, Client must notify Merkle UK Three within 21 days from the time Client becomes eligible 
to receive such Credit. Failure to comply with this requirement will forfeit Client’s right to such Credit. Credit will be issued 
as a credit memo for the affected invoice (which Client may apply to its following monthly invoice). For purposes of the 
Data Processing SLA, Merkle UK Three  may, in lieu of providing the Credit pursuant to the terms of these SLAs, elect to 
re-process or restore applicable Client Data, in which case Client will no longer be eligible for such Credit. The maximum 
Credit that Client may be eligible for in the aggregate in any given calendar month is 100% of monthly Services Fees. If 
Merkle UK Three fails to meet any of the SLAs in any 3 consecutive months or in any 4 months in any 12-consecutive 
month period, Client will have a one-time right to terminate the GA 360 Service upon prior written notice to Merkle UK 
Three, subject to such notice being received by Merkle UK Three within 21 days of the end of the month in which Client 
becomes eligible for such right of termination. The remedies set forth in these SLAs are Client’s sole and exclusive 
remedies for any failure by Merkle UK Three or Google to meet the SLAs. 

SLAs  Downtime  

Collection SLA  

Analytics 360 Service collects Client Data from Properties at an Uptime 
Percentage of at least 99.9%. 

Periods during which time the collection 
component of the Analytics 360 Service 
is generally unavailable to Google’s 
customers. 

Reporting SLA  

The reporting interface for the Analytics 360 Service is available for Client’s 
use at an Uptime Percentage of least 99%. 

Periods of more than 5 minutes during 
which time the Client is unable to log-in 
to the Analytics 360 Service interface. 

Data Processing SLA  

Except as set forth in the Data Processing SLA Exceptions article available 
at 
https://support.google.com/analytics/answer/6223844?hl=en&ref_topic=243
0414 (or such other URL as Google may provide) as modified from time to 
time at Google’s sole discretion, the Analytics 360 Service processes 
collected Client Data (1) within 4 hours of receipt at an Uptime Percentage 
of at least 98% for Properties that receive fewer than or equal to 2 billion 
Hits per calendar month and (2) within 24 hours of midnight (Pacific Time) 
at an Uptime Percentage of 98% of the time for Properties that receive 
more than 2 billion Hits per calendar month. 

Periods of processing delay during 
which time the Analytics 360 Service 
takes longer than the applicable 
timeframe set forth in the Data 
Processing SLA to process collected 
Client Data. 

The SLAs apply solely to Client Data collected directly through the then-current version(s) of OSCI (which, for the 
avoidance of doubt, excludes all Deprecated Features) and do not apply to any Client Data collected, processed or 
reported through the use of Integration Features. The Reporting SLA does not apply to reporting on non-web based 
Google Analytics reporting UIs. The Collection SLA and Data Processing SLA only apply to the extent Client sends data 
in accordance with the guidelines available at https://developers.google.com/analytics/ (or such other URL as Google 
may provide) as modified from time to time at Google’s sole discretion. 

SLA EXCLUSIONS AND LIMITS 

Notwithstanding anything to the contrary in this Agreement, Merkle UK Three and Google will have no liability (including 
in respect of indemnification obligations or SLA obligations) under this Agreement arising out of or related to any Beta 
Features or Integration Features. The maximum SLA remedy for any individual month is 100% of the Services Fees 
incurred by Client under this Agreement for that month.  

INSTALLATION SUPPORT  

Merkle UK Three will provide commercially reasonable initial and ongoing implementation guidance for the GA 360 
Service for the Website. With respect to Mobile SDKs, any implementation support provided by Merkle UK Three will be 
limited to: (i) the then-current Mobile SDK and (ii) for a period of 6 months after the release date of the then-current 
Mobile SDK, the version of the Mobile SDK that immediately preceded the then-current Mobile SDK. 

 

 

https://support.google.com/analytics/answer/6223844?hl=en&ref_topic=2430414
https://support.google.com/analytics/answer/6223844?hl=en&ref_topic=2430414
https://developers.google.com/analytics/
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ON-GOING SUPPORT 

Merkle UK Three will use commercially reasonable efforts to meet the target response and resolution timeframes set 
forth at https://support.google.com/analytics/answer/6215195 (or such other URL as Google may provide) as modified 
from time to time at Google’s sole discretion. The priority level of support cases logged by Client will initially be 
designated by Client, in its reasonable discretion based on the descriptions in the table at the link above. Merkle UK 
Three customer support ("Merkle UK Three Customer Support") may lower the priority level designation of any case (a 
“Priority Adjustment”) if Merkle UK Three, in its reasonable discretion, believes that Client’s initial priority designation 
does not comport with the descriptions in the table. Merkle UK Three Customer Support will notify Client as soon as is 
reasonably practicable of any Priority Adjustment. Merkle UK Three Customer Support may also perform a Priority 
Adjustment while permanent solutions are being developed, as soon as a workaround solution is implemented.  

With respect to Mobile SDKs, on-going support provided by Merkle UK Three will be limited to: (i) the then-current Mobile 
SDK and (ii) for a period of 6 months after the release date of the then-current Mobile SDK, the version of the Mobile 
SDK that immediately preceded the then-current Mobile SDK.  

Target resolution times are goals. Depending on the volume and severity of tickets submitted, response times and time 
to resolution may vary. Occasionally an issue needs to be escalated to Merkle UK Three's and / or Google's engineering 
team. In such cases, it may take more time to resolve the issue. Client’s customer support representative will keep Client 
informed throughout the process.  

  

  

https://support.google.com/analytics/answer/6215195
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SCHEDULE 2 – DATA PROCESSING TERMS 

 

These Data Processing Terms (including the appendices, “Data Processing Terms”) are entered into by 

Merkle UK Three (“Merkle”) and Client and supplement the Agreement.  

1. INTRODUCTION 

These Data Processing Terms reflect the parties’ agreement on the terms governing the processing 
and security of Client Personal Data in connection with the Data Protection Legislation 

 

2. DEFINITIONS AND INTERPRETATION 

2.1 In this Agreement: 

“Additional Product” means a product, service or application provided by Agency or a third party that: 
(a) is not part of the Processor Services; and (b) is accessible for use within the user interface of the 
Processor Services or is otherwise integrated with the Processor Services. 

“Affiliate” means an entity that directly or indirectly controls, is controlled by, or is under common 
control with, a party and, for the purposes of this Agreement, includes members within the DAN Group 
and Agency Group. 

 “Client Personal Data” means personal data that is processed by Agency on behalf of Client in 
Agency’s provision of the Processor Services. 

“DAN” means Dentsu Aegis Network Limited, a company registered in England with company number 
01403668 and whose registered office is at 10 Triton Street, Regents Place, London, NW1 3BF. 

 “Data Incident” means a breach of Agency’s security leading to the accidental or unlawful destruction, 
loss, alteration, unauthorised disclosure of, or access to, Client Personal Data on systems managed 
by or otherwise controlled by Agency. “Data Incidents” will not include unsuccessful attempts or 
activities that do not compromise the security of Client Personal Data, including unsuccessful log-in 
attempts, pings, port scans, denial of service attacks, and other network attacks on firewalls or 
networked systems. 

“Data Protection Legislation” means, as applicable: (a) the GDPR; (b) the Data Protection Act 2018; 
and/or (c) all other applicable laws and codes of practice applicable to the processing of personal data. 

“Data Subject Tool” means a tool (if any) made available by Agency to data subjects that enables 
Agency to respond directly and in a standardised manner to certain requests from data subjects in 
relation to Client Personal Data (for example, online advertising settings or an opt-out browser plugin). 

“DP Losses” means all liabilities, including (without limitation): 

(a) costs (including legal costs), claims, demands, actions, settlements, ex-gratia payments, 
charges, procedures, expenses, losses and damages (including relating to material and 
non-material damage); and 

(b) to the extent permitted by applicable law: 

(i) administrative fines, penalties, sanctions, liabilities or other remedies imposed by 
a court or regulatory authority; 

(ii) compensation to a data subject ordered by a court or regulatory authority; and 
(iii) the costs of compliance with investigations by a regulatory authority. 

“EEA” means the European Economic Area. 

“GDPR” means Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 
2016 on the protection of natural persons with regard to the processing of personal data and on the 
free movement of such data, and repealing Directive 95/46/EC. 

“Google” means the Google Entity that is party to the reseller agreement with Agency. 

“Google Entity” means Google LLC, Google Ireland Limited or any other Affiliate of Google LLC. 

“Group” means in relation to a company, that company, any subsidiary or any holding company from 
time to time of that company, and any subsidiary from time to time of a holding company of that 
company. Each company in a Group is a member of the Group. 
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“ISO 27001 Certification” means ISO/IEC 27001:2013 certification or a comparable certification for 
the Processor Services. 

“Google Affiliate Sub-Processors” has the meaning given in Section 11.1 (Consent to Sub-
Processor Engagement). 

“Notification Email Address” means the email address (if any) designated by Client, via the user 
interface of the Processor Services or such other means provided by Agency, to receive certain 
notifications from Agency relating to this Agreement. 

“Privacy Shield” means the EU-U.S. Privacy Shield legal framework and the Swiss-U.S. Privacy 
Shield legal framework. 

“Processor Services” means marketing, advertising and analytics, including (where relevant): (i) the 
applicable services listed at privacy.google.com/businesses/adsservices; (ii) the Core Services for G 
Suite Basic as described at https://gsuite.google.com/intl/en/terms/user_features.html (as such 
services and URL link may be updated or modified by Google from time to time), and all editions of G 
Suite that are described at such URL link as comprising or including such Core Services; and (iii) such 
other services as may be described in the Services Agreement. 

“Security Documentation” means the certificate issued for the ISO 27001 Certification and any other 
security certifications or documentation that Agency may make available in respect of the Processor 
Services. 

“Security Measures” has the meaning given in Section 7.1.1 (Agency’s Security Measures). 

“Sub-Processors” means third parties authorised under this Agreement to have logical access to and 
process Client Personal Data in order to provide parts of the Processor Services and any related 
technical support. 

“Term” means the period commencing on the Effective Date and continuing for the term as set out in 
Annex 1. 

“Effective Date” means, the date on which Client agreed to this Agreement. 

“Third-Party Sub-Processors” has the meaning given in Section 11.1 (Consent to Sub-Processor 
Engagement). 

2.2  The terms “controller”, “data subject”, “personal data”, “processing”, “processor” and “supervisory 
authority” as used in this Agreement have the meanings given in the GDPR. 

2.3  Any phrase introduced by the terms “including”, “include” or any similar expression will be construed 
as illustrative and will not limit the sense of the words preceding those terms. Any examples in these 
this Agreement are illustrative and not the sole examples of a particular concept. 

2.4  Any reference to a legal framework, statute or other legislative enactment is a reference to it as 
amended or re-enacted from time to time. 

2.5  A reference to a holding company or a subsidiary means a holding company or a subsidiary (as the 
case may be) as defined in section 1159 of the CA 2006 and for the purposes only of the membership 
requirement contained in sections 1159(1)(b) and (c), a company shall be treated as a member of 
another company even if its shares in that other company are registered in the name of: 

(a) another person (or its nominee), by way of security or in connection with the taking of security; or 

(b) its nominee. 

3. DURATION OF THIS AGREEMENT 

This Agreement will take effect on the Effective Date and, notwithstanding expiry of the Term, remain 
in effect until, and automatically expire upon, deletion of all Client Personal Data by Agency as 
described in this Agreement. 

4. APPLICATION OF THIS AGREEMENT 

4.1 Application of Data Protection Legislation. This Agreement will only apply to the extent that the 
Data Protection Legislation applies to the processing of Client Personal Data, including if: 

(a) the processing is in the context of the activities of an establishment of Client in the EEA; and/or 

(b) Client Personal Data is personal data relating to data subjects who are in the EEA and the 
processing relates to the offering to them of goods or services or the monitoring of their behaviour in 
the EEA. 

https://privacy.google.com/businesses/adsservices/
https://gsuite.google.com/intl/en/terms/user_features.html
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4.2  Application to Processor Services. This Agreement will only apply to the Processor Services for 
which the parties agreed to this Agreement (for example: if the Services Agreement incorporates this 
Agreement by reference, the Processor Services that are the subject of the Services Agreement). 

5. PROCESSING OF DATA 

5.1  Roles and Regulatory Compliance; Authorisation. 

5.1.1  Processor and Controller Responsibilities. Agency and Client acknowledge and agree 
that: 

(a) Annex 1 describes the subject matter and details of the processing of Client Personal Data; 

(b) Client is a controller of Client Personal Data under the Data Protection Legislation;  

(c) Agency is a processor of Client Personal Data under the Data Protection Legislation; 

(d) Google may be a sub-processor of Client Personal Data under the Data Protection 
Legislation; and 

(e) Agency and Client will comply with the obligations applicable to it under the Data Protection 
Legislation with respect to the processing of Client Personal Data. 

5.1.2  Authorisation by Third Party Controller. If Client is a processor, Client warrants to Agency 
that Client’s instructions and actions with respect to Client Personal Data, including its 
appointment of Agency as another processor and Google as a subprocessor, have been 
authorised by the relevant controller. 

5.2  Client’s Instructions. By entering into this Agreement, Client instructs Agency to process Client 
Personal Data only in accordance with applicable law: (a) to provide the Processor Services and any 
related technical support; (b) as further specified via Client’s use of the Processor Services (including 
in the settings and other functionality of the Processor Services) and any related technical support; (c) 
as documented in the form of the Services Agreement, including this Agreement; and (d) as further 
documented in any other written instructions given by Client and acknowledged by Agency as 
constituting instructions for purposes of this Agreement. 

5.3  Agency’s Compliance with Instructions. Agency will comply with the instructions described in 
Section 5.2 (Client’s Instructions) (including with regard to data transfers) unless EU or EU Member 
State law to which Agency is subject requires other processing of Client Personal Data by Agency, in 
which case Agency will inform Client (unless that law prohibits Agency from doing so on important 
grounds of public interest). 

5.4  Additional Products. If Client uses any Additional Product, the Processor Services may allow that 
Additional Product to access Client Personal Data as required for the interoperation of the Additional 
Product with the Processor Services. For clarity, this Agreement does not apply to the processing of 
personal data in connection with the provision of any Additional Product used by Client, including 
personal data transmitted to or from that Additional Product. 

5.5 Brexit. With effect from 31st October 2019 (or such other date as Brexit may occur) and in the absence 
of a suitable adequacy agreement between the UK and the European Union, the parties acknowledge 
and agree that any transfer and/or processing of personal data by Merkle shall be deemed to be 
conducted in accordance with the Standard Data Protection Clauses. Where Merkle engages a 
subprocessor, it shall ensure it has an adequate mechanism in place to allow that subprocessor to 
process the personal data on Merkle’s behalf (such mechanism to include the Standard Data 
Protection Clauses).  

5.6  Client Warranties. Client warrants and represents that: 

5.6.1 it has the necessary consents from the individuals that the Client Personal Data relates to or 
is otherwise lawfully entitled to disclose the Client Personal Data to the Agency for processing 
pursuant to this Agreement; 

5.6.2 it has conducted such due diligence as is necessary relating to the Client Personal Data and 
the processing activities contemplated by this Agreement and shall, at the Agency’s request, 
provide such relevant assurances as the Agency may require from time to time for the Agency 
to comply with its legal obligations and/or any queries third parties (including from the 
Information Commissioner’s Office and data subjects); 

5.6.3 the Agency is entitled to process the Client Personal Data pursuant to the Agreement for the 
purposes of providing the Processing Services and such use will comply with Data Protection 
Legislation; 
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5.6.4 all Client Personal Data (including, without limitation, and consents and/or permissions in 
relation to the same) provided by the Client to the Agency is necessary, accurate and up-to-
date;  

5.6.5 all processing instructions shall at all times be in accordance with the Data Protection 
Legislation; and 

5.6.6 where, if so stipulated in Annex 1, the Processor Services involve automated individual 
decision-making (including profiling), it has or shall implement suitable measures to safeguard 
the data subject’s rights and freedoms and legitimate interests, including at least the right to 
obtain human intervention on the part of the Client, to express his or her point of view and to 
contest the decision. 

6. DATA DELETION 

6.1 Deletion During Term. 

6.1.1  Processor Services With Deletion Functionality. During the Term, if: 

(a) the functionality of the Processor Services includes the option for Client to delete 
Client Personal Data; 

(b) Client uses the Processor Services to delete certain Client Personal Data; and 

(c) the deleted Client Personal Data cannot be recovered by Client (for example, from 
the “trash”), 

then Agency will delete such Client Personal Data from its systems as soon as 
reasonably practicable and within a maximum period of 180 days, unless EU or EU 
Member State law requires storage. 

6.1.2  Processor Services Without Deletion Functionality. During the Term, if the functionality of 
the Processor Services does not include the option for Client to delete Client Personal Data, 
then Agency will comply with: (a) any reasonable request from Client to facilitate such deletion, 
insofar as this is possible taking into account the nature and functionality of the Processor 
Services and unless EU or EU Member State law requires storage; and (b) the data retention 
practices described within the Agency’s Global Information Security Policy (GISP) and Data 
Retention and Destruction Policy, both of which can be made available on request, provided 
the parties have a non-disclosure agreement in force at the time of such request (or the parties 
are bound by confidentiality obligations in the Services Agreement. To the extent legally 
permitted, Agency may charge a fee (based on Agency’s reasonable costs) for any data 
deletion under Section 6.1.2. Agency will provide Client with further details of any applicable 
fee, and the basis of its calculation, in advance of any such data deletion. 

6.2  Deletion on Term Expiry. On expiry of the Term, Client instructs Agency to delete all Client Personal 
Data (including existing copies) from Agency’s systems in accordance with applicable law. Agency will 
comply with this instruction as soon as reasonably practicable and within a maximum period of 180 
days, unless EU or EU Member State law requires storage. 

7. DATA SECURITY 

7.1 Agency’s Security Measures and Assistance. 

7.1.1  Agency’s Security Measures. Agency will implement and maintain technical and 
organisational measures to protect Client Personal Data against accidental or unlawful 
destruction, loss, alteration, unauthorised disclosure or access as described in within the 
Agency’s Global Information Security Policy (GISP) and Data Retention and Destruction 
Policy, both of which can be made available on request, provided the parties have a non-
disclosure agreement in force at the time of such request (or the parties are bound by 
confidentiality obligations in the Services Agreement (the “Security Measures”). The Security 
Measures include measures: (a) to encrypt personal data; (b) to help ensure the ongoing 
confidentiality, integrity, availability and resilience of Agency’s systems and services; (c) to 
help restore timely access to personal data following an incident; and (d) for regular testing of 
effectiveness. Agency may update or modify the Security Measures from time to time, 
provided that such updates and modifications do not result in the degradation of the overall 
security of the Processor Services. 

7.1.2  Security Compliance by Agency Staff. Agency will take appropriate steps to ensure 
compliance with the Security Measures by its employees, contractors and Subprocessors to 
the extent applicable to their scope of performance, including ensuring that all persons 
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authorised to process Client Personal Data have committed themselves to confidentiality or 
are under an appropriate statutory obligation of confidentiality. 

7.1.3  Agency’s Security Assistance. Client agrees that Agency will (taking into account the nature 
of the processing of Client Personal Data and the information available to Agency) assist 
Client in ensuring compliance with any obligations of Client in respect of security of personal 
data and personal data breaches, including (if applicable) Client’s obligations pursuant to 
Articles 32 to 34 (inclusive) of the GDPR, by: 

(a) implementing and maintaining the Security Measures in accordance with Section 
7.1.1 (Agency’s Security Measures); 

(b) complying with the terms of Section 7.2 (Data Incidents); and 

(c) providing Client with the Security Documentation in accordance with Section 7.5.1 
(Reviews of Security Documentation) and the information contained in this 
Agreement. 

7.2  Data Incidents. 

7.2.1  Incident Notification. If Agency becomes aware of a Data Incident, Agency will: (a) notify 
Client of the Data Incident promptly and without undue delay; and (b) promptly take 
reasonable steps to minimise harm and secure Client Personal Data. 

7.2.2  Details of Data Incident. Notifications made under Section 7.2.1 (Incident Notification) will 
describe, to the extent possible, details of the Data Incident, including steps taken to mitigate 
the potential risks and steps Agency recommends Client take to address the Data Incident. 

7.2.3  Delivery of Notification. Agency will deliver its notification of any Data Incident to the 
Notification Email Address or, at Agency’s discretion (including if Client has not provided a 
Notification Email Address), by other direct communication (for example, by phone call or an 
in-person meeting). Client is solely responsible for providing the Notification Email Address 
and ensuring that the Notification Email Address is current and valid. 

7.2.4  Third Party Notifications. Client is solely responsible for complying with incident notification 
laws applicable to Client and fulfilling any third-party notification obligations related to any Data 
Incident. 

7.2.5  No Acknowledgement of Fault by Agency. Agency’s notification of or response to a Data 
Incident under this Section 7.2 (Data Incidents) will not be construed as an acknowledgement 
by Agency of any fault or liability with respect to the Data Incident. 

7.3  Client’s Security Responsibilities and Assessment. 

7.3.1  Client’s Security Responsibilities. Client agrees that, without prejudice to Agency’s 
obligations under Sections 7.1 (Agency’s Security Measures and Assistance) and 7.2 (Data 
Incidents): 

(a) Client is solely responsible for its use of the Services and/or Processor Services, 
including: 

(i) making appropriate use of the Services and/or Processor Services to 
ensure a level of security appropriate to the risk in respect of Client Personal 
Data; and 

(ii) securing the account authentication credentials, systems and devices 
Client uses to access the Services and/or Processor Services; and 

(b) Agency has no obligation to protect Client Personal Data that Client elects to store 
or transfer outside of Agency’s and its Subprocessors’ systems. 

7.3.2  Client’s Security Assessment. Client acknowledges and agrees that (taking into account the 
state of the art, the costs of implementation and the nature, scope, context and purposes of 
the processing of Client Personal Data as well as the risks to individuals) the Security 
Measures implemented and maintained by Agency as set out in Section 7.1.1 (Agency’s 
Security Measures) provide a level of security appropriate to the risk in respect of Client 
Personal Data. 

7.4  Security Certification. To evaluate and help ensure the continued effectiveness of the Security 
Measures, Agency will ensure the ISO 27001 Certification is maintained. 

7.5  Reviews and Audits of Compliance. 



MERKLE UK THREE – GA 360 SERVICE 

 

MPXGA360 - 22052019 - Merkle UK Three - GA360 - MSA and DPA Page 21 of 34 

7.5.1  Reviews of Security Documentation. To demonstrate compliance by Agency with its 
obligations under this Agreement, Agency will make the Security Documentation available for 
review by Client. 

7.5.2  Client’s Audit Rights. 

(a) Agency will allow Client, or a third-party auditor appointed by Client to conduct 
audits (including inspections) to verify Agency’s compliance with its obligations under 
this Agreement in accordance with Section 7.5.3 (Additional Business Terms for 
Audits). Agency will contribute to such audits as described in Section 7.4 (Security 
Certification) and this Section 7.5 (Reviews and Audits of Compliance). 

(b) Client may also conduct an audit to verify Agency’s compliance with its obligations 
under this Agreement by reviewing the certificate issued for the ISO 27001 
Certification (which reflects the outcome of an audit conducted by a third-party 
auditor). 

7.5.3  Additional Business Terms for Audits. 

(a) Client will send any request for an audit under Section 7.5.2(a) to Agency as 
described in Section 12.1 (Contacting Agency). 

(b) Following receipt by Agency of a request under Section 7.5.3(a), Agency and 
Client will discuss and agree in advance on the reasonable start date, scope and 
duration of, and security and confidentiality controls applicable to, any audit under 
Section 7.5.2(a). 

(c) Agency may charge a fee (based on Agency’s reasonable costs) for any audit 
under Section 7.5.2(a). Agency will provide Client with further details of any applicable 
fee, and the basis of its calculation, in advance of any such audit. Client will be 
responsible for any fees charged by any third-party auditor appointed by Client to 
execute any such audit. 

(d) Agency may object to any third-party auditor appointed by Client to conduct any 
audit under Section 7.5.2(a) if the auditor is, in Agency’s reasonable opinion, not 
suitably qualified or independent, a competitor of Agency or otherwise manifestly 
unsuitable. Any such objection by Agency will require Client to appoint another auditor 
or conduct the audit itself. 

(e) Nothing in this Agreement will require Agency either to disclose to Client or its 
third-party auditor, or to allow Client or its third-party auditor to access: 

(i) any data of any other customer of Agency; 

(ii) Agency internal accounting or financial information; 

(iii) any trade secret of Agency; 

(iv) any information that, in Agency's reasonable opinion, could: (A) 
compromise the security of Agency systems or premises; or (B) cause 
Agency to breach its obligations under the Data Protection Legislation or its 
security and/or privacy obligations to Client or any third party; or 

(v) any information that Client or its third party auditor seeks to access for any 
reason other than the good faith fulfilment of Client’s obligations under the 
Data Protection Legislation. 

8. IMPACT ASSESSMENTS AND CONSULTATIONS 

Client agrees that Agency will (taking into account the nature of the processing and the information available 
to Agency) assist Client in ensuring compliance with any obligations of Client in respect of data protection 
impact assessments and prior consultation, including (if applicable) Client’s obligations pursuant to Articles 35 
and 36 of the GDPR, by: 

(a) providing the Security Documentation in accordance with Section 7.5.1 (Reviews of Security 
Documentation); 

(b) providing the information contained in this Agreement; and 

(c) providing or otherwise making available, in accordance with Agency’s standard practices, other 
materials concerning the nature of the Processor Services and the processing of Client Personal Data 
(for example, help centre materials).  
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9. DATA SUBJECT RIGHTS 

9.1 Responses to Data Subject Requests. If Agency receives a request from a data subject in relation 
to Client Personal Data, Agency will: 

(a) if the request is made via a Data Subject Tool, respond directly to the data subject’s request 
in accordance with the standard functionality of that Data Subject Tool; or 

(b) if the request is not made via a Data Subject Tool, advise the data subject to submit his/her 
request to Client, and Client will be responsible for responding to such request. 

9.2  Agency’s Data Subject Request Assistance. Subject to clause 9.3 below, Client agrees that Agency 
will (taking into account the nature of the processing of Client Personal Data and, if applicable, Article 
11 of the GDPR) assist Client in fulfilling any obligation of Client to respond to requests by data 
subjects, including (if applicable) Client’s obligation to respond to requests for exercising the data 
subject’s rights laid down in Chapter III of the GDPR, by: 

(a) providing the functionality of the Processor Services; 

(b) complying with the commitments set out in Section 9.1 (Responses to Data Subject 
Requests); and 

(c) if applicable to the Processor Services, making available Data Subject Tools. 

9.3  Exemption. Where the Processor Services involve automated decision-making, Client acknowledges 
and agrees that the Client Personal Data is: (i) not unique; (ii) temporary; and (iii) infeasible to retrieve. 
Accordingly, and notwithstanding any other term to the contrary, the parties agree that clauses 9.1 
and 9.2 above shall not apply where the Processor Services involve automated decision-making by 
Agency, but only to the extent that any Client Personal Data is stored by the Agency for less than 24 
hours. 

10.  DATA TRANSFERS 

10.1  Data Storage and Processing Facilities. Client acknowledges and agrees that Agency (or its 
Subprocessor(s), as the case, may be) may store and process Client Personal Data in the United 
States of America and any other country in which Agency or any of its Subprocessors maintains 
facilities. Where such transfers are made to Google LLC, the scope of Google LLC’s Privacy Shield 
certification shall include Client Personal Data. 

10.2  Data Centre Information. The locations of Google’s data centres where it may store data can be 
found at https://www.google.com/about/datacenters/inside/locations/index.html. In all other instances, 
but apart from those processing activities where Client has a direct contractual relationship with the 
processor, Annex 1 shall set out the circumstances in which Client agrees that Client Personal Data 
may be disclosed to and/or located within a country outside of the European Economic Area. The 
Agency may also store data at its main data centre in Slough for such processing activities as may be 
reasonably required from time to time by Client. Client acknowledges that although these servers are 
under the control of the Agency, the data may be accessed via Agency staff on their laptops to 
complete the required processing.  

 

11.  SUB-PROCESSORS 

11.1  Consent to Subprocessor Engagement. Client specifically authorises the engagement of the 
permitted Subprocessors identified in Annex 1 and Google and Google’s Affiliates as Sub-Processors 
(“Google Affiliate Sub-Processors”), where such Google Affiliate Sub-Processors are listed in Annex 
1. In addition, Client generally authorises the engagement of any other third parties as Sub-Processors 
(“Third-Party Sub-Processors”). 

11.2  Information about Sub-Processors. Information about Agency’s Sub-Processors is available at 
Annex 1.  

11.3  Information about Google’s Sub-Processors. Information about Google’s Sub-Processors 
(including their function and location) which may be relevant to the Processor Services is available at 
the following URL: https://gsuite.google.com/intl/en/terms/subprocessors.html (as such URL may be 
updated from Google from time to time).  

11.4  Requirements for Sub-Processor Engagement. When engaging any Sub-Processor, Agency will: 

(a) ensure via a written contract that: 

https://www.google.com/about/datacenters/inside/locations/index.html
https://gsuite.google.com/intl/en/terms/subprocessors.html
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(i) the Sub-Processor only accesses and uses Client Personal Data to the extent 
required to perform the obligations subcontracted to it, and does so in accordance 
with the Services Agreement (including this Agreement) and Privacy Shield; and 

(ii) if the GDPR applies to the processing of Client Personal Data, the data protection 
obligations set out in Article 28(3) of the GDPR are imposed on the Sub-Processor; 
and 

(b) remain fully liable for all obligations subcontracted to, and all acts and omissions of, the 
Sub-Processor. 

11.5  Opportunity To Object To Sub-Processor Changes. 

(a) When any new Third-Party Sub-Processor is engaged during the Term, Agency will, at 
least 30 days before the new Third-Party Sub-Processor processes any Client Personal Data, 
inform Client of the engagement (including the name and location of the relevant subprocessor 
and the activities it will perform) by sending an email to the Notification Email Address. 

(b) Client may object to any new Third-Party Sub-Processor by terminating the Services 
Agreement immediately upon written notice to Agency, on condition that Client provides such 
notice within 45 days of being informed of the engagement of the new Third-Party Sub-
Processor as described in Section 11.4(a). This termination right is Client’s sole and exclusive 
remedy if Client objects to any new Third-Party Sub-Processor. 

11.6  Group Sub-Processors and subcontractors. 

(a) Client acknowledges that the Agency is part of the DAN Group and the Client agrees that 
Agency may use any or all of the Affiliates within the Agency Group or the DAN Group listed 
at the URL https://www.periscopix.co.uk/subprocessors/ (as such URL may be updated from 
time to time) as subcontractors and/or Sub-Processors in the performance of the Processor 
Services and/or the services provided under the Services Agreement (with each third party 
being a “Group Sub-Processor”). 

(b) Client acknowledges and agrees that Agency may engage an additional Affiliate 
subcontractor and/or subprocessor (with such newly engaged party then becoming a Group 
Sub-Processor) or substitute a Group Sub-Processor with another entity from time to time and 
Client hereby consents to Agency making any such alterations. 

(c) In the event Agency includes an additional Group Sub-Processor or makes any 
substitutions or other changes to the Group Sub-Processors, Agency will, at least 30 days 
before engaging the new Group Sub-Processor, inform Client of the engagement (including 
the name and location of the relevant Group Sub-Processors, and the activities it will perform) 
in writing (including email).  

(d) Client may, at any time, object to any changes to the URL in 11.6(a) above and to the use 
of any Group Sub-Processor by giving to Agency prior written notice. 

12.  CONTACTING COMPANY; PROCESSING RECORDS 

12.1  Contacting Agency. Client may contact Agency in relation to the exercise of its rights under this 
Agreement via emailing dpo@merkleinc.com and dpo@dentsuaegis.com or via such other means as 
may be provided by Agency from time to time. 

12.2  Agency’s Processing Records. Client acknowledges that Agency is required under the GDPR to: 
(a) collect and maintain records of certain information, including the name and contact details of each 
processor and/or controller on behalf of which Agency is acting and (if applicable) of such processor’s 
or controller's local representative and data protection officer; and (b) make such information available 
to the supervisory authorities. Accordingly, Client will, where requested and as applicable to Client, 
provide such information to Agency via the user interface of the Processor Services or via such other 
means as may be provided by Agency, and will use such user interface or other means to ensure that 
all information provided is kept accurate and up-to-date. 

13.  LIABILITY 

13.1  Subject to the limitation in paragraph 13.3, Client shall indemnify and keep indemnified Agency in 
respect of all DP Losses suffered or incurred by, awarded against or agreed to be paid by, Agency 
and any Subprocessors arising from or in connection with any: 

13.1.1 non-compliance by Client with Data Protection Legislation; 

https://www.periscopix.co.uk/subprocessors/
mailto:dpo@merkleinc.com
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13.1.2 processing carried out by Agency or any Subprocessor pursuant to any processing 
instruction that infringes Data Protection Legislation;  

13.1.3 claim or action from a third party that Agency is a controller of any Client Personal Data; or 

13.1.4 breach by Client of any of its obligations under this Agreement, except to the extent that 
Agency is liable under clause 13.2. 

13.2 Subject to the limitation in paragraph 13.3, Agency shall indemnify Client for DP Losses (howsoever 
arising, whether in contract, tort (including negligence) or otherwise) under or in connection with this 
Agreement: 

13.2.1 only to the extent caused by the processing of Client Personal Data under the Agreement 
and directly resulting from Agency’s breach of this Agreement; and 

13.2.2 in no circumstances to the extent that any DP Losses (or the circumstances giving rise to 
them) are contributed to or caused by any breach of this Agreement by Client. 

13.3 Notwithstanding anything else in the Agreement, the total liability of either party towards the other 
party under clauses 13.1 and 13.2 shall not exceed the total amount of fees paid to Agency (in the 
case of Agency’s liability) or payable (in the case of Client’s liability) to Agency with respect to the 
Processor Services during the 12 months before the date when the liability arose. 

 

 

 

14.  EFFECT OF THIS AGREEMENT 

If there is any conflict or inconsistency between the terms of this Agreement and the remainder of the Services 
Agreement, the terms of this Agreement will govern. Subject to the amendments in this Agreement, the 
Services Agreement remains in full force and effect. 

 

15.  CHANGES TO THIS AGREEMENT 

15.1  Changes to URLs and Processor Services. From time to time, Agency may change any URL 
referenced in this Agreement or the Service Agreements and the content at any such URL. Agency 
may only change the list of potential Processor Services: 

(a) to reflect a change to the name of a service; 

(b) to add a new service; or 

(c) to remove a service where either: (i) all contracts for the provision of that service are 
terminated; or (ii) Agency has Client’s consent. 

15.2  Changes to this Agreement. Agency may change this Agreement if the change: 

(a) is expressly permitted by this Agreement, including as described in Section 15.1 (Changes 
to URLs); 

(b) reflects a change in the name or form of a legal entity; 

(c) is required to comply with applicable law, applicable regulation, a court order or guidance 
issued by a governmental regulator or agency; or 

(d) does not: (i) result in a degradation of the overall security of the Processor Services; (ii) 
expand the scope of, or remove any restrictions on, Agency’s processing of Client Personal 
Data, as described in Section 5.3 (Agency’s Compliance with Instructions); and (iii) otherwise 
have a material adverse impact on Client’s rights under this Agreement, as reasonably 
determined by Agency. 

15.3  Notification of Changes. If Agency intends to change this Agreement under Section 15.2(c) or (d), 
Agency will inform Client at least 15 days (or such shorter period as may be required to comply with 
applicable law, applicable regulation, a court order or guidance issued by a governmental regulator or 
agency) before the change will take effect by either: (a) sending an email to the Notification Email 
Address; or (b) alerting Client via the user interface for the Processor Services. If Client objects to any 
such change, Client may terminate this Agreement and the applicable Services Agreement(s) by giving 
written notice to Agency within 45 days of being informed by Google of the change. 
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16. GENERAL 

16.1 Either party (the “terminating party”) shall be entitled to immediately terminate this Agreement by 

notice in writing to the other if: 

16.1.1 the other is in a material or persistent breach of this Agreement which, in the case of a 

breach capable of remedy, shall not have been remedied within twenty-one (21) calendar 

days from the date of receipt of a written notice from the terminating party identifying the 

breach and requiring its remedy; or 

16.1.2 the other becomes insolvent, has a receiver, administrator, or administrative receiver 

appointed over the whole or any part of its assets, enters into any compound with creditors, 

or has an order made or resolution passed for it to be wound up (otherwise than in 

furtherance of a scheme for solvent amalgamation or reconstruction). 

16.2 This Agreement will be governed by English law, and the parties submit to the exclusive jurisdiction 

of the courts of England and Wales for all purposes connected with this Agreement, including the 

enforcement of any award or judgement made under or in connection with it. 

16.3 Failure by either party to exercise or enforce any rights available to that party or the giving of any 

forbearance, delay or indulgence shall not be construed as a waiver of that party’s rights under this 

Agreement. 

16.4 If any term or provision of this Agreement shall be held to be illegal or unenforceable, in whole or in 

part, under any enactment or rule of law, such term or provision or part shall to that extent be deemed 

not to form part of this Agreement but the enforceability of the remainder of this Agreement shall not 

be affected provided, however, that if any term or provision or part of this Agreement is severed as 

illegal or unenforceable, the parties shall seek to agree to modify this Agreement to the extent 

necessary to render it lawful and enforceable and as nearly as possible to reflect the intentions of 

the parties embodied in this Agreement including, without limitation, the illegal or unenforceable term 

or provision or part. 

16.5 This Agreement and the documents attached to or referred to in this Agreement shall constitute the 

entire understanding between the parties as to its subject matter and shall supersede all prior 

agreements, negotiations and discussions between the parties in respect of the same subject matter. 

In particular the parties warrant and represent to each other that in entering into this Agreement they 

have not relied upon any statement of fact or opinion made by the other, its officers, servants or 

agents which has not been included expressly in this Agreement. Further, each party hereby 

irrevocably and unconditionally waives any right it may have: 

16.5.1 to rescind this Agreement by virtue of any misrepresentation; or 

16.5.2 to claim damages for any misrepresentation whether or not contained in this Agreement, 

save in each case where such misrepresentation or warranty was made fraudulently. 

 

16.6 In respect of any notices under this Agreement: 

16.6.1 any notice given to a party under or in connection with this Agreement shall be in writing 

and shall be: 
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16.6.1.1 delivered by hand or by pre-paid first-class post or other next working day delivery 

service at its registered office (if a company) or its principal place of business (in 

any other case); or 

16.6.1.2 sent by fax to its main fax number or sent by email to the address specified on 

the first page of this Agreement; and 

16.6.2 any notice or communication shall be deemed to have been served: 

16.6.2.1 if by hand, when delivered; 

16.6.2.2 if by courier service or first-class post forty-eight, (48) hours after delivery to the 

courier or posting (as the case may be); 

16.6.2.3 if by fax, when confirmation of transmission is received; or 

16.6.2.4 if by e-mail, immediately 

16.7 This Agreement may be executed in any number of counterparts, each of which when executed shall 

constitute a duplicate original, but all the counterparts shall together constitute the one agreement. 

16.8 The parties have signed this Agreement on the date set out above. 
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Appendix 1: Subject Matter and Details of the Data Processing 

 

Subject Matter 

Merkle’s provision of the Processor Services and any related technical support to the Client. 

Duration of the Processing 

The term of the Agreement plus the period from expiry of such until deletion of all Client Personal Data by Merkle in 
accordance with these Data Processing Terms. 

Nature and Purpose of the Processing 

Merkle will provide some or all of the following activities in respect of the Client Personal Data, for the purpose of providing 
the Processor Services and any related technical support to Client in accordance with these Data Processing Terms: 
processing (including, as applicable to the Processor Services and the instructions described in Section 5.2 (Client’s 
Instructions), collecting, recording, organising, structuring, storing, adapting or altering, retrieving, consulting, using, 
disclosing by transmission, disseminating or otherwise making available, aligning or combining, restricting, erasing or 
destroying. 

Client confirms that it uses automated decision-making and profiling to better understand its customer base as well as 
determining relevant offers, news and advertisements for its customers for marketing and customer service 
purposes.  Client is of the view that it does not believe the output decision produces:  

 
(i) legal effects; or  
(ii) similarly significantly affects the individuals, 

and shall notify the Merkle immediately if this view changes.  

 

Types of Personal Data 

The subject matter of the processing of Client Personal Data comprises the following data types/categories: 

 

☐ Special categories of data pursuant to Article 9(1) of GDPR 

Race, ethnic origin, politics, religion, trade union membership, genetics, biometrics (where used for ID purposes),health, 
sex life, or sexual orientation. 

 

☒ Browsing information 

Any behaviour or action observed or recorded regarding an individual’s interactions with or use of any online resource 
including but not limited to website analytics, use of social media, use of accounts websites visited, time spent on website, 
unique identifiers such as cookies or IP address  

 

☒ Contact information 

Any information allowing direct outbound contact to be made with an individual such as name, address, telephone numbers, 
email addresses, social media identifiers  

 

☐ Financial information 

Client or 3rd party data or opinions relating to income, wealth or assets, debts, liquidity or financial transactions or outgoings 

 

☐ Government identifiers 

Government issued reference numbers such as National Insurance number, Passport number, Driving Licence number 

 

☒ Social media information 

Information gleaned from social media sites such as social login data and conversions  

 

☐ Travel and expense 

Location information that can be derived from travel booking 

 

☒ User account information 

User account information such as user login, user settings, user change history 

 

☐ Other (please specify) 
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For Google's advertising and measurement products, Client Personal Data may include the types of personal data 
described at privacy.google.com/businesses/adsservices. Other types of personal data may also be processed within 
those products, provided the following policy is complied with https://support.google.com/analytics/answer/7686480. 

Categories of Data Subjects 

Client Personal Data will concern the following categories of data subjects: 

• data subjects about whom Merkle collects personal data in its provision of the Processor Services; and/or 

• data subjects about whom personal data is transferred to Merkle in connection with the Processor Services 
by, at the direction of, or on behalf of Client. 

Depending on the nature of the Processor Services, these data subjects may include individuals: (a) to whom online 
advertising has been, or will be, directed; (b) who have visited specific websites or applications in respect of which Merkle 
provides the Processor Services; and/or (c) who are customers or users of Client’s products or services. 

Specific Restrictions 

The processing of the Client Personal Data shall be subject to the restrictions described in the Agreement and/or these 
Data Processing Terms. If there is any conflict or inconsistency between the Agreement and these Data Processing Terms, 
the terms of these Data Processing terms shall prevail to the extent of any conflict or inconsistency. 

 

Data Protection Officer 

Dr Simon Rice 

DPO@merkleinc.com  

10 Triton Street, Regents Place, London, United Kingdom, NW1 3BF 

 

 

 

 

 

 

 

https://privacy.google.com/businesses/adsservices/
https://support.google.com/analytics/answer/7686480
mailto:DPO@merkleinc.com
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Permitted Subprocessors and Transfers 

Name 

(Set out here the 
name and 
registered address 
of the Sub-
Processor) 

Services 

(Set out here the permitted services that they will undertake in 
relation to Client Personal Data) 

Location/Transfers 

(Set out here the location in which the entity will process the 
Client Personal Data, indicating where and from whom this 
has been transferred where relevant) 

Mechanism 

(Set out here the agreed 
mechanism for ensuring any 
transfer is compliant with Data 
Protection Legislation pursuant to 
this Agreement) 

Google 
Analytics (360) 

 

Google LLC 

1600 Amphitheatre 
Parkway 

Mountain View 

CA 94043 

United States 

 

Google is a full stack digital services company. The 
Google Analytics (360) platform is a web analytics service 
that reports on how users reach and interact with a 
website or application. 

If the features are activated, the platform can also be used 
to generate audiences for Google’s advertising platforms 
(AdWords, DoubleClick) and website optimisation tool 
(Optimize).  Activation of these features will also surface 
aggregated demographic data gathered from Google 
services within Google Analytics (360). 

Google can also facilitate the transfer of personal data 
from Google Analytics (360) to its Analytics Data 
Warehouse (BigQuery) on the Google Cloud Platform 
(GCP).  This processing activity is only available within the 
360 version of the product. 

Client personal data is collected through HTTP requests 
to the Google servers.  Google have summarised the 
types of personal data they process here: 
https://privacy.google.com/businesses/adsservices/ 

The Client may also pass custom data into Google 
Analytics (360), provided it complies with the following 
policy which does allow for additional personal data to be 
sent: 
https://support.google.com/analytics/answer/7686480 

Personal data is also processed for the purpose of 
controlling access to the platform. 

Google may store and process Customer Personal 
Data in the United States of America and any other 
country in which Google or any of its Subprocessors 
maintains facilities. 

Google will ensure that: 

(a) the parent company of the Google group, Google 
LLC, remains self-certified under Privacy Shield on 
behalf of itself and its wholly-owned U.S. subsidiaries; 
and 

(b) the scope of Google LLC’s Privacy Shield 
certification includes Customer Personal Data. 

Information about the locations of Google data 
centres is available at 
www.google.com/about/datacenters/inside/locations/i
ndex.html. 

☒  Transfer is to a country, a 

territory or one or more 
specified sectors in that country, 
or to an international 
organisation that the EU 
Commission has deemed 
adequate 

☐  Binding corporate rules (Art 

47 GDPR) apply 

☐  Standard data protection 

clauses (Art 46(2)(c) or (d) 
GDPR) apply 

 

https://developers.google.com/analytics/devguides/collection/protocol/v1/devguide
https://developers.google.com/analytics/devguides/collection/protocol/v1/devguide
https://privacy.google.com/businesses/adsservices/
https://support.google.com/analytics/answer/7686480
http://www.google.com/about/datacenters/inside/locations/index.html
http://www.google.com/about/datacenters/inside/locations/index.html
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Name 

(Set out here the 
name and 
registered address 
of the Sub-
Processor) 

Services 

(Set out here the permitted services that they will undertake in 
relation to Client Personal Data) 

Location/Transfers 

(Set out here the location in which the entity will process the 
Client Personal Data, indicating where and from whom this 
has been transferred where relevant) 

Mechanism 

(Set out here the agreed 
mechanism for ensuring any 
transfer is compliant with Data 
Protection Legislation pursuant to 
this Agreement) 

Google Tag 
Manager (360) 

 

Google LLC 

1600 
Amphitheatre 
Parkway 

Mountain View 

CA 94043 

United States 

Google is a full stack digital services company. The 
Google Tag Manager (360) platform is a Tag 
Management System (TMS) that enables the Client to 
deploy marketing tags on a website or application from a 
centralised repository, based on logic-based rules. 

Google have summarised the types of personal data they 
process here: 

https://privacy.google.com/businesses/adsservices/ 

However, the solution does not surface this data in any 
way to the TMS users, neither via the user interface nor 
the Application Programming Interface (API).  TMS users 
may only view and edit tagging configuration data.  The 
configuration of these tags may influence how personal 
data is sent to other platforms. 

Personal data is also processed for the purpose of 
controlling access to the platform. 

Google may store and process Customer Personal 
Data in the United States of America and any other 
country in which Google or any of its Subprocessors 
maintains facilities. 

Google will ensure that: 

(a) the parent company of the Google group, Google 
LLC, remains self-certified under Privacy Shield on 
behalf of itself and its wholly-owned U.S. subsidiaries; 
and 

(b) the scope of Google LLC’s Privacy Shield 
certification includes Customer Personal Data. 

Information about the locations of Google data 
centres is available at 
www.google.com/about/datacenters/inside/locations/i
ndex.html. 

☒  Transfer is to a country, a 

territory or one or more 
specified sectors in that country, 
or to an international 
organisation that the EU 
Commission has deemed 
adequate 

☐  Binding corporate rules (Art 

47 GDPR) apply 

☐  Standard data protection 

clauses (Art 46(2)(c) or (d) 
GDPR) apply 

 

https://privacy.google.com/businesses/adsservices/
http://www.google.com/about/datacenters/inside/locations/index.html
http://www.google.com/about/datacenters/inside/locations/index.html
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Name 

(Set out here the 
name and 
registered address 
of the Sub-
Processor) 

Services 

(Set out here the permitted services that they will undertake in 
relation to Client Personal Data) 

Location/Transfers 

(Set out here the location in which the entity will process the 
Client Personal Data, indicating where and from whom this 
has been transferred where relevant) 

Mechanism 

(Set out here the agreed 
mechanism for ensuring any 
transfer is compliant with Data 
Protection Legislation pursuant to 
this Agreement) 

Google Analytics for 
Firebase  

 
Google LLC 
1600 Amphitheatre 
Parkway 
Mountain View 
CA 94043 
United States 

 

 

 

 

 

 

 

Google is a full stack digital services company. The Google 
Analytics for Firebase platform is a website application and mobile 
application analytics service that tracks and reports on how users 
reach and interact with an application. 

If the platform is integrated with advertising platforms Firebase 
(AdWords, DoubleClick), the platform can also be used to 
generate audiences for targeting. This includes Google Analytics 
for Firebase’s app optimisation tool (Remote Config). 

Google Analytics for Firebase automatically collects, and surfaces 
aggregated demographic data gathered from Google services 
based on device identifiers if each demographic bracket 
aggregation is surfacing data for at least 10 users. 

Google Analytics for Firebase can also facilitate the transfer of 
personal data to its Analytics Data Warehouse (BigQuery) on the 
Google Cloud Platform (GCP), if linked. This processing activity is 
only available within the Blaze (PAYG) version of the product. 

Client personal data is collected using platform specific SDKs and 
APIs. Google have summarised the types of personal data they 
process here: 
https://privacy.google.com/businesses/adsservices/ 

The Client may also pass custom data into Google Analytics for 
Firebase to be processed, provided it complies with the following 
policy which does allow for additional personal data to be sent: 
https://support.google.com/analytics/answer/7686480 

Personal data is also processed for the purpose of controlling 
access to the platform. 

 

Google may store and process Client Personal Data in the 
United States of America and any other country in which 
Google or any of its Subprocessors maintains facilities.   

Google will ensure that: 

(a) the parent company of the Google group, Google LLC, 
remains self-certified under Privacy Shield on behalf of itself 
and its wholly-owned U.S. subsidiaries; and 

(b) the scope of Google LLC’s Privacy Shield certification 
includes Client Personal Data. 

Information about the locations of Google data centres is 
available at: 

www.google.com/about/datacenters/inside/locations/index.h
tml 

 

 

☒ Transfer is to a country, a territory 

or one or more specified sectors in 
that country, or to an international 
organisation that the EU 
Commission has deemed adequate 

 

☐ Binding corporate rules (Art 47 

GDPR) apply 

 

☐ Standard data protection clauses 

(Art 46(2)(c) or (d) GDPR) apply 

https://firebase.google.com/docs/guides
https://firebase.google.com/docs/guides
https://privacy.google.com/businesses/adsservices/
https://support.google.com/analytics/answer/7686480
https://www.google.com/about/datacenters/inside/locations/index.html
https://www.google.com/about/datacenters/inside/locations/index.html
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Name 

(Set out here the 
name and 
registered address 
of the Sub-
Processor) 

Services 

(Set out here the permitted services that they will undertake in 
relation to Client Personal Data) 

Location/Transfers 

(Set out here the location in which the entity will process the 
Client Personal Data, indicating where and from whom this 
has been transferred where relevant) 

Mechanism 

(Set out here the agreed 
mechanism for ensuring any 
transfer is compliant with Data 
Protection Legislation pursuant to 
this Agreement) 

Sokrati 
Technologies 
Private Ltd  

Survey No. 35, 
Deep Complex, 1st 
floor, Above 
Renault Showroom, 
Mumbai – 
Bangalore Highway 
Road, Baner, Pune, 
Maharashtra – 411 
045 

Sokrati performs Analytical, Digital Advertising Operations and 
digital support services.  

These services may include access to ad tech platforms which 
contain online identifiers.  

  

  

These platforms are accessed by the Paragon Digital 
Services team at this location: 

Sokrati Technologies Private Limited 

Survey No. 35, Deep Complex, 1st floor, Above Renault 
Showroom, Mumbai – Bangalore Highway Road, Baner, 
Pune, Maharashtra – 411 045 

☐ Transfer is to a country, a territory 

or one or more specified sectors in 
that country, or to an international 
organisation that the EU 
Commission has deemed adequate 

☐ Binding corporate rules (Art 47 

GDPR) apply 

☒ Standard data protection clauses 

(Art 46(2)(c) or (d) GDPR), adopted 
by the Commission pursuant to the 
examination procedure referred to 
in Article 93(2), apply. 

 

 

 

 

 

 

https://gdpr-info.eu/art-93-gdpr/
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Permitted 3rd Party Transfers 

The Client warrants that it has (or is currently in the process of negotiating) a robust data sharing contract in place with the recipients of data listed in the table below and that Merkle UK 
Three is (or will be) lawfully entitled to access the Client Personal Data for the purposes of providing the Services to the Client. The parties further agree that, notwithstanding any other term 
in the Master Services Agreement Merkle UK Three will not be liable for the Client Personal Data and any access to such Client Personal Data by Merkle UK Three shall be at the Client’s 
sole risk. 

 

Name 

(Set out here the 
name and 
registered 
address of the 
Permitted 3rd 
Party Transfer) 

Services 

(Set out here the permitted services that they will undertake 
in relation to Client Personal Data) 

Location/Transfers 

(Set out here the location in which the entity will 
process the Client Personal Data, indicating where and 
from whom this has been transferred where relevant) 

Mechanism 

(Set out here the agreed 
mechanism for ensuring any 
transfer is compliant with Data 
Protection Legislation pursuant 
to this Agreement) 

Google Analytics 

 

Google LLC 

1600 
Amphitheatre 
Parkway 

Mountain View 

CA 94043 

 

 

 

Google is a full stack digital services company. The Google 
Analytics platform is a web analytics service that reports on how 
users reach and interact with a website or application. 

If the features are activated, the platform can also be used to 
generate audiences for Google’s advertising platforms (Google 
Ads).  Activation of these features will also surface aggregated 
demographic data gathered from Google services within Google 
Analytics. 

Client personal data is collected through HTTP requests to the 
Google servers.  Google have summarised the types of 
personal data they process here: 
https://privacy.google.com/businesses/adsservices/ 

Personal data is also processed for the purpose of controlling 
access to the platform. 

Google may store and process Client Personal Data in the 
United States of America and any other country in which 
Google or any of its Subprocessors maintains facilities. 

Google will ensure that: 

(a) the parent company of the Google group, Google LLC, 
remains self-certified under Privacy Shield on behalf of itself 
and its wholly-owned U.S. subsidiaries; and 

(b) the scope of Google LLC’s Privacy Shield certification 
includes Client Personal Data. 

Information about the locations of Google data centres is 
available at 
www.google.com/about/datacenters/inside/locations/in
dex.html 

☒  Transfer is to a country, a territory 

or one or more specified sectors in 
that country, or to an international 
organisation that the EU 
Commission has deemed adequate 

☐  Binding corporate rules (Art 47 

GDPR) apply 

☐ Standard data protection clauses 

(Art 46(2)(c) or (d) GDPR) apply 

 

Google Cloud 
Platform – General 
 

Google LLC 

1600 Amphitheatre 
Parkway 

Mountain View 

CA 94043 

United States 

 

 

 

 

 

The Google Cloud Platform is a suite of cloud computing services which 
can be used to collect, transfer, store, process and analyse data.  
 
With the exception of Periscopix's own GA and DoubleClick data, all 
client data will be stored under client owned GCP projects.  
 
Any data can be strored in GCP, however Merkle will only work with the 
following data types: 
 
 

Google Analytics (GA): 

• Hit and session level data is imported directly from GA into 
BigQuery (BQ). All first party data stored in GA is imported to 
BQ, IP addresses are excluded from the export.  

• https://support.google.com/analytics/answer/3437618?hl=en      
AdWords Data Transfer Files 

Google may store and process Customer Personal Data in the 
United States of America and any other country in which Google or 
any of its Subprocessors maintains facilities.   
 
Google will ensure that: 
(a) the parent company of the Google group, Google LLC, remains 
self-certified under Privacy Shield on behalf of itself and its wholly-
owned U.S. subsidiaries; and 
(b) the scope of Google LLC’s Privacy Shield certification includes 
Customer Personal Data. 
 

Information about the locations of Google data centres is available 
at: 

 

www.google.com/about/datacenters/inside/locations/index.html. 

 

☒  Transfer is to a country, a territory or 

one or more specified sectors in that 
country, or to an international 
organisation that the EU Commission 
has deemed adequate 
 

☐ Binding corporate rules (Art 47 

GDPR) apply 
 

☐ Standard data protection clauses (Art 

46(2)(c) or (d) GDPR) apply 

https://developers.google.com/analytics/devguides/collection/protocol/v1/devguide
https://developers.google.com/analytics/devguides/collection/protocol/v1/devguide
https://privacy.google.com/businesses/adsservices/
http://www.google.com/about/datacenters/inside/locations/index.html
http://www.google.com/about/datacenters/inside/locations/index.html
https://support.google.com/analytics/answer/3437618?hl=en
https://www.google.com/about/datacenters/inside/locations/index.html
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• The AdWords data transfer files export data from AdWords 
directly into BQ. This data is currently returned at an 
aggregate level and covers the majority of fields and metrics 
that are available within the AdWords reporting interface. 

• https://cloud.google.com/bigquery/docs/adwords-transfer 

Ads Data Hub (ADH) 

• The ADH datasets leverage Google’s own user IDs to help 
enrich client’s own cookie IDs to improve user matching 
across Google Platforms. The data can only be returned at an 
aggregate level so no Google IDs can ever be returned or 
exported from the datasets.    

• https://agency.googleblog.com/2017/05/introducing-ads-data-

hub-next.html                

Other 

• Clients are able to store any data in the Google Cloud Platform 
(GCP), including personally identifiable data. AS will never 
have ownership of a GCP project containing PII and will 
minimise our exposure to such data. 

 
Personal data is also processed for the purpose of controlling access to 
the platform. 

 

Tealium iQ 
 

 

Tealium is a full stack digital services company. The Tealium iQ platform 
is a Tag Management System (TMS) that enables the Client to deploy 
marketing tags on a website or application from a centralised repository, 
based on logic-based rules. 
Tealium have summarised the types of personal data they process here: 
https://tealium.com/privacy/ 
However, the solution does not surface this data in any way to the TMS 
users, neither via the user interface nor the Application Programming 
Interface (API).  TMS users may only view and edit tagging configuration 
data.  The configuration of these tags may influence how personal data 
is sent to other platforms. 
Personal data is also processed for the purpose of controlling access to 
the platform. 

 

Tealium have server locations in the EU and Germany as well as 
the US and Asia. Users can specify where data is stored. 
 

 

☒ Transfer is to a country, a territory or 

one or more specified sectors in that 
country, or to an international 
organisation that the EU Commission 
has deemed adequate 
 

☐ Binding corporate rules (Art 47 

GDPR) apply 
 

☐ Standard data protection clauses (Art 

46(2)(c) or (d) GDPR) apply 
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