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NOTE:  If there is any conflict between these terms and the Crown Commercial Service (CCS) 
Framework Agreement or the GCloud call off contract CCS Framework Agreement of GCloud 
call off contract shall prevail.   

Terms of Use and Policies:  

WorkInConfidence Limited (“WorkInConfidence”, “we” or “us”), the owner and operator of 
Workinconfidence (“Service” or “Services”)  is a company incorporated in England and Wales 
with registered address at Suite 601 Fountain House, 2 Queens Walk, Reading, RG1 7QE, UK 
and registration number 08255296. Use of the Services(s) and our website is subject to: 

Privacy Policy Includes Cookie Policy;  

Individual Terms (which cover our relationship with individual users of our Service); 

Organisation Master Agreement (which covers our relationship with client organisations).  

Organisation Master Agreement 

This Master Agreement and the Privacy Policy constitutes a contract between 
WorkInConfidence Limited (a company registered in England and Wales with registered 
address at 1 Wesley Gate, 70/74 Queens Road, Reading, RG1 4AP and registered number 
08255296), (“WorkInConfidence”, “we” or “us”), and the client organisation (“Customer”, 
“you” or “your”). 
  
WorkInConfidence and the Customer shall be individually referred to herein as “Party” and 
collectively as “Parties”.  

1. Definitions 

“Administrator(s)” shall mean any individual(s) identified by you at any time as the 
Administrator(s) for your Service. 
  
“Authorised User” shall mean any person you authorise to use the Service(s) expressly or 
impliedly. 
  
“User Input” means user input such as completing questions, submitting references, or 
having anonymous dialogue. 
  
“Customer Interface” means where we have indicated that the Service(s) can be self-
administered, the web-based interface by which Customer and Authorised Users may access 
the Service(s). 
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“Intellectual Property Rights” means patents, copyright, moral rights, trademarks and service 
marks, goodwill, trade secrets, design rights, rights in computer software, database rights, 
know-how and any other intellectual property rights, registered or unregistered, and all 
similar rights in any part of the World. 
  
“Services” means the WorkInConfidence services or any part of them and “Service” means 
the relevant one(s) of them. 
  
“Software” means the software application(s) used by WorkInConfidence to provide the 
Service(s) and any enhancements thereto. 
  
“WorkInConfidence Technology” means the Software and any know-how, processes, designs, 
inventions, user documentation, products or other technology or any enhancement thereto, 
used by WorkInConfidence in connection with the Service(s). 

2. The Service(s) 

2.1       WorkInConfidence will provide the Service(s) to Customer and Authorised Users 
during the Term. WorkInConfidence may delegate the performance of certain portions of the 
Service to third parties, provided WorkInConfidence remains primarily responsible to 
Customer for the Service(s). 
  
2.2       WorkInConfidence will host, or have hosted for it, and maintain the Customer 
Interface, and provide the Customer and Authorised Users access to the Customer Interface 
via password protected Authorised User accounts. WorkInConfidence may in its discretion 
modify the Service(s) without adversely affecting them. 
  
2.3       For Customers in the EEA, the Service(s) will be hosted in the EEA, for other 
Customers we may host as we see appropriate, provided that this complies with the Law. 

3. GDPR and Data Protection 

3.1 In this clause, Data Protection Laws means (i) the General Data Protection Regulation 
((EU) 2016/679) (GDPR) and any national implementing laws, regulations and secondary 
legislation, and (ii) any successor legislation to the Data Protection Act 1998 and the GDPR, in 
particular the Data Protection Bill 2017-2019, once it becomes law. The terms data 
controller, process and personal data shall have the meaning ascribed to them in the Data 
Protection Laws. 
  
3.2 The parties acknowledge and agree that in order to provide the Services the Customer 
may disclose personal data to WorkInConfidence and WorkInConfidence may collect personal 
data from Authorised Users.  The parties acknowledge and agree that, in order to maintain 
the confidential nature of the Services, WorkInConfidence will be controller of personal data 
processed in relation to the Services.  WorkInConfidence will process personal data in 
accordance with the Data Protection Laws and will comply with all the obligations imposed 
on a data controller by the Data Protection Laws.  WorkInConfidence will also comply with 
the provisions of the Privacy Policy [link]. 
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3.3 To the extent We use any suppliers who provide services to Us which impact our 
provision of Services to You or Users, We shall ensure they comply with GDPR.  
  
3.4 We agree to take all appropriate measures to ensure the security of processing of Your 
data and User data. For security purposes, We do not publish all of the measures We take, 
but are happy to provide clients or potential clients with further details or discuss these 
measures with You.  
  
3.5 We take all appropriate measures to ensure that Our staff and any people with whom We 
work to provide the Services are subject to a written duty of confidentiality. Further mutual 
confidentiality provisions are contained in Clause 13 

  
3.6 Where You upload data to the Services, or provide it to Us to upload for You, such as User 
email addresses, You will ensure You have the right to do so.  
  
3.7 We will only use any data You or Users add to the Services (such as email addresses or 
feedback) for provision of the Services and in compliance with GDPR.  
  
3.8 We will at all times comply with Our obligations under GDPR to Users in accordance with 
our Privacy Policy. These include subject access requests, right to correction and right to be 
forgotten.  We will only use User data as made clear in Our Privacy Policy.  If You receive a 
subject access request and need Our help on this, We will provide all reasonable assistance in 
a timely manner; You agree to provide the same assistance to Us, if Our request is 
reasonable.  We will not disclose User identities unless it is technically possible and there is a 
legal mandate to do so. 
  
3.9 We will comply with Our obligations to You and Users in relation to the security of 
processing, the notification of personal data breaches and data protection impact 
assessments. Likewise, You will provide all reasonable assistance to Us in doing the same. 
  
3.10 Should You request at any time, We will delete all data on You, Your organisation and its 
Users of the Services promptly, and in any event within 28 days. 
  
3.11 We will each provide to each other such assistance as may reasonably be required to 
assist each other in meeting our respective GDPR obligations.  
  
3.12 We and You will each submit to audits and inspections which are reasonably necessary 
to ensure that we are each able to meet our respective Article 28 obligations. We will each 
tell the other promptly if we do or are asked to do something in relation to the Services 
infringing the GDPR or other data protection law of the EU or a member state. 

4. Licence 

4.1       WorkInConfidence grants the Customer a non-exclusive, revocable licence during the 
Term to use the Service(s), and to allow Authorised Users to use the Service(s), in accordance 
the Individual Terms of Use. 
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4.2       WorkInConfidence has implemented appropriate technical and organisational 
measures to prevent unauthorised or unlawful processing of, and against accidental loss or 
destruction of, or damage to, all personal information and User Input. 
  
4.3       WORKINCONFIDENCE WILL TAKE ALL REASONABLE AND PROPER STEPS TO ENSURE 
CONFIDENTIALITY OF USER INPUT. 

5. Restrictions on Use of Service(s) 

5.1       Customer agrees not to: 
a. use any automated system to access the Service(s) or collect any personally identifiable 
information from the Service(s) nor use the Service(s) for any commercial solicitation 
purposes. 
b. attempt to compromise the Service(s) integrity. 
c. take any action that imposes an unreasonable load on our system. 
d. upload invalid data or viruses. 
e. impersonate another person or misrepresent your relationship with a person or entity. 
f. interfere with working of the Service(s). 
g. use any information about the Service(s) with a view to copying the Service(s) or 
developing a competing service. 
h. modify or create any derivative work based upon the Service(s); 
i. grant any sublicence or other rights to the Service(s). 
j. reverse engineer or disassemble all or any portion of any Software. 

5.2       The Customer shall comply with, and use all reasonable endeavours to ensure all 
Authorised Users comply with, the Individual Terms of Use. 
  
5.3       Customer agrees to take reasonable steps to ensure that Authorised Users do not post 
User Input that: (i) may create a risk of harm, physical injury or emotional distress (ii) may 
constitute a crime or tort; (iII) contains content that is unlawful, abusive, racially or ethnically 
offensive, defamatory, harassing, libellous, threatening, or otherwise objectionable. 
  
5.4       WorkInConfidence is not responsible for any public display or misuse of User Input, 
except in the case of gross negligence or intentional misconduct by WorkInConfidence. 
Unless agreed otherwise, we may use information to provide aggregated analysis of types of 
dialogues within or across organisations, provided that it does not compromise the identity 
of any individual or organisation or use information which is or might reasonably be regarded 
as commercially sensitive. 
  
5.5       If the Customer or any Authorised Users breach the Terms with WorkInConfidence, 
we may suspend or terminate the Service(s) with the Customer or individual Authorised 
Users, provided that we act proportionately. 

6. Access to the Service(s) 
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6.1       Customer is responsible for providing, installing and maintaining at its own expense all 
equipment and facilities necessary to enable Authorised Users to use the Service(s) 
  
6.2       Where Service(s) require it, WorkInConfidence will issue a user identification to each 
Authorised User to enable the Authorised User to access the Service(s). Customer will 
immediately notify WorkInConfidence of any breach of security known to it. 
  
6.3       WorkInConfidence may on reasonable notice temporarily limit use of the Service(s) to 
make modifications, or do so without advance notice as a result of circumstances beyond 
WorkInConfidence’s reasonable control. 

7. Right to Monitor Use of the Service(s) 

WorkInConfidence has the right to monitor use of the Service(s) to ensure compliance with 
this Agreement. WorkInConfidence will also have the right to analyse Authorised User 
behaviour to measure use of the Service(s) on an individual and aggregate basis and 
otherwise to create metadata about use of the Service(s) provided that such metadata is 
never disclosed to any third party other than in an anonymised and aggregated format. 

8. Fees 

8.1       Customer will pay WorkInConfidence agreed fees. WorkInConfidence will invoice 
Customer, and Customer shall pay amounts due within thirty days of the date of 
invoice.  Customer will pay any relevant taxes (such as sales taxes and VAT). 
  
8.2       If the Customer signs up for the Service(s) via online payment, Customer will be 
charged on the following basis: 
a. the standard fee for the package you sign up for (less any agreed discounts). Any fees for 
packages paid in advance are not refundable. 
b. if you sign up for an ongoing periodic package (monthly or yearly), we will be entitled to 
rebill you at the completion of any period for renewal for the next such period unless you 
cancel your account prior to such time. 
c. if you upgrade your package within a billing period you will be charged the pro rata 
increase for the remainder of your billing period immediately, and at the new package rate 
on the commencement of the next billing period. 
d. We do not give refunds on a downgrade but if you downgrade during a billing period your 
current package will remain available for the remainder of the billing period. At the end of 
the billing period you will be charged at the new package rate. 
e. if you have given credit card details and are on a periodic plan we are authorised to use 
that to bill you upon a renewal unless you have cancelled prior to such renewal. If we don’t 
have a credit card on file, or it is declined or has expired, unless you have cancelled prior to 
the start of a billing period you will be liable to us for the relevant fees. 
f. We may use a third party billing facilitator such as Chargebee but will take all reasonable 
care in selecting any such partner. 
g. We reserve the right to change our monthly fees upon a minimum of 30 days’ notice. For 
clients who have paid in advance any price increase would only be implemented on next 
renewal. 
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9. Ownership 

9.1       Customer shall retain all ownership rights to the User Input, but User Input cannot be 

extracted from the relevant Service unless WorkInConfidence has agreed to make this facility 

available.  Post termination of this Agreement, WorkInConfidence shall within a reasonable 

time frame delete such information from the relevant Service, without need to consult 

Customer, unless a run off period for continued access to the Service has been agreed with 

the Customer.  Customer agrees that WorkInConfidence acts as a conduit for the exchange 

and publication of the User Input. WorkInConfidence will not review or distribute any User 

Input except as provided herein, or as is apparent from the Service(s) or as required by law. 

  

9.2       If the Customer and/or Authorised Users submit comments or ideas about the Service 

to WorkInConfidence, the Customer agrees that WorkInConfidence may use them on a non-

confidential basis unless they are clearly confidential. 

10. Term 

10.1       This Agreement will commence as agreed between the parties, or when the 
Customer accepts these Terms by starting to use the Service(s) and, unless otherwise agreed, 
will end when terminated by one month’s notice from either party to the other, not to expire 
before the completion of any fixed term. 
  
10.2       Either party may terminate this Agreement: 
a. if the other commits a material irremediable breach, or where such breach is remediable, 
fails to remedy such breach within 30 days of notice; or 
b. upon any of the following events: 

(i) the other party is unable to pay its debts as they fall due or is deemed unable to pay its 

debts within the meaning of section 123 of the Insolvency Act 1986; 

(ii) a petition is filed, a notice is given, or a resolution is passed in connection with the 

winding up of that other party (being a company); 

(iii) a person becomes entitled to appoint a receiver over the assets of the other party; 

(vi) an application is made to court, or an order is made, for the appointment of an 

administrator, over the other party (being a company).  

10.3   Upon termination (a) any licence to use the Service(s) will cease; (b) each party will if 
requested destroy all confidential information of the other they have subject to Clause 10.1; 
(c) WorkInConfidence will have no further obligation to provide the Service; (d) Customer will 
pay WorkInConfidence any amounts due. 
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11. Limitation of Liability 

11.1    to the extent permitted by law: 
a. WorkInConfidence assumes no responsibility for any (i) errors of content; (ii) interruption 
or cessation of the Service(s); (iii) User Input or the defamatory, offensive, or illegal conduct 
of any third party. 
b. WorkInConfidence its directors, employees or agents shall not be liable for any indirect, 
special, consequential or exemplary loss or damages, including without limitation damages 
for loss of income, loss of profits or goodwill arising out of or in connection with use of the 
Service(s), or otherwise. 
c. WorkInConfidence, its directors, employees, or agents shall not be liable for any amount 
exceeding the amount the Customer paid to WorkInConfidence in the 12 months prior to the 
action giving rise to the liability. 

11.2  Nothing in this Agreement shall limit our liability for death or personal injury as a result 
of our negligence, or that of our directors, employees or agents. 

12. Third Party Claims 

12.1    If the Software and/or the Service(s) become, or, in WorkInConfidence’s reasonable 
opinion are likely to become, the subject of a third party infringement claim, 
WorkInConfidence shall have the right to (i) replace or modify the Service(s) so that they 
become non-infringing, or (ii) terminate the Service(s) and provide a prorated refund of fees. 
  
12.2    WorkInConfidence will have no liability for any claim to the extent it is based on i) 
improper use of the Software or Service(s); use of the Software or the Service(s) with any 
other software which could not be reasonably envisaged by us. 

13. Confidentiality 

13.1    Each party will use reasonable steps to keep confidential information of the other 
confidential.  For the purposes of this clause “Confidential Information” means information 
designated as confidential or which would reasonably be considered to be confidential. 
  
13.2    The parties shall not publish or disclose to any third party any Confidential 
Information, nor use the Confidential Information for any purpose other than to perform its 
obligations under this Agreement. 
  
13.3    The confidentiality obligations above do not apply to information which: 
  
(a) is already in the public domain; 
  
(b) is published or comes into the public domain by means other than an action or omission 
on the part of the relevant party; 
  
(c) a party can demonstrate was known to them or subsequently independently developed by 
them not using or derived from in any way the Confidential Information; 
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(d) is required to be disclosed by applicable law or court order or regulatory body (the party 
so required shall promptly notify the other of such request); 
  
13.4        The foregoing confidentiality obligation shall apply during the term and for five years 
after the expiration of this Agreement. 

14. Service Level Agreement 

We aim to be available at least 99% of the time, apart from reasonable scheduled 
maintenance (either outside normal business hours or up to 1 day per quarter).  If we exceed 
this, you are entitled to 7 days free for each day we have been down as long as you request it 
within 28 days of the outage. 

15. Miscellaneous 

15.1        This Agreement, and any rights granted hereunder, may not be transferred or 
assigned by you.  We may assign it provided that suitable arrangements are put in place to 
ensure ongoing delivery of our obligations. 
  
15.2        Notices hereunder shall be in writing and sent to the registered office of the 
relevant party, or other notified address. Notice shall be deemed received two days after the 
date of posting. 
  
15.3        This Agreement is governed by English Law and subject to the exclusive jurisdiction 
of the English Courts. 
  
15.4        This Agreement, together with any other legal notices and agreements published by 
WorkInConfidence, shall constitute the entire agreement between the Customer and 
WorkInConfidence. 
  
15.5        Any waiver by either party of a provision hereof shall not be construed as a waiver of 
any other provision. If any provision of this Agreement is deemed invalid by a competent 
court it shall not affect the validity of the remaining provisions. 
  
15.6        WorkInConfidence may provide notifications, whether such notifications are 
required by law or are for marketing or other business related purposes, to you via email 
notice, written or hard copy notice, or through posting on our website. 
  
15.7        No agency, partnership or joint venture relationship is intended or created by this 
Agreement. 
  
15.8        Please contact help@WorkInConfidence.com with any questions regarding this 
Agreement. 

 

 

mailto:help@WorkInConfidence.com
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Individual Terms of Use (“Terms”) 

These Terms should be read in conjunction with our Privacy Policy. In the event of a conflict 
the Privacy Policy prevails. 

1. Introduction 

WorkInConfidence Limited is a company incorporated in England with registered office at 1 
Wesley Gate, 70/74 Queens Road, Reading, RG1 4AP and registration number 08255296 
(“WorkInConfidence”, “we” or “us”). 

WorkInConfidence means the WorkInConfidence services or any part of them and “Service” 
means the relevant one(s) of them. 

These Terms and the Privacy Policy (which details how we agree to protect your information), 
are the terms on which we provide the Service(s) to you (“User(s)”, “You” or “Your”).  By 
using the Service(s) You accept these Terms. 

Our agreement with the buyer of the services is set out separately.  Nothing in that 
agreement limits User rights under these Terms or the Privacy Policy. 

2. General Terms of Use 

2.1       WorkInConfidence grants You a non-exclusive licence to use the relevant Service(s) for 
so long as the organisation to which You are connected is a client. 

2.2       The Service(s) enable You to complete certain input such as completing questions, 
submitting references, or having anonymous dialogue (“User Input”). 

2.3       WHERE WE SAY WE WILL HOLD OR PROTECT YOUR INFORMATION IN A CERTAIN WAY 
(SUCH AS PROTECTING YOUR IDENTITY) WE WILL TAKE ALL PROPER STEPS TO DO SO.  However 
If We have reasonably cause to believe a User has committed a crime We may, if We are able, 
disclose their identity for the purposes of prevention and detection of crime. 

2.4       Input submitted by you (“User Input”) is the property of the client organisation 
(subject to Our protecting User identities).  SpeakInConfidence does not have any ownership 
rights in User Input.   If You cease to be connected  to the relevant organisation Your access 
to Services will be terminated, but User Input submitted may remain available on the 
Service(s).   If We have said Your identify will be protected We will continue to protect it. 

2.5       We do not monitor User Input and take no responsibility for content You or anyone 
else uploads to the Services, however We do include means for suspending use for anyone 
who misuses the Service(s). 

2.6       If You come across anything in the Services that You consider to be defamatory, 
offensive or otherwise breaching these Terms, please contact Us at 
help@workinconfidence.com so that We can look into it and, if appropriate, remove it.  We 

mailto:help@workinconfidence.com
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may remove content in the Services at any time, at our sole discretion (but again will protect 
User identities where We have said We will do so). 

2.7      You may request us at any time to delete information we hold about you from the 
Service(s), and we will do so in a timely manner.  In collecting information the confidential 
nature of our Service(s) means data input is often not attached to the details of the person 
who input it – and this therefore cannot be removed from the Service(s). 

3. Use of the Service(s) 

3.1  You are permitted to use the Service(s) in accordance with their intended uses and 
reasonable guidelines. 

3.2  You agree to: 

a. provide accurate and up-to-date information about You when using Service(s) (whilst it is 
not necessary, You may register with an alias email if that is appropriate to protect Your 
identity). 

b. keep Your log-in details secure and confidential and promptly notify Us of any account 
security breach. 

3.2You agree to not to: 

a. attempt to compromise the integrity of the Service(s). 

b. use any automated system, such as a robot, to access the Service(s). 

c. use the Service(s) for non-intended commercial purposes such as marketing or 
promotional activities. 

d. solicit log-in information, impersonate another person or access another person’s account 
without permission. 

e. post comments that might reasonably consider to be malicious, discriminatory, bullying, 
harassing, offensive, inappropriate, defamatory or otherwise unlawful. 

f. endeavour to upload any commercial communications, viruses or other malicious code. 

g. take action that imposes an unreasonable load on the Service(s). 

h. breach or infringe any laws, third party rights or these Terms. 

4. Intellectual Property Rights 

4.1 Except in respect of your User Input all Intellectual Property Rights in relation to the 
Service(s) are the property of, or have been licensed to, WorkInConfidence. Nothing herein 
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shall create a license to any Intellectual Property Rights, and You agree not to license, modify, 
distribute or create derivative works from any such content. 

4.2 For the purposes of these Terms, “Intellectual Property Rights” means patents, copyright, 
moral rights, trademarks and service marks, goodwill, trade secrets, design rights, rights in 
computer software, database rights, know-how and any other intellectual property rights, 
registered or unregistered, and all similar rights in any part of the World. 

4.3 If You submit comments or ideas to Us about the Service(s), unless You make it clear they 
are confidential, or that is apparent from their nature, We are free to use them as We wish. 

5. Eligibility 

Unless agreed otherwise with a client, the Service(s) are solely for use by persons aged 16 or 
older. 

6. Cancellation or Suspension of Service(s) 

We may terminate or suspend your use of the Service(s) if You: 

a. breach these Terms. 

b. cease to be connected to the relevant client or they ask Us to remove or restrict Your 
access. 

7. Warranty and Limitation of Liability 

7.1The Services are provided on an “as is” basis, and use is at Your own risk. The Service is 
provided without warranties, express or implied, insofar as permitted by law. Without 
limiting the foregoing, WorkInConfidence does not warrant that the Service will be available 
at any particular time or location. 

7.2 Subject to clause 7.3: 

7.2.1 to the extent permitted by law, WorkInConfidence assumes no liability for (i) errors or 
inaccuracies of content; (ii) interruption or cessation of the Service; (iii) User Communications 
or the defamatory, offensive, or illegal conduct of any third party; 

7.2.2 to the extent permitted by law, WorkInConfidence, its directors, its employees and its 
licensors shall not be liable for any direct, indirect, special, consequential or exemplary loss or 
damages, including without limitation damages for loss of income, loss of profits or goodwill, 
whether in any action of contract, delict (including negligence), arising out of or in connection 
with Your use of the website or Service, or otherwise; and 

7.2.3 in no event shall WorkInConfidence (or its affiliates, directors, employees or licensors) 
be liable for any amount exceeding the amount paid by Your organisation to Us in the 12 
months prior to the action giving rise to the liability. 
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7.3 These Terms shall not limit liability for death or personal caused by our negligence, or 
that of our employees or agents. 

8. Assignment 

These Terms, and any rights granted hereunder, may not be transferred or assigned by You. 

WorkInConfidence may assign this agreement in whole or part provided that suitable 
arrangements are put in place to ensure proper ongoing delivery of Our obligations. 

9. General 

9.1 These Terms are governed by English Law and subject to the exclusive jurisdiction of the 
English Courts. 

9.4 If any provision of these Terms is deemed invalid by a court it shall not affect the 
remaining provisions. No waiver of any Term shall constitute a waiver of any other Term. 

9.5 Notices should be sent by registered post to WorkInConfidence’s registered office 
address and will be deemed received two days later. We will send notices to you by email to 
the email address you are registered with and such notices shall be deemed given 24 hours 
later. 

9.6 For questions about these Terms Contact help@workinconfidence.com. 
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Privacy Policy 

This Privacy Policy is to make clear your rights on how we use your data, and our obligations 
to you. 

Who We Are 

We are WorkInConfidence Limited, a company incorporated in England and Wales with 
registered address at 1 Wesley Gate, 70/74 Queens Road, Reading, RG1 4AP and registration 
number 08255296.  We are the owner and operator of WorkInConfidence (“Service” or the 
“Services”). 

Your Privacy – All Services 

Our obligations, and your security and privacy, are key to us and when you use any of the 
Services we ensure that all personal data we hold is held securely.  We comply with all 
appropriate data privacy laws, including in the UK, the Data Protection Act 1998 and in the 
EEA the General Data Protection Regulation (GDPR). We act in the following way:  

• We keep to a minimum the information we hold about you 

• We use your data solely to provide our Services to you and the organisation you are 
related to  

• We delete your data when it is no longer needed to do this 

• Results of user feedback does go to your related organisation and its management, 
but where we say you are anonymous or anonymised we ensure that is the case  

• You have lots of privacy rights you can see below 

• We take security seriously 

• We do not record calls (where they are made for user support) 
• We are happy to chat to you about how we process and protect your data 

What Data We Hold – See Section Relevant to the Service You Use  

Data We Hold and Purpose 

WorkInConfidence:RAISE – Retention Periods For Personal Data 

Given the nature of topics which users may raise on WorkInConfidence:RAISE, we hold data 
on users and dialogues for up to seven years after your details have been added to the 
system, in case you need to return to the topic to review what you raised, and responses, at 
any stage.  

If any organisation ceases to be a client of WorkInConfidence:RAISE, we will remove all of its 
data and that of its staff/users within 3 months of their ceasing to be a client, or within 15 
months of their ceasing to be a client if they have asked for a 12 months run off period. 

https://orcro.co.uk/privacy-summary/client-privacy/#what-data-we-hold
https://orcro.co.uk/privacy-summary/client-privacy/#using-your-information
https://orcro.co.uk/privacy-summary/client-privacy/#using-your-information
https://orcro.co.uk/privacy-summary/client-privacy/#delete-your-data
https://orcro.co.uk/privacy-summary/client-privacy/#privacy rights
https://orcro.co.uk/privacy-summary/client-privacy/#security
https://orcro.co.uk/privacy-summary/client-privacy/#record-calls
https://orcro.co.uk/privacy-summary/client-privacy/#chat-to-you
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If you leave an organisation, we will remove your data from the system as soon as the 
organisation notifies us that you have moved on. We will also delete any personal data that is 
identifiable to you from the system at your request. 

WorkInConfidence:MEASURE – Data We hold and Purpose 

WorkInConfidence:MEASURE users we may hold the following personal information: 

User:  Any information you put into the system when you register – usually this is only your 
email, but may include your phone number.  This may also have been provided by your 
organisation. We use it to allow you access to the system, provide message notifications and 
send you passwords. We also process and save input you enter into the system and enable 
management in your organisation to see results, feedback, messages and data about 
usage.   We process this information as we have a contractual agreement with your 
organisation to provide this Service to you and them.  As part of the Service we therefore 
have a legitimate reason to process your data.  

Admin User or Manager on the system: If you are an “Admin User” or “Manager” on the 
system then we will also hold your name, job role and possibly phone number. This is 
necessary to ensure that admin and manager privileges and participation are assigned and 
recognised appropriately. Again, a legitimate thing for us to do.   

Client contact: If you are an individual that we interact with as a client as well as a User, then 
we may also use your personal data to fulfil our contractual obligations with your 
organisation, for example, to send bills and also to keep you up to date with information 
about the Services. You can opt out of hearing about Services at any time.  

WorkInConfidence:Measure – Retention Periods For Personal Data 

We hold data on our users and clients for the latter of up to three years after the latter of 
when they were added to the system or they last used the system, incase they need to return 
to the system, and to give further input.   

If any organisation ceases to be a client of WorkInConfidence, we will remove all of its data 
and that of its staff either within 3 months of their ceasing to be a client, or within 15 months 
of their ceasing to be a client if they have asked for a 12 months run off period.  

If you leave an organisation, we will remove your data from the system as soon as the 
organisation notifies us that you have moved on. We will also delete any personal data that is 
identifiable to you from the system at your request. 

WorkInConfidence overall platform – Data We Hold and Purpose 

For WorkInConfidence (our overall platform) users we may hold the following personal 
information: 
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User:  Any information you enter into the system.  When you register this is usually only your 
email.  This may also have been provided by your organisation. We use it to allow you access 
to the system, provide message notifications and send you passwords. We also process and 
save messages you send and receive in the system – but these do not show your identity to 
your organisation.  We process this information as we have a contractual agreement with 
your organisation to provide this Service to you and then enable management in your 
organisation to see results, feedback, messages and data about usage.  As part of the Service 
we therefore have a legitimate reason to process your data.  

Admin User or Manager on the system: If you are an “Admin User” or “Manager” on the 
system then we will also hold your name and job role. This is necessary to ensure that admin 
and manager privileges and participation are assigned and recognised appropriately. Again, a 
legitimate thing for us to do.   

Client contact: If you are an individual that we interact with as a client as well as a User, then 
we may also use your personal data to fulfil our contractual obligations with your 
organisation, for example, to send bills and also to keep you up to date with information 
about the Services. You can opt out of hearing about Services at any time.  

WorkInConfidence – Retention Periods For Personal Data 

Given the nature of topics which users may raise on WorkInConfidence, we hold data on 
users and dialogues for up to 6 years after your details have been added to the system, in 
case you need to return to the topic to review what you raised, and responses, at any stage.  

If any organisation ceases to be a client of WorkInConfidence, we will remove all of its data 
and that of its staff either within 3 months of their ceasing to be a client, or within 15 months 
of their ceasing to be a client if they have asked for a 12 months run off period.  

If you leave an organisation, we will remove your data from our system as soon as the 
organisation notifies us that you have moved on. We will also delete your personal data from 
our system at your request. 

Security of Your Data 

WorkInConfidence take the security of your data very seriously and take steps to ensure the 
safety and security of such data. This includes steps such as encrypting the data from your 
browser to our servers and, where possible, encrypting the data held in our databases. 

Each app is designed with security in mind and include measures such as data anonymisation, 
encryption and safe storing of passwords, which are salted and hashed. 

We have regular security audits undertaken on our WorkInConfidence application by an 
independent, third party, security expert. Any improvements highlighted by these audits are 
implemented promptly. 
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Google Analytics – All Services  

For all of the Services, if you visit our website or use the Services then we use cookies to 
improve your experience of our website, for example to keep you logged in.   

The Services use Google Analytics and possibly other web analytics tools to collect 
information about how visitors use our site and Services. We use the information to compile 
reports and to help us improve the site. The cookies collect information in an anonymous 
form, including the number of visitors to the site, where visitors have come to the site from 
and the pages they visited.  Google can provide more details about their cookies. 

We also generate log files from various servers: this will include an IP address assigned to you 
or, more likely, to someone who provides you with Internet access. 

Our website and Services use cookies to distinguish you from other users of our website in 
order to provide increased functionality and service. This not only helps us to provide you 
with a better experience, but also to help us improve our website and services. 

Unless you have adjusted your web browser settings (if and where possible) to refuse 
cookies, our system will issue cookies as soon as you visit our website or related online 
services. However in doing so, you may find that certain functionality or Services may be 
impaired or unavailable to you. 

The cookies we use only contain anonymous information to improve the services we offer, 
and do not contain personal information. 

It is also important to point out that not all cookies used by this website are created by us. 
These cookies (referred to as third party cookies) are covered below.  

We also use aggregated anonymised data across the services to give overall usage statistics 
and benchmarking indicators, but these are never used in a way which would identify any 
individual or organisation.  

Transfers to Third Countries or Third Parties – All Services 

If your organisation is within the EU, we do not transfer or process data outside the European 
Economic Area unless we have your specific consent or where the nature of the processing 
requires it (for example, where we are emailing a party to your matter who is based outside 
the EEA, or because you have chosen to use an email or other communications service which 
routes data outside the EEA). Your data is held within the EEA, in Dublin on our behalf by 
Amazon Web Services, but we may substitute another provider at any time within the EEA.  If 
your organisation is outside of the EEA we may hold your data regionally to reduce 
processing speeds. 

It is possible that services that we use such Amazon Web Services and Google transfer 
personal data outside the EEA but we ensure our partners are GDPR compliant.  

https://developers.google.com/analytics/devguides/collection/analyticsjs/cookie-usage
https://developers.google.com/analytics/devguides/collection/analyticsjs/cookie-usage
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Your Rights – All Services 

Under certain circumstances, you have rights under data protection laws in relation to your 
personal data. Because of the protections We build in to the Services, often User Input is not 
connected to a username so We may not be able to provide you with all user input You have 
completed.  Subject to this, You have the following rights:  

• Request access to your personal data (commonly known as a “data subject access 
request”). This enables you to receive a copy of the personal data We hold about You 
and to check that We are lawfully processing it. You can do this by contacting 
dpo@workinconfidence.com.  Legally we must respond within a month.  Normally we 
will respond within a few days.  

• Request correction of the personal data that We hold about You. This enables You to 
have any incomplete or inaccurate data We hold about You corrected, though We 
may need to verify the accuracy of the new data You provide to Us. 

• Request erasure of your personal data. This enables You to ask Us to delete or remove 
personal data where there is no good reason for Us continuing to process it. You also 
have the right to ask Us to delete or remove your personal data where You have 
successfully exercised your right to object to processing (see below), where We may 
have processed your information unlawfully or where We are required to erase your 
personal data to comply with local law. Note, however, that We may not always be 
able to comply with your request of erasure for specific legal reasons which will be 
notified to You, if applicable, at the time of your request. 

• Object to processing of your personal data where We are relying on a legitimate 
interest (or those of a third party) and there is something about your particular 
situation which makes You want to object to processing on this ground as You feel it 
impacts on your fundamental rights and freedoms. In some cases, We may 
demonstrate that we have compelling legitimate grounds to process your information 
which override your rights and freedoms. 

• Request restriction of processing of your personal data. This enables You to ask Us to 
suspend the processing of your personal data in the following scenarios: (a) if You 
want us to establish the data’s accuracy; (b) where our use of the data is unlawful but 
You do not want Us to erase it; (c) where You need Us to hold the data even if We no 
longer require it as You need it to establish, exercise or defend legal claims; or (d) You 
have objected to our use of your data but We need to verify whether We have 
overriding legitimate grounds to use it. 

• Request the transfer of your personal data to You or to a third party. We will provide 
to You, or a third party you have chosen, your personal data where practicable in a 
structured, commonly used, machine-readable format.  

• Withdraw consent at any time where We are relying on consent to process your 
personal data. However, this will not affect the lawfulness of any processing carried 
out before you withdraw your consent. If You withdraw your consent, We may not be 
able to provide certain products or services to you. We will advise you if this is the 
case at the time you withdraw your consent. 

No Fees: You will not have to pay a fee to access your personal data (or to exercise any of the 
other rights). However, we may charge a reasonable fee if your request is clearly unfounded, 
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repetitive or excessive. Alternatively, we may refuse to comply with your request in these 
circumstances. 

Data Protection Officer and Contact 

To exercise any of the above rights contact our Data Protection officer Tim Martin, who is 
also our Chief Executive by emailing dpo@workinconfidence.com.  Legally we must respond 
within a month.  Normally we will respond within a few days.  

Complaining   

If you are unhappy with our Data Protection Processes you may complain to the Data 
Protection Registrar https://ico.org.uk/. We would hope that in the first instance you would 
give us the opportunity to rectify the matter. 

 

 

https://ico.org.uk/

