
CivicActions’ DKAN Support Service Level Agreement 

Support 
● Software - Support for one (1) production instance of DKAN Open Data Platform version 1 (the 

“Installed Software”). 

● Support Level - Support is defined by the Support Level purchased by customer. 

 

 Support Level 

Agency Support Mid-Size/Regional 
Support 

Enterprise Support 

Support 
Requests 
 

Unlimited Tier 1 
support requests for 
one person; three (3) 
Tier 2 or 3 
escalations/mo 

Unlimited Tier 
1 support requests for 
three (3) named 
individuals; six (6) Tier 
2 or 3 
escalations/mo 

Unlimited Tier 
1 support requests for 
five (5) named 
individuals; ten (10) 
Tier 2 or 3 
escalations/mo 

Upgrades Security 
Updates & Feature 
Upgrades 
 

Security 
Updates & Feature 
Upgrades 
 

Security 
Updates & Feature 
Upgrades 

Annual Site 
Improvement 
Customization Hours 

20 40 60  

Site Management 
Advisory Support 

5 10 15 

Response time - Priority on Critical and 
High Urgency requests 

Priority on Critical and 
High Urgency requests 

 

● Support Desk Assistance - Unlimited Tier 1 support requests, plus a set number of monthly Tier 2 and 

Tier 3 Support tickets based on the Support Level, to address customer reported bugs, security issues, 

performance problems or customization challenges that may be discovered in a customer’s site, 

submitted online through our support system or by email and responded based on the priority level 

and customer’s Support Level. Customers may purchase additional managed service hours for further 

assistance resolving customer-introduced issues, or to provide additional ticket coverage beyond the 

monthly limit. Support Desk Assistance does not include Site Improvement Customization or Site 

Management Advisory Support.  
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Support Desk Assistance 

Tier 1 Basic help desk 
resolution and 
service desk 
delivery 

Support for basic customer issues such as solving usage issues 
and fulfilling service desk requests that need IT involvement. This 
includes using the standard features of the Installed Software and 
assistance resolving or working around known problems. 

Tier 2 In-depth 
technical 
support 

Support personnel with deep knowledge of the product or 
service, but not necessarily the engineers or programmers who 
designed and created the product. 

Tier 3 Expert product 
and service 
support 

Support from the most highly skilled product specialists, and may 
include the creators, chief architects, or engineers who created 
the product or service. 

 

● Response times - Our support desk prioritizes support requests based on the following table. Higher 

urgency issues are prioritized over lower urgency issues for any given customer and across all issues 

handled by our support team. Some customers receive priority on Urgent and Critical issues based on 

their Support Level. 

 

 

Urgency Description Initial 
Response time 

Target resolution 

time 

Critical / 
Priority 1 

Customer's production system is down; 

or customer’s business operations or 

productivity are severely impacted with 

no available workaround; or there is a 

critical security issue. 

Two (2) 

Business Hours. 

Four (4) Business 

Hours. Continuous 

effort after initial 

response with 

customer cooperation. 

High / 
Priority 2 

Customer's production system is 

operating but issue is causing 

significant disruption of customer's 

business operations; workaround is 

unavailable or inadequate; or there is a 

security issue. 

Four (4) 

Business Hours. 

Within two (2) Business 

Days after initial 

response. 
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Medium / 
Priority 3 

Customer’s system is operating and 

the issue’s impact on the customer’s 

business operations is moderate to 

low; a workaround or alternative is 

available. 

Twelve (12) 

Business 

Hours. 

A workaround or 

resolution identified 

within seven (7) 

Business Days. 

Low / 
Priority 4 

Issue is a minor inconvenience and 

does not impact business operations in 

any significant way; issues with little or 

no time sensitivity. 

Twenty-four 

(24) Business 

Hours. 

A workaround or 

resolutions as 

appropriate; time 

frame may vary. 

 
● Contacting Support and Hours - When submitting a ticket, the customer shall provide a description of 

the issue or request, a description of the mission impact, and request a designation of the level of 

urgency of the request as Critical, High, Medium, or Low pursuant to the urgency categories set forth 

in the Response time Urgency table. CivicActions evaluates the request and provides an initial 

response in the time determined by the Urgency and Support Level. CivicActions tracks progress notes 

and related communications in the online ticket system through the resolution of the issue or request. 

CivicActions contacts the customer either by phone or by using the online ticket system to confirm 

details and initiate diagnosis. The customer works with CivicActions to provide additional information 

about reported issue (for example, website functionality, related applications as needed to diagnose 

the issue, and infrastructure-related information). 

Region Business Hours Contact 

Americas Monday - Friday 9:00 PM - 5:00 pm ET* support@civicactions.com 

* Business Days include Monday through Friday excluding days on which U.S. Government observes the following 

federal holidays New Year’s Day, Birthday of Martin Luther King, Jr., Memorial Day, Independence Day, Labor 

Day, Thanksgiving Day, and Christmas Day; and excluding the Friday following Thanksgiving. 

 

● Security Monitoring - Monitor Installed Software for security patches to standard and proactively 

applies patches as required. 

● Installed Software updates and bug fixes - Periodic updates to the site to current major version 

Installed Software based on the Support Level to (a) add new features and enhancements, and (b) 

address bugs or security issues as they become available in the underlying distribution. Does not 

included the creation, support, fixing of customizations not present in the standard version of the 

Installed Software. 

● Uptime, performance monitoring and backups - In collaboration with the hosting provider, use 

automated tools to monitor and remediate any performance issues or security problems; perform 

regular backups of entire site and database. Where CivicActions provides hosting we provide perform 

regular backups (nightly) of entire site for the Installed Software and database and will conduct 

security scans. Where the Installed Software is installed on a client provided hosting resources, we will 

work with your staff to enable them to backup the entire site and database for the Installed Software.  

● Site Improvement Customization - Is provided on a hourly basis to provide ongoing site improvement 

custom work such as new integrations,  extending the site with new functionality, creating custom 
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data visualizations or data stories. A fixed number of hours per month is included in some Support 

Level packages. Additional Site Improvement Customization hours can be purchased as needed as part 

of a separate package. 

 

Because all of CivicActions software is licensed under a free and open source license, we also provide 

all customizations we develop for you under the same license. That means you do not pay to keep 

using it and you do not need to pay use work we have already created for another customer. We work 

with clients to determine the best way to implement new features. If we can, we role the 

enhancements into the core product, so during future upgrades you automatically have the new 

feature installed. In fact, we will automatically install the features we develop for others that have 

been rolled into the core product. 

 

If a feature is not rolled into the core product (for example because it meets your unique needs) there 

is minimal costs associated with product upgrades. You also have the opportunity to pool resources 

with other customers to build off of their custom features so that you can get unique feature 

enhancements at a fraction of the cost. 

 

● Site Management Advisory Support - Advisory support available for tasks such as further remote 

training, advice on open data best practices, cleaning of customer data, quality assurance on 

customer-executed site customizations, discussion of possible site extensions and upgrades, 

community building, content writing, etc. A fixed number of hours is included in some Support Level 

packages. Additional Site Management Advisory Support can be purchased as needed as part of a 

separate package.  

● Software as a Service - CivicActions Software as a Service (SaaS) customers receive:  

○ Setup - Client onboarding, including initial customization of site title, hero image, logo, fonts, 

color scheme, and site’s home page; social media setup; assistance with DNS assignment to a 

custom URL. 

○ Initial Site Configuration - Configuration of page layouts using panels, creation of additional 

user roles with customized permissions (e.g., data editor, blogger, editor, etc.). 

○ Security and Monitoring - industry standard administrative, physical, and technical methods to 

secure, maintain, transfer and store Client Data to prevent its unauthorized access, 

modification, theft, misuse or destruction, accidental or otherwise. Our security teams audit, 

assess and remediate security of the Installed Software with manual and automated tools, and 

monitor and remediate security issues on an ongoing basis. Our team can also assist your 

organization with the development of System Security Plans and other documentation 

required for launch. 

For customers providing their own hosting infrastructure on premise or by contracting directly with 

another hosting provider may use our Tier 2 and Tier 3 Support Desk Assistance for assistance with 

configuring their hosting environment for similar services. 
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Open Data Solutions

CivicActions provides custom design and development 
services for the government open data platform DKAN.

DKAN is a Drupal-based open source 
data platform with a full suite of  
cataloging, publishing and visualization 
features that allows governments, non-
profits and universities to easily publish 
data to the public.

About DKAN

How We Can Help
CivicActions has partnered with DKAN 
developer and maintainer Nuams to 
provide custom services to meet the 
specific needs of public sector  
institutions.

DKAN is an OpenSaaS (Open Source 
Software as a Service) platform, which 
means you can self-host or leverage 
secure, FISMA-certified cloud-based 
hosting and support through Nuams’ 
NuData offering.

CivicActions supports OpenSaaS 
because we believe our government 
partners should have flexibility and 
portability options when selecting a 
service provider, whether it’s in-house or 
through an approved vendor.

OpenSaas

DKAN is listed by the U.S. Federal 
Government’s Project Open Data as 
a suggested tool for agencies to use 
when fulfilling their open government 
data requirements.

From “Project Open Data: Open Data 
Policy — Managing Information as an 
Asset,” DKAN is part of a “list of ready-
to-use solutions or tools that will help 
agencies jump-start their open efforts. 
These are real, implementable, coded 
solutions that were developed to  
significantly reduce the barrier to  
implementing open data at your 
agency.”

Key Features

Key features of DKAN include: 

• Customizable workflow 
management

• Tiered access for public and 
 internal audiences

• Customizable search 
functions

• Unlimited licenses for users 
and managers

• Global accessibility

• Customizable metadata 
requirements

• Dataset tagging

• Visualization functions

• Data.gov compability

• Public feedback 
mechanisms

• Integrated content management 
system

For Publishers
• Publish data through a guided 

process or import via API/harvesting 
from other catalogs

• Customize your own metadata 
fields

• Store data within DKAN or 
on external departmental 
sites

• Manage access control, version 
history with rollback, INSPIRE/RDF 
support & user analytics

• Enterprise-quality commercial 
support and FISMA-certified cloud 
hosting options available

For Data Users

• Explore, search, add, describe, 
tag, group datasets via web 
front-end or API

• Collaborate with user profiles, 
groups, dashboard, social network 
integration & comments

• Use metadata and data 
APIs, data previews and 
visualizations

• Manage access control, version 
history with rollback, INSPIRE/RDF 
support, user analytics

Open Data Compliant

Contact

We’re ready to help you serve.

Bill Ogilvie 
VP, Federal Sales

bill.ogilvie@civicactions.com 
 
(c) 202.415.0947 
(w) 510.408.7510

civicactions.com

civicactions.com   |   510.408.7510  main   |   888.714.7388  fax 


