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1. Introduction 
 
1.1 
These terms and conditions (the ”Terms”) 
apply for the use of DPOrganizer which is a 
software provided by Beyano AB, org. no. 
559018-1730 (”Beyano”). 
 
1.2 
DPOrganizer is provided as Software as a 
Service, which means that access to 
DPOrganizer is provided through one of 
Beyano’s websites without a copy of the 
software being downloaded to the user’s unit. 
“Customer” refers to the party entering into a 
subscription agreement of DPOrganizer with 
Beyano by signing a binding offer / order form 
(“Order”). 
 
1.3 
The parties’ agreement consists of said Order 
and these Terms (the “Agreement”). 
Provisions under the Order shall take 
precedence over these Terms. 
 
1.4 
DPOrganizer is a tool that can be used to 
facilitate administration, mapping and 
ongoing work related to processing of 
personal data. Beyano does not through 
DPOrganizer, or otherwise, provide any legal 
advice and shall not be responsible or liable 
for any of the Customer’s legal or other 
obligations. It is always the Customer’s 
responsibility to identify, assess and comply 
with its obligations and to seek legal advice 
from a third party if the Customers is in need 
thereof. 
 
2. Term of Agreement 
 
2.1 
The term of Agreement shall be twelve (12) 
months from the date of signing the Order 
(the “Term of Agreement”). 
 
2.2 
If the Customer has not at least one (1) month 
before the end of the Term of Agreement 
terminated the Agreement, the Term of 
Agreement is automatically prolonged 
thereafter by twelve (12) months per 
occasion. During such prolonged Term of 
Agreement, the terms of the Agreement shall 
still apply, however with adjusted fees in 

accordance with Beyano’s at each time 
applied price list. 
 
3. Scope and limitations of right to use 
 
3.1 
Through the Agreement, the Customer is 
granted a time limited and non-exclusive 
right to use DPOrganizer (“Right to Use”). Any 
other rights related to DPOrganizer, including 
without limitation ownership or intellectual 
property rights, are vested in Beyano and 
nothing in the Agreement changes that. 
 
3.2 
The Right to Use applies during the Term of 
Agreement provided that the Customer has 
fulfilled its payment obligations in 
accordance with section 7 below. 
 
3.3 
The Right to Use is limited to the use within 
the Customer’s business and the number of 
users as agreed through the Order or 
otherwise thereafter. Login credentials are 
personal and the Customer is responsible for 
ensuring that the same login credentials are 
not used by several people and that the login 
credentials are kept confidential by the 
Customer and/or individual users, and shall 
in case of a suspected abuse of login 
credentials or unauthorized access thereto 
immediately notify Beyano. 
 
3.4 
The Right to Use includes all updates of 
DPOrganizer made publicly available through 
the service but not any add on services or add 
on features that Beyano may come to offer. 
 
4. Prohibition of copying and transfer etc. 
 
4.1 
The Customer may not in any way copy or 
change anything in DPOrganizer which goes 
beyond the software�s intended use. The 
Customer may not remove, destroy or change 
any information concerning ownership of any 
kind related to DPOrganizer. The Customer 
may not try to gain access to or in any way 
find out the source code of DPOrganizer. 
 
4.2 
The Customer may not assign or transfer the 
Right to Use, or in any other way make 
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available, DPOrganizer, in parts or in full, to 
any third party without Beyano’s prior written 
consent.  
 
4.3 
The Customer is responsible for complying 
with any applicable rules and regulations, 
and may not use DPOrganizer in any way that 
violates such rules or regulations. 
 
4.4 
The Customer is responsible for ensuring that 
anyone using DPOrganizer through the 
Customer’s account abides by the 
Agreement, including but not limited to this 
section 4. 
 
5. The Customer’s data etc. 
 
5.1 
The Customer’s information, documentation, 
material and other data the Customer in 
accordance with the Agreement is processing 
in DPOrganizer (the “Customer’s Data”) is the 
property of the Customer or its licensors, and 
nothing in this Agreement changes that. 
 
5.2 
The Customer is obliged to ensure that the 
Customer’s Data does not contain a virus or 
may harm or adversely affect DPOrganizer or 
Beyano’s systems in any other way.  
 
5.3 
The Customer is responsible for making sure 
that the Customer’s Data does not violate any 
third party’s property rights.  The Customer 
further warrants to protect Beyano from any 
claims directed against Beyano as a result of 
the Customer’s Data, and to indemnify and 
hold harmless Beyano from third parties’ 
claims as a result of the Customers violation 
of this section 5. 
 
5.4 
Beyano has the right to use the Customer’s 
Data to fulfil its obligations towards the 
Customer under the Agreement, including 
without limitation, to administrate the 
Customer’s account, provide DPOrganizer 
and any support to the Customer. 
 
5.5 
Beyano further has the right to track the 
Customer’s use of DPOrganizer and use the 

Customer’s Data, however only in 
anonymized and aggregated form, for the 
development of Beyano’s services and 
products. 
 
6. Processing of personal data 
 
6.1 
To the extent Beyano processes personal 
data in capacity of data processor on behalf 
of the Customer, Beyano’s Data Processing 
Agreement v. 1.0 shall apply. 
 
7. Fee and payment 
 
7.1 
The Customer shall pay a fee for the Right to 
Use for the first Term of Agreement and any 
prolonging thereof.  The amount of the fee, 
excl. VAT, and its due date follows from the 
Order and the payment instructions are set 
out in a separate invoice from Beyano. 
 
7.2 
In case of a delay of payment by the 
Customer, penalty interest is applied from the 
due date, and the interest rate per month 
shall be equivalent to the prevailing reference 
rate plus eight (8) percentage points. In case 
of such a payment delay, Beyano may restrict 
the Customer’s access to DPOrganizer. A 
delay of more than thirty (30) days, shall 
furthermore be considered a material breach 
of agreement, which gives Beyano the right to 
terminate the Agreement with immediate 
effect, see further section 11.4 below. 
Beyano’s termination of the Agreement due 
to the Customer’s payment delay shall 
however not relieve the Customer from its 
obligation to pay the pending amount 
including penalty interest. 
 
8. Defects and service interruption etc. 
 
8.1 
If the Customer identifies defects in 
DPOrganizer, the Customer shall without 
delay notify Beyano of the defect. Beyano 
shall rectify material defects as soon as 
possible. Beyano reserves the right to 
determine if a reported defect constitutes a 
material defect or not. 
 
8.2 
For maintenance and update purposes, 
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Beyano may have to temporarily restrict the 
Customer’s access to DPOrganizer, in parts or 
in full. If the Customer cannot use 
DPOrganizer due to such a service 
interruption, the Customer’s right to 
compensation or other remedy is limited to 
the determined remedies below. However, a 
by Beyano planned service interruption that 
is announced with reasonable notice in 
advance does not entitle the Customer to any 
compensation. 
 
8.3 
A service interruption lasting four (4) 
consecutive business days or more entitles 
the Customer to a prolonged Term of 
Agreement of one (1) month without 
additional charges. 
 
8.4 
A service interruption lasting seven (7) 
consecutive business days or more entitles 
the Customer to a prolonged Term of 
Agreement of two (2) months without 
additional charges. 
 
8.5 
The Customer cannot claim compensation 
under both paragraph 8.3 and paragraph 8.4 
due to the same service interruption. Beyano 
reserves the right to determine if there is one, 
or several service interruption(s). 
 
8.6 
In case of a service interruption lasting thirty 
(30) consecutive business days or more, the 
Customer may terminate the Agreement with 
immediate effect, and shall in such case also 
be entitled to reimbursement of already paid 
fees for the period from the day of 
termination to the end of the Term of 
Agreement. 
 
8.7 
In order for the right in accordance with the 
above not to expire, a request for 
compensation or termination must be 
received by Beyano in writing no later than 
three (3) months after the relevant service 
interruption has occurred. 
 
9. Beyano’s liability and limitation of 
liability 
 

9.1 
Beyano shall be held liable if the Customer’s 
use of DPOrganizer in accordance with the 
Agreement violates any third party’ 
intellectual property rights. Beyano 
undertakes to hold the Customer harmless 
from third party claims based on that the 
Customer’s use of DPOrganizer violates such 
third party’s intellectual property rights. A 
prerequisite for Beyano’s liability under this 
paragraph 9.1 is however that the Customer 
has used DPOrganizer only in accordance 
with all terms under the Agreement, and that 
the Customer’s loss follows as a result from 
final judgement of a competent court or a by 
Beyano in writing approved settlement. 
 
9.2 
A prerequisite for Beyano’s liability under 
paragraph 9.1 is further that (i) the Customer 
without delay in writing notifies Beyano of 
the claims directed against the Customer, (ii) 
Beyano is given full right to solely determine 
how the legal process is to be conducted, and 
that (iii) the Customer acts in accordance 
with Beyano’s instructions and provides 
Beyano the reasonable assistance requested 
by Beyano. The Customer shall furthermore 
make its claim against Beyano no later than 
three (3) months after the Customer becomes 
aware, or should have become aware of, the 
basis of the claim, however not in any case 
later than six (6) months after the loss 
occurred. 
 
9.3 
Beyano’s liability related to DPOrganizer is 
limited to what follows from section 8 above 
and paragraphs 9.1 and 9.2. Further than 
that, Beyano is not liable for any type of 
errors or defects in DPOrganizer. Beyano is 
furthermore not liable for any direct or 
indirect damages, losses or costs related to 
the use of DPOrganizer or the Customer’s 
Data. Beyano is also not liable for any direct 
or indirect damages, losses or costs related to 
the circumstance that the Customer for any 
reason has not been able to use DPOrganizer. 
 
10. Updates and amendments 
 
10.1 
Beyano may during the Term of Agreement 
make changes and amendments to 
DPOrganizer and/or the Terms deemed 
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appropriate and necessary by Beyano 
regarding the technical development, 
changes to laws and regulations or similar 
circumstances. In case of material changes 
which materially and adversely affect the 
Customer’s use of DPOrganizer, the Customer 
is entitled to terminate the Agreement 
immediately in which case the effects under 
paragraph 8.6 shall apply. 
 
10.2 
Material changes to DPOrganizer shall be 
notified to the Customer in an appropriate 
manner, latest in conjunction with the 
changes being made. Any changes to the 
Terms shall be notified to the Customer at 
least thirty (30) days in advance of the 
changes taking effect. 
 
11. Termination, breach of agreement and 
expiration of agreement 
 
11.1 
The Customer may give notice of termination 
of the Agreement at any time, in which case 
the Term of Agreement shall not be 
prolonged provided that the notice of 
termination has occurred at least one (1) 
month before the end of the Term of 
Agreement. 
 
11.2 
Beyano may restrict the Customer’s access to 
DPOrganizer, effective immediately, if Beyano 
reasonably suspects that the Customer has 
breached, or may come to breach, the 
Agreement. 
 
11.3 
Beyano may terminate the Agreement, 
effective immediately, in case of the 
Customer’s material or reoccurring breach of 
the Agreement. 
 
11.4 
The Customer shall hold Beyano harmless 
from any direct and indirect damages, losses 
and costs incurred by Beyano as a result of 
the Customer’s breach of the Agreement. 
 
11.5 
In case of the termination of the Agreement, 
the Customer’s Data shall as soon as 
reasonably possible be erased, unless the 
parties agree otherwise this is to happen no 

later than thirty (30) days after the 
termination of the Agreement. 
 
11.6 
In order for a termination of the Agreement to 
be valid, a notice of termination shall be in 
writing and be received by the other party in 
accordance with section 13 below. 
 
12. Confidentiality 
 
12.1                
Each party (the "Receiving party") shall keep 
the other party's (the "Disclosing party") 
Confidential Information confidential. The 
term “Confidential Information” is defined as 
all information, in whatever form, that relates 
to: the existence, negotiations for and terms 
of this Agreement; the business and 
operations affairs and processes (including 
the Customer’s stored Data), customers, 
suppliers, developments, trade secrets, 
know-how, personnel and intellectual 
property rights of either party or other 
information which ought reasonably to be 
considered confidential, but excludes 
information that has become independently 
available to the Receiving party or is publicly 
known. The Receiving party shall: 
12.1.1          not (and shall not permit any third 
party to) use such Confidential Information 
other than for the purpose of exercising its 
rights or performing its obligations under this 
Agreement (a "Permitted Purpose"); 
12.1.2          not confirm, deny or disclose to 
any third party in any way, copy or use such 
Confidential Information except as expressly 
provided in paragraph 12.2; 
12.1.3          take (at its own expense) all 
reasonable security precautions to protect 
the Confidential Information; and 
12.1.4          notify the Disclosing party 
immediately upon discovery of any 
unauthorized use or disclosure of the 
Confidential Information and will cooperate 
with the Disclosing party to prevent further 
unauthorized use or disclosure. 
 
12.2               
The Receiving party may disclose the 
Disclosing party's Confidential Information to 
its representatives on a need-to-know basis 
for the Permitted Purpose and shall ensure 
that such representatives are aware of and 
comply with the provisions of this clause. 
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12.3                
If any Confidential Information is required to 
be disclosed by law, court order or any 
governmental authority by the Receiving 
party then the Receiving party shall, to the 
extent legally permissible, notify the 
Disclosing party of the circumstances and 
extent of the disclosure as early as reasonably 
possible before it is required to make such 
disclosure. 
 
13. Notifications 
 
13.1 
A notice of termination and other 
notifications shall be sent by registered letter 
or as an electronic message to the other 
party’s notified e-mail addresses. 
 
13.2 
A notice shall be considered to have been 
received by the recipient: (i) if sent by 
registered letter two (2) days after delivery to 
the postal service; (ii) if sent as electronic 
message by the time the electronic message 
has reached the e-mail address of the 
recipient. 
 
14. Force Majeure 
 
14.1 
In case a party is prevented from fulfilling its 
obligations due to circumstances out of such 
party’s control and that the party not 
reasonably could have anticipated at the time 
of entering into the Agreement and which 
consequences the party could also not 
reasonably have avoided or overcome, this 
shall relieve such party from fulfilling its 
obligations, and relieve such party from 
liability for not fulfilling such obligations, for 
the time during which the preventing 
circumstances are at hand. 
 
14.2 
A party who becomes aware of circumstances 
referred to in paragraph 14.1 shall without 
delay notify the other party thereof. 
 
14.3 
In case a party is prevented from fulfilling the 
Agreement for longer than three (3) months 
due to circumstances referred to in 
paragraph 14.1, the other party shall be 

entitled to terminate the Agreement effective 
immediately.  
 
15. Other  
 
15.1 
In case of conflicting terms between these 
Terms and other written agreements between 
the parties, such other written agreements 
shall prevail. 
 
15.2 
The Agreement constitutes the parties’ entire 
agreement of any matters related to the 
Agreement. Any written or oral undertakings 
or presentations prior to the Agreement are 
replaced by the content of the Agreement.  
 
15.3 
Changes and additions to the Agreement and 
the Terms shall, unless otherwise explicitly 
stated therein, in order for them to be binding 
be in writing and signed by both parties. 
 
15.4 
The Agreement may not be assigned to a 
third party without the other party’s prior 
written consent. Beyano may however assign 
the Agreement to a third party if in 
conjunction with the assignment of Beyano’s 
operations or part thereof, and to a third 
party within Beyano’s company group. 
Furthermore, Beyano may assign its right to 
payment to a third party. 
 
15.5 
Sections 3, 4, 5, 6, 7, 8, 9, 11, 12, 15 and 16 
shall remain in full force and effect after the 
expiration of the Agreement. 
 
16. Disputes 
 
16.1 
Disputes concerning the interpretation 
and/or the application of the Agreement shall 
be settled under Swedish law in a court of law 
where Beyano headquarters. 



	

 
 
 
 
 
 
 
 
 
 

Data Processing Agreement 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

DPOrganizer – A tool from Beyano AB 
 



	

DPOrganizer | Beyano AB | Data Processing Agreement v. 1.0 

1 Introduction 
 
1.1 
This Data Processing Agreement ("DPA") 
forms part of the Agreement, as defined in 
Beyano’s Terms and Conditions for 
DPOrganizer, between the Customer (in the 
capacity of "Controller") and Beyano AB (in 
the capacity of "Processor") and regulates 
processing of Personal Data. 
 
2 Definitions 
 
2.1 
For the purpose of the DPA the following 
definitions shall apply, and related terms 
shall be interpreted accordingly: 
- Contracted Processor means Processor or 
Subprocessor; 
- Data Protection Laws means European 
data protection laws and any legislation 
and/or regulation implementing or made 
pursuant to them, or which amends, replaces, 
re-enacts or consolidates any of them 
(including the General Data Protection 
Regulation (EU) 2016/679) ("GDPR")	 and, to 
the extent applicable, the data protection 
laws of any other country; 
- Data Subject Rights Requests means any 
data rights requests lawfully made by data 
subjects under Data Protection Laws, i.e. 
under Chapter III of the GDPR; 
- Personal Data means any personal data (as 
defined in the GDPR) that is (i) lawfully 
obtained by Controller, and (ii) processed by 
a Contracted Processor on behalf of 
Controller in connection with the Agreement; 
- Restricted Transfer means any transfer of 
Personal Data (i) to Processor, (ii) between 
Contracted Processors, or (iii) between 
establishments of a Contracted Processor, if 
such transfer would be prohibited by Data 
Protection Laws without the application of 
additional safeguards to ensure the adequate 
protection of such Personal Data, e.g.by use 
of Standard Contractual Clauses, reliance an 
appropriate US Privacy Shield certification or 
binding corporate rules; 
- Services means the activities carried out by 
a Contracted Processor on behalf of 
Controller pursuant to the Agreement; 
- Subprocessor means any third party (but 
excluding employees of Processor) appointed 
by Processor to process Personal Data in 
connection with the Agreement; 

- The terms data protection impact 
assessment, data subject, personal data 
breach, prior consultation, and processing 
shall have the same meaning as in the GDPR; 
- Include shall be interpreted to mean include 
without limitation.  
 
3 Processing of Personal Data 
 
3.1 
Processor shall only process Personal Data on 
Controller’s documented instructions, except 
if processing is required by applicable laws 
which Processor is subject to. In this 
exceptional case Processor shall, to the 
extent permitted by applicable laws, inform 
Controller of that legal requirement before 
the relevant processing of that Personal Data. 
 
3.2 
Controller instructs Processor to process 
Personal Data and to transfer Personal Data 
to any country as reasonably necessary for 
the provision of the Services. 
 
3.3 
If the transfer conducted under Clause 3.2 is a 
Restricted Transfer, Processor shall provide 
details of the country or territory to which the 
Personal Data will be transferred to and shall 
ensure that adequate measures are 
incorporated at all times to make it lawful 
under Data Protection Laws. 
 
3.4 
Annex 1 contains information concerning the 
processing of Personal Data by Processor 
under the DPA. 
 
4 Security 
 
4.1 
Processor shall implement adequate 
technical and organizational measures to 
ensure a level of security appropriate to the 
risk, taking into account the state of the art, 
the costs of implementation and the nature, 
scope, context and purposes of processing, as 
well as the risk of varying likelihood and 
severity for the rights and freedoms of natural 
persons. The measures implemented by 
Processor will include (i) pseudonymisation 
or encryption of the Personal Data as 
appropriate, (ii) measures to ensure the 
ongoing confidentiality, integrity, availability 
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and resilience of the services, (iii) measures 
that ensure restoration of the availability and 
access to the Personal Data in a timely 
manner in the event of a physical or technical 
incident, and (iv) a process for regularly 
testing, assessing and evaluating the 
effectiveness of technical and organizational 
measures for ensuring the security of the 
processing. 
 
4.2 
In assessing the appropriate level of security, 
Processor shall particularly take into account 
the risks presented by processing, especially 
from a personal data breach. 
 
5 Subprocessing 
 
5.1 
Processor shall be allowed to appoint 
Subprocessors for the processing of Personal 
Data and to instruct them to transfer 
Personal Data to any country as reasonably 
necessary for the provision of the Services. A 
list of the relevant countries for any 
Restricted Transfers shall be set out in Annex 
2 or provided to the Controller on request. 
 
5.2 
Annex 2 includes a list of Subprocessors (and 
their locations, registration number, 
registered address, website and processing 
activity) which are relied on by Processor at 
the time of signature of the DPA and for which 
Controller has given approval to Processor to 
be used for the processing of Personal Data. 
Processor declares that the arrangements 
with these Subprocessors in Annex 2 fulfil the 
requirements for the use of Subprocessors 
under this Clause 5. 
 
5.3 
Processor shall inform Controller by written 
notice at least 45 (forty-five) days prior to the 
appointment of a new Subprocessor or the 
replacement of an existing Subprocessor. The 
notice shall include reasonable information 
on the involvement of the Subprocessor in 
the processing of Personal Data, including its 
location of processing. 
 
5.4 
If the Controller cannot accept the new 
Subprocessor on reasonable grounds due to 
data protection concerns, the Controller shall 

have the right to terminate the Agreement 
within 15 (fifteen) days from receiving the 
notice, effective immediately.  
 
5.5 
Processor shall ensure that each 
Subprocessor is able to provide an adequate 
level of protection for the processing of 
Personal Data by carrying out an appropriate 
due diligence before the Subprocessor is 
allowed to process Personal Data. 
 
5.6 
Processor shall ensure that its relationships 
with Subprocessors are governed by written 
agreements that bind the Subprocessors to 
materially equivalent obligations as the DPA 
does for the relationship between Controller 
and Processor. A copy of such agreements 
shall be made available to Controller upon 
reasonable request (confidential information 
therein that is not relevant to the processing 
of Personal Data may be redacted). 
 
5.7 
Where a Subprocessor fails to fulfil its data 
protection obligations, the Processor shall 
remain fully liable to Controller for the 
performance of that Subprocessor's 
obligations. 
 
6 Data Subject Rights Requests 
 
6.1 
At Controller's request and cost Processor 
shall taking into account the nature of the 
processing implement appropriate technical 
and organizational measures as can be 
reasonably expected to assist Controller with 
fulfilling its obligations to respond to Data 
Subject Rights Requests to the extent that the 
Personal Data is not accessible to the 
Controller through the Services. 
 
6.2 
The Processor shall notify Controller of Data 
Subject Rights Requests received by any 
Contracted Processor. Processor shall make 
sure that Contracted Processors are obliged 
to not respond to such Data Subject Requests 
unless explicitly instructed by Controller to do 
so or if the Contracted Processors are 
required to do so by Data Protection Laws or 
other applicable laws. In case of the latter 
exception Processor shall, to the extent 
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allowed by Data Protection Laws or other 
applicable laws, inform Controller of the legal 
requirement before a Contracted Processor 
responds to the request. 
 
7 Data protection impact assessment and 
prior consultations 
 
7.1 
At Controller's request and cost Processor 
shall taking into account the nature of the 
processing and the information available be 
of reasonable assistance to Controller with 
the preparation of data protection impact 
assessments and with prior consultations 
with the supervisory authorities under Data 
Protection Laws in relation to the processing 
of Personal Data where applicable and with 
the Controller's compliance with its 
obligations under Art 32 GDPR.  
 
8 Audit rights 
 
8.1 
Processor shall audit the security of the 
computers and computing environment that 
it uses in processing the Personal Data and 
the physical locations from which it processes 
Personal Data. This audit: (a) will be 
performed at least annually; (b) may be 
performed by independent third-party 
security professionals at Processor's selection 
and expense; (c) will cover the implemented 
measures stipulated in Clause 4.1; and (d) will 
result in the generation of an audit report 
("Report"), which will be Processor's 
confidential information. 
 
8.2  
At Controller's written request, Processor 
shall provide Controller with a summary of 
the confidential Report so that Controller can 
reasonably verify Processor’s compliance 
with the security obligations under this DPA. 
 
8.3  
If Controller desires to change this instruction 
regarding exercising the audit right or the 
provision of information as described in 
Clauses 8.1 to 8.2 in order to demonstrate 
compliance with applicable Data Protection 
Laws, then Controller has the right to change 
this instruction, which shall be requested in 
writing, provided that Processor shall have no 
obligation to provide commercially 

confidential information. On no more than 
annual basis and at the Controller’s expense, 
Processor shall further allow for and 
contribute to audits and inspections by 
Controller or its authorized third-party 
auditor. The scope of any such audits, 
including conditions of confidentiality, shall 
be mutually agreed upon by the parties prior 
to such audit being carried out. 
 
8.4.   
Processor shall notify Controller immediately 
if it considers that an instruction from 
Customer under Clause 8.3 is in breach of 
applicable Data Protection Laws, and 
Processor shall be entitled but not obliged to 
suspend execution of the instructions 
concerned, until Controller confirms such 
instructions in writing. 
 
9 Personal data breaches 
 
9.1 
Controller shall be notified by Processor 
without undue delay if a Contracted 
Processor becomes aware of a Personal Data 
Breach that affects Personal Data. 
 
9.2 
Processor shall at the Controller's request 
and cost cooperate with Controller to 
investigate, mitigate and remedy the 
personal data breach, and take reasonable 
measures requested by Controller aimed at 
achieving these aims. 
 
10 Deletion and return of Personal Data 
 
10.1 
Processor shall delete Personal Data (and 
arrange the deletion of Personal Data by all 
Contracted Processors) within 30 (thirty) days 
of the cessation of the Services, unless (i) 
agreed otherwise or (ii) required by 
applicable laws. In the latter case, Personal 
Data shall be securely stored but rendered 
inaccessible for all purposes other than and 
for not longer than required by applicable 
laws. 
 
10.2 
Controller may within 10 (ten) days of the 
cessation of Services require Processor by 
written notice to return a full copy of Personal 
Data. Such a return of Personal Data shall be 
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conducted by secure file transfer in a format 
reasonably demanded by Controller. 
 
11 Confidentiality 
 
11.1 
Processor shall keep Personal Data 
confidential and take reasonable steps to 
ensure that persons get only access to 
Personal Data on a strict need-to-know basis 
and only to the extent to fulfil the obligations 
under the Agreement or to comply with 
requirements imposed by applicable laws. 
Processor shall also ensure that these 
persons are bound by agreements requiring 
at least the same level of confidentiality as 
set out in the Agreement and the DPA. 
 
12 Precedence, Severance and 
Amendments 
 
12.1 
The terms of this DPA supersede and 
extinguish any and all terms relating to data 
protection or personal information in the 
Agreement. If there is any inconsistency 
between the provisions of the Agreement and 
this DPA, this DPA shall prevail. All other 
terms and conditions of the Agreement shall 
continue in full force and effect. 
 
 
12.2 
If any provision of the DPA is found by any 
court or administrative body of competent 

jurisdiction to be invalid or unenforceable, 
the other provisions shall remain in force. If 
any such provision would be valid or 
enforceable if some part of it were deleted, 
the provision shall apply with whatever 
modification is necessary to give effect to the 
commercial intention of the parties. 
 
12.3 
The DPA may be amended only by mutual, 
written agreement of the two parties. 
 
13 Termination 
 
13.1 
The DPA shall terminate automatically at the 
end of the processing activities of Personal 
Data as determined in Annex 1. 
 
14 Disputes and Liability 
 
14.1 
Disputes concerning the interpretation 
and/or application of the DPA shall be settled 
in accordance with the dispute resolution 
stipulated in the Agreement and the 
application of the therein determined 
applicable law. 
 
14.2 
The liability of either party under this DPA 
shall be subject to the exclusions and 
limitations set out in the Agreement. 
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Annex 1 - Details of the data processing 
Subject matter 
Processor’s provision of the Services to Controller as described in the Agreement. 
 
Duration of the processing of Personal Data 
Until the deletion of all Personal Data in accordance with Clause 10.1 of the DPA. 
  
Nature and purpose of the processing 
The Personal Data will be hosted by Processor as part of the Services and will only be accessed by 
Processor to provide the Services in accordance with the Agreement and any other agreements with 
the Controller, including to provide technical support. 
 
Types of Personal Data 
Names, email addresses, and phone numbers. 
 
Categories of data subjects 
Controller’s employees, representatives and third-party contacts. 
 
Obligations and rights of the Controller 
Set out in the Agreement and the DPA.	 	
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Annex 2 - List of Subprocessors at the date of signature 
	
Company name, registration number, registered address, website and 
processing activity 
 
Elastx AB 
556906-5617 
Vasagatan 7, 111 20 Stockholm (Sweden) 
https://www.elastx.se  
Provider for hosting and storage 
 
Equinix AB 
556572-6816 
Kvastvägen 25, 128 62 Sköndal Stockholms län (Sweden) 
https://www.equinix.se  
Owner of the data centres used by Elastx AB 
 
SendinBlue SAS 
498 019 298 
Rue de la Chaussée d'Antin 47, 75009 Paris (France) 
https://www.sendinblue.com 
Provider of the transactional emailing service used if Customer sends emails through DPOrganizer 
functionalities, e.g. DP Manager or Vendor Manager 


