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Copyright 
 
The copyright in this work is vested in Barrier Networks Limited and the document is issued in 
confidence for the purpose for which it is supplied. It must not be reproduced in whole or in part or 
used for tendering or manufacturing purposes except under direct agreement or with the consent in 
writing of Barrier Networks Limited. 
 
No information as to the contents or subject matter of this document or any part thereof arising 
directly or indirectly there from shall be given orally or in writing to any third party, being an 
individual firm or company, or any employee thereof without the prior consent in writing of Barrier 
Networks Limited. 
 
© Barrier Networks Limited 2019 
 
Barrier Networks Limited 
272 Bath Street, Glasgow, G2 4JR 
Tel: 0141 356 0101 
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1 Introduction 

Barrier Networks Ltd is a privately-owned cybersecurity company who specialises in the integration 
of cybersecurity solutions. Established in 2006, the company work with all vertical markets that 
require specialist security advice.  We are a partner with leading technology vendors including 
Fortinet, F5 Networks, Cisco, WhiteHat Security, Microsoft, AlienVault and Thales eSecurity.  

Barrier Networks is committed to ensuring that our customers benefit from our years of experience 
within cybersecurity. Our consultants hold various levels of industry certifications right up to Cisco’s 
prestigious expert-level CCIE Security. We are accredited to assess and certify against the 
National Cyber Security Centre Cyber Essentials scheme and work as an authorised “Trusted 
Partner” of the Scottish Business Resilience Centre 

1.1 Barrier Networks Pedigree  

At Barrier we believe that our skills, experience and technology are among the best in the industry 
and certainly the best in the region, some of our unique advantages include:   

• Best of breed technology that is highly rated by Gartner Research. 

• UK Based 

• Detect advanced threats, malicious insiders and third-party supplier risk. 

• Significant experience in full spectrum cybersecurity operations.  

• Certified consultants and engineers who hold active security clearances. 

• Flexible commercial models with options for Opex based solutions. 

1.2 About edgescan™ 

SaaS: edgescan™ is a Software-as-a-Service (SaaS) vulnerability management service which 

helps detect vulnerabilities in both web application and hosting servers alike.  

Hybrid Scalable Assessments: edgescan™ detects both known (CVE) vulnerabilities and also web 

application vulnerabilities unique to the application being assessed due to our hybrid approach.  

Analytics & Depth: Coupling leading edge risk analytics, production-safe automation and human 

intelligence edgescan™ provides deep authenticated and unauthenticated vulnerability 

assessment across all layers of systems technical stack.  

Coverage: edgescan™ provides “full-stack” vulnerability management covering both hosting 

environments, component & frameworks and developer written code. Our edgescan advanced™ 

license even covers business logic and advanced manual testing techniques.  

Accuracy/Human Intelligence: All vulnerabilities discovered by edgescan™ are verified by our 

engineering team to help make sure they are a real risk and highlighted appropriately to our clients.  

API: The API makes it very easy to plug edgescan into your ecosystem in order to correlate and 

reconcile, providing integration with both GRC and Bug Tracking Systems alike.  

Alerting: Customise Alerting via email, SMS, Webhooks, Slack etc based on custom criteria.  

Continuous Asset Profiling: Continuous profiling of the entire Internet-facing estate detecting 

changes in estate profile and eliminating blindspots.  

Scale: Managing estates from one web application to hundreds, from a single hosting environment 

to thousands, edgescan delivers continuous and on demand security assessments. 
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1.3 edgescan™ Portal 

 

  



 

 

 
5 

1.4 What is edgescan™ 

edgescan™ is a managed security solution which identifies technical vulnerabilities and provides 
clients with the power to understand, prioritise and fix them. 

1.5 How edgescan™ works 

Our expert security analysts on-board, enumerate and prioritise your assets (e.g. websites, mobile 
applications, web applications, cloud applications, endpoints & hosting servers) into edgescan™.  

We perform continuous vulnerability assessments of all assets, as much or as little as you require. 
edgescan™ assessments cover both technical to logical testing and cover all OWASP 
vulnerabilities, WASC threat classification and CWE known vulnerabilities. edgescan™ also aligns 
and surpasses PCI compliance requirements.  

False Positive Free: Manual 
verification by our expert security 
analysts ensures that all application 
and network vulnerabilities found 
are verified as real and ranked by 
security risk. This procedure allows 
for a false positive free vulnerability 
intelligence for all assets.  

The edgescan™ online portal 
provides 24/7 visibility of security 
metrics, trending data, key 
performance indicators (KPI’s) and 
enables users to generate custom 
reports to manage and remediate 
cybersecurity risk. Our fully 
extensible API provides users with 
the ability to integrate edgescan 
vulnerability intelligence into any 
GRC or bug tracking system.  

Ultimately, edgescan™ users 
benefit from continuous vulnerability 
management and penetration 
testing, security visibility and 
security intelligence.  

edgescan™ is unique, being the 
only hybrid full-stack security 
solution of its kind in Europe, Middle 
East and Africa “EMEA”. This 
involves unlimited security 
assessments in both networks and 
applications coupled with manual 
verification of findings by 
edgescan™ security analysts. 
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1.6 Experts in Vulnerability Management 

edgescan™ Fullstack Vulnerability Management helps companies to get the most from their 
vulnerability scanning and management requirements.  
 
You get a service tailored to your specific needs and can be sure that you are following best 
practices by using experts in their own field. You can focus your efforts on your core business 
while experts take care of vulnerability management.  
 

 
 

1.7 edgescan™ Approach  
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1.8 Application Security 

The global application security testing industry is changing. Applications and application 
programming interfaces are critical to every facet of our private and corporate daily lives. To meet 
this changing paradigm, edgescan™ offers continuous Dynamic Application Security Testing 
(DAST) integrated with deep dive, business logic penetration testing through our edgescan™ 
advanced licence. This combination of automation and manual testing on one platform allow 
enterprises meet the ever-increasing demand for accurate and useful Application Security Testing 
(AST) intelligence. See details of our DAST and Business Logic Penetration Testing services 
below 

1.8.1  edgescan™ standard /  (DAST) 

 

1.8.2 edgescan™ vulnerability intelligence 
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1.9 edgescan™ advanced (Penetration Testing) 

In addition to the edgescan Standard (DAST) testing (above) penetration testing attempts to 
discover issues which scanners generally don’t detect. The discovery of such issues are unique to 
Penetration Testing or using an edgescan Advanced license as the issues are contextual and 
require human intelligence to discover and exploit. 
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1.10 edgescan™ Example Deployment  

1.10.1 Example Client Engagement Use Case 1  

Scope  

• 1000 Hosts/Servers (IP’s)  

• 10 Web Applications:  3 critical, 3 authenticated, 4 basic (brochure) 

Suggested Approach, Initial Licenses Required: 

• 6 edgescan™ Standard   

• 4 edgescan™ Essentials   

• 4 edgescan™ Host/Server 

Onboarding  

1 week to on-board entire estate and commence continuous testing of all web applications and 
hosts.  

Requirements 

URL’s for applications, Server IP’s & Login credentials where required. 

3-6 months later, client may wish to upgrade from edgescan™ Standard to edgescan™ Advanced 
for 3 critical applications. This provides on-demand deep testing of the 3 critical applications in 
addition to the continuous testing via edgescan standard.  

1.10.2 Example Client Engagement Use Case 2 

Scope  

• 0 Hosts/Servers (IP’s)  

• 350 Web Applications  

Suggested Approach Initial Licenses Required:  

• 350 edgescan™ Essentials  

Onboarding  

1-2 weeks to on-board entire estate and commencement of continuous testing. •  Associated 
Servers/Hosts (up to 350 IP’s) are also included for fullstack security coverage. 

Requirements 

URL’s for applications After the initial onboarding the client may choose to upgrade the licenses 
from edgescan™ Essentials to Standard or Advanced licenses for specific web applications.  

An upgrade path is provided to easily upgrade required licenses to either Standard or Advanced. 
This provides additional on-demand deep testing of selected applications in addition to the 
continuous testing via edgescan™ Essentials.   
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