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SUPPLIER TERMS 
LOT 1 – INFRASTRUCTURE (AMAZON WEB SERVICES) 

 

  INTRODUCTION  

1.1. In May 2018, the Supplier submitted a tender for the provision of various services under the 

G-Cloud 10 Framework Agreement (the “Framework Agreement”). 

1.2. Pursuant to clause 3.10 [Digital Marketplace] of the Framework Agreement, the Supplier has 

submitted (as part of its tender) the terms and conditions in this document relating to the 

provision of infrastructure services from Amazon Web Services (“AWS”) (the “Services”) under 

Lot 1 of the Framework Agreement (“Supplier Terms”).  

1.3. Under the terms of the Framework Agreement, any government body (a “Buyer”) may procure 

certain services from the Supplier under the Framework Agreement, by way of a Call-Off 

Agreement. 

1.4. Unless otherwise defined within Schedule 1 of these Supplier Terms [Definitions], capitalised 

terms shall take the meaning detailed in the Framework Agreement or Call-Off Agreement. 

1.5. These Supplier Terms are in addition to the terms and conditions of the Framework Agreement 

and any individual Call-Off Agreement. Any conflict between the terms and conditions of these 

Supplier Terms, the Framework Agreement and any Call-Off Agreement shall be resolved in 

accordance with clause 8.3 (Order of Precedence) of the Framework Agreement. 

1.6. Any italicised text in square brackets (e.g. “see clause X [brief clause description]”) is intended 

as a reading aid only and shall not affect the interpretation of any clause so referenced. 

1.7. Headings are used for convenience only and shall not affect the interpretation of any terms or 

conditions associated with them. 

1.8. Unless specifically detailed to the contrary, references to clauses, Schedules and Appendices 

shall refer to clauses, Schedules and Appendices of these Supplier Terms. 

 SERVICES 

2.1. The Services provided under these Supplier Terms are as follows: 

2.1.1. Design and Deploy Services in accordance with clause 3 [Design and Deploy 
Services]; and 

2.1.2. live operation of the Services in accordance with clause 4 [Live Services] 

but does not include: 

2.1.3. procurement of any additional Services; 
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2.1.4. management and support of the Services, or 

2.1.5. any exit assistance, or transition assistance following the End of any Call-Off 
Contract. 

each of which must be procured separately via the Supplier under its G-Cloud 9 Lot 3 managed 
services offering. 

 DESIGN AND DEPLOY SERVICES  

Phase 1 – pre Ready for Service 

3.1. For each Order Form, the Supplier shall assign a Project Manager for the duration of the Design 

and Deploy Services to co-ordinate and manage the delivery of the Design and Deploy Services 

until the Go-Live Date. 

3.2. The Project Manager shall, working with the Buyer, produce a Project Plan to cover all of the 

Design and Deploy Services and the agreement of the Exit Management Services, such Project 

Plan to be agreed between the Parties in writing. 

3.3. Each Party shall carry out its obligations in accordance with the Project Plan. 

3.4. The Project Manager and the Buyer shall agree the Acceptance Tests that will be carried out 

by the Supplier and, where agreed, by the Buyer. 

3.5. Subject to the following, if either Party is unable to meet any dates set out in the Project Plan 

for the performance of activities, the relevant Party shall promptly notify the other Party and 

shall use Best Endeavours to perform the delayed obligation without further delay or in 

accordance with any agreed revised timetable. : 

3.5.1. where any delay in achieving the Projected RFS Date arises due to an act or omission 
of the Buyer (including a failure to comply with the Buyer’s Obligations): 

3.5.1.1. the Supplier shall be granted a reasonable extension of time to 
complete its obligations; and 

3.5.1.2. the Buyer shall be liable for any additional Fees associated with any 
such delay, including maintaining resources, providing additional 
resources and increased equipment or license costs etc.; 

3.5.2. where any delay in achieving the Projected RFS Date arises wholly due to an act or 
omission of the Supplier: 

3.5.2.1. the Buyer shall be granted a reasonable extension of time to complete 
its obligations; and 

3.5.2.2. the Supplier shall be liable to pay Liquidated Damages (which both 
Parties accept represents a reasonable pre-estimate of the damages 
incurred by the Buyer) calculated on the basis of five percent (5%) of 
the Charges for the Design and Deploy Services for each complete 
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week of delay, up to a maximum of one hundred and Ten per cent 
(110%) of the Charges for the Design and Deploy Services; 

3.5.3. where any delay in achieving the Projected RFS Date arises due to an act or omission 
of both Parties then the Parties shall agree upon the below, or failing consensus, 
refer to the Dispute Resolution Process to determine: 

3.5.3.1. any reasonable extension in time for each of the Parties; and 

3.5.3.2. the allocation of any additional costs between the Parties. 

3.6. As soon as the Design and Deploy Services have been completed by the Supplier, the Supplier 

and (where agreed) the Buyer shall perform the Acceptance Tests and shall be documented 

within the Project Plan. 

3.7.  If the Design and Deploy Services successfully pass the Acceptance Tests, then: 

3.7.1. the Supplier shall issue an RFS Acceptance Form to the Buyer; and 

3.7.2. within three (3) Office Days of receipt of the RFS Acceptance Form, the Buyer shall 
either: 

3.7.2.1. return a signed RFS Acceptance Form to the Supplier; or 

3.7.2.2. if the Buyer identifies any items within the RFS Acceptance Form that 
are inaccurate, the Buyer shall accordingly notify the Supplier in 
writing accordingly and specifying the non-conformity in sufficient 
detail that the Supplier can identify, replicate and rectify such. 

3.8. Subject to clause 3.5 [Delays in RFS Date], if 

3.8.1. the Design and Deploy Services fail the Acceptance Tests; or 

3.8.2. the Buyer has identified a non-conformity in the RFS Acceptance Form pursuant to 
clause 3.7.2.2 above, then the Supplier shall carry out any additional work required 
and re-perform the Acceptance Tests until the Design and Deploy Services 
successfully pass such Acceptance Tests. 

3.9. In the event that the Design and Deploy Services fail the Acceptance Tests for the same event 

(or series of directly related events) after three (3) or more re-submissions of the Acceptance 

Tests, then the Buyer shall be entitled to: 

3.9.1. agree a rectification plan and remedial timelines for completion of the Acceptance 
Tests with the Supplier; or 

3.9.2. if the Buyer’s reasonable opinion, the remedy contained in clause 3.9.1 is not 
achievable, terminate the Call-Off Contract with immediate effect by providing 
written notice to the Supplier.  On receipt of such notice, the Supplier shall 
immediately refund to the Buyer the balance of one hundred and ten per cent 
(110%) of the Fees for the Design and Deploy Services minus any Liquidated 
Damages already paid under clause 3.5.2.2 [calculation of liquidated damages].  
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3.10. In respect of each Order Form, the Actual RFS Date shall be on the earlier of either: 

3.10.1. the date on which The Supplier provides the Buyer with access to or use of the 
Platform (for the avoidance of doubt, such access shall not include access for RFS 
Acceptance Tests); or   

3.10.2. three (3) Office Days after the date of issue by the Supplier of the RFS Acceptance 
Form (unless the Buyer has notified the Supplier in writing of any non-conformity 
within the timeframe specified in clause 3.7.2 and in which case the Actual RFS Date 
shall be the date on which the Supplier remedies any non-conformity).     

PHASE 2 – PRE GO LIVE 

3.11. Following the Actual RFS Date and prior to the Go-Live Date, the Supplier will provide 

reasonable additional support to assist the Buyer, including but not limited to: 

3.11.1. a dedicated project resource to co-ordinate and manage the Supplier activities; 

3.11.2. change management according to the following principles: 

3.11.2.1. a reasonable number of minor configuration changes will be 
administered and implemented by The Supplier on a free of charge 
basis; 

3.11.2.2. any changes to the size, scale or footprint of the Buyer Solution will 
be chargeable;  

3.11.2.3. all changes will be administered and implemented in accordance with 
the Change Control Process; 

3.11.2.4. as part of the Change Control Process, in the event that either Party 
believes that a proposed Change has the potential to impact upon the 
various milestone dates contained in the Project Plan, then no such 
proposed change will be approved until the Parties have also agreed 
a relevant change or extension to the Project Plan. 

3.11.3. providing an SLA on a reasonable endeavours basis which shall, for the avoidance of 
doubt, includes: 

3.11.3.1. acknowledging a request by the Buyer for minor configuration or 
other such changes by the end of the following Working Day in which 
the request was raised; and 

3.11.3.2. planning, resourcing and implementing the request in a time frame as 
agreed between the Parties in accordance with the Change Control 
Process. 

3.12. If during the process of any Buyer application configuration and testing, should the Buyer 

identify non-conformities in the provision of the Design and Deploy Services which prevent a 

Buyer application from performing as is envisaged in the relevant Solution Design Document 
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then it shall notify the Supplier who shall then provide such assistance as is reasonably 

necessary to overcome these issues or non-conformities.  

3.13. Prior to the anticipated Go-Live Date, the Supplier will conduct a series of pre Go-Live activities 

(“Operational Acceptance Tasks”), which the Supplier anticipates will take up to five (5) 

Business Days. Accordingly: 

3.13.1. the Buyer shall provide the Supplier with at least five (5) Business Days’ notice of its 
intended Go-Live Date, by which point the Buyer shall have: 

3.13.1.1. completed all its development and any of its installation activities; and 

3.13.1.2. successfully completed all Buyer testing published to the project; 

3.13.2. following notification and prior to the anticipated Go-Live Date, the Supplier will 
conduct the following Operational Acceptance Tasks:  

3.13.2.1. conduct a vulnerability scan (using an industry standard tool) on 
servers from an internal source against known vulnerabilities (as are 
aware by that industry standard tool at the point of scanning); 

3.13.2.2. preparation and handover to business as usual the Supplier support 
arrangements; 

3.13.2.3. preparation and handover to business as usual the Supplier 
operational arrangements; 

3.13.2.4. a validation of the active status of any monitoring (that has been 
documented in the Solution Design Document); 

3.13.2.5. validate that  all Services and event logs have been checked to ensure 
that the Services are in accordance with the Solution Design 
Document; 

3.13.2.6. carry out service release management review and approval to Go-
Live. 

3.14. Where any delay in achieving the Go-Live Date arises wholly due to an act or omission of the 

Supplier: 

3.14.1. the Buyer shall be granted a reasonable extension of time to complete its 
obligations; and 

3.14.2. the Supplier shall be liable to pay Liquidated Damages (which both Parties accept 
represents a reasonable pre-estimate of the damages incurred by the Buyer) 
calculated on the basis of five per cent (5%) of the Charges for the Design and Deploy 
Services for each complete week of delay, up to a maximum of one hundred and ten 
per cent (110%) of the Charges for the Design and Deploy Services. 

 LIVE SERVICES 
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4.1. The Supplier is an authorised reseller of cloud hosting services from AWS and shall procure the 

Services on the Buyer’s behalf from AWS. 

4.2. The Services will be provided from the Go-Live Date. 

4.3. Subject to clause 4.1 above, the Supplier shall provide the Services detailed in the Call-Off 

Contract in accordance with: 

4.3.1. the AWS Documentation; 

4.3.2. the Solution Design Document;  

4.3.3. the Service Descriptions; and 

4.3.4. the SLA  

each as detailed in the Order Form. 

4.4. In the event of any conflict between any of the documents detailed in clause 4.3, such conflict 

shall be resolved according to the order that the documents are listed, highest priority first, 

lowest being last. 

4.5. The Supplier makes no warranty in respect of the Services and does not claim that the Services 

will be error or interruption free. 

4.6. The Buyer will automatically be enrolled in the AWS Business Support service. This is critical to 

ensure timely interaction from AWS in the delivery of the cloud hosting services to the Buyer 

in accordance with the SLA. 

4.7. In the event that the Services do not comply with the relevant SLA then the Supplier shall credit 

the Buyer with the Service Credits, calculated in accordance with the SLA. 

 DEFAULT 

5.1. For the avoidance of doubt, the Parties agree that a failure to meet the SLA shall not constitute 

a Default where Service Credits are payable by the Supplier in respect thereof, except:  

5.1.1. where the Parties agree within the SLA of an Order Form that a certain number of 
material or persistent SLA failures within a specified period shall be considered as a 
Default (a “Material SLA Failure”). 

 CHARGES 

6.1. All Charges shall be invoiced and paid in accordance with the ‘Invoice details’ section of the 

Order Form. 

6.2. Unless detailed to the contrary in an Order Form, Charges will be comprised of Non-Recurring 

Fees and Variable Fees. 

Variable Fees 
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6.3. The Variable Fees are calculated on a utility basis and will vary based on the Buyer’s use of the 

Services, calculated in accordance with the rates published by AWS, links to which are detailed 

in Schedule 3 [AWS Charges] of these Supplier Terms. 

6.4. AWS Charges shall incur a surcharge to cover the provision of AWS Business Support, pursuant 

to clause 4.6 [automatic enrolment into AWS Business Support]. 

6.5. The Supplier shall then apply a further two percent (2%) uplift to the Charges to cover the costs 

of general administration, invoicing, procurement and currency risk.  

6.6. All Charges are priced in US Dollars and, unless detailed to the contrary in the Order Form, will 

be converted to UK pounds sterling according to the following principles: 

6.6.1. The Supplier will use the variable exchange rate that is prevailing (via its retail bank) 
at the time the Supplier raises its invoice (usually the fifth Working Day of the 
month).  

Indexation  

6.7. In order to balance increasing costs of power, Third Party licenses and general indexation, the 

Charges shall be subject to periodic adjustment, on the following basis: 

6.7.1. Power Charges shall be reviewed by the Supplier periodically (but no more than 
twice per year), and shall be increased or decreased in line with the power charges 
passed on to the Supplier by the Supplier’s data centre provider(s), such 
adjustments to be evidenced and based on the provider’s charges to the Supplier; 

6.7.2. in respect of Third Party Software costs or any costs for third party services, where 
these have been detailed separately in the Order Form and the relevant Third Party 
notifies the Supplier of a price adjustment, then following notification (in 
accordance with clause 6.8 below), the Supplier reserves the right to adjust the 
relevant proportion of the Charges invoiced or to be invoiced to the Buyer with 
immediate effect; and  

6.7.3. in respect of all other costs, the Supplier reserves the right to automatically adjust 
the Charges annually (either January of each year or on the anniversary of the 
Commencement Date) by the greater of 3% or the average increase in Retail Prices 
Index (RPI) for the preceding twelve (12) months, as determined by the Office for 
National Statistics. For the avoidance of doubt, this sum shall be pro-rated in respect 
of any partial years. 

6.8. The Buyer shall be given not less than twenty (20) Working Days’ notice by the Supplier of any 

change in the Charges pursuant to clauses 6.7 above. For the avoidance of doubt, provided 

that the Supplier has complied with this clause 6.8, then increased Charges will accrue 

notwithstanding that the Supplier may not have invoiced such increases. 
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 BUYER OBLIGATIONS 

7.1. In addition to the rights and obligations detailed in the Framework Agreement, Call-Off 

Contract and the Order Form, the Buyer warrants that it (and shall procure that the Buyer 

Personnel) shall: 

7.1.1. use the Services in accordance with the AWS Documentation; 

7.1.2. use all commercially reasonable efforts to keep itself updated of any changes to the 
AWS Documentation as posted on the AWS Site, or notified by the Supplier, from 
time to time;  

7.1.3. comply with any Buyer obligations as identified in the Solution Design Document 
and the Service Definitions; 

7.1.4. comply with the Acceptable Use Policy. 

 LIMITS OF LIABILITY 

8.1. Pursuant to clause 4.4 of the Framework Agreement [heads of losses], additionally; 

8.2.  neither Party will be liable to the other for any loss relating to the other Party’s end-users, 

Buyers or suppliers. 

8.3. Subject to clause 4.2 - 4.9 of the Framework Agreement [limitation on liability] and any other 

limitation contained in the Order Form, the Buyer’s liability under any Order Form for 

Additional Services shall be limited as follows: 

8.3.1. the liability of either Party arising out of or in connection with this Call-Off 
Agreement (whether caused by negligence, by way of indemnity, or otherwise) shall 
in no event exceed a sum equal to one hundred and ten percent (110%) of the 
Charges paid (or payable) under any individual Call-Off Contract or one hundred 
thousand pounds (£100,000), whichever is the greater. 

 FORCE MAJEURE 

9.1. The definition of Force Majeure contained in the Call-Off Contract shall be extended to include: 

9.1.1. embargo; 

9.1.2. civil disturbance; 

9.1.3. sabotage; 

9.1.4. epidemic; 

9.1.5. denial of public access (whether temporary or permanent) to the Party’s premises 
by a regulatory or enforcement agency (except for default by the Party so affected); 
and 
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9.1.6. malicious acts of third parties (including but not limited to acts such as “hacking”,  
denial of service attacks, distributed denial of service attacks, introduction of 
malicious code, trojans etc.). 

 DATA PROTECTION 

10.1. Each Party warrants the performance of its respective obligations detailed in the Data 

Processing Agreement, detailed in Schedule 5 to these Supplier Terms. 

10.2. In precursor to the provisions of the Data Processing Agreement: 

10.3. the Buyer confirms that it has been made aware of the nature of the Services provided by AWS, 

and that, notwithstanding clause 10.12 below, an integral part of such global cloud-based 

services is that data (whether or not of a confidential, sensitive or personal nature) may be 

transferred across international boundaries, both inside and outside of the EEA, in accordance 

with AWS’s terms and conditions; and 

10.4. the Buyer further acknowledges and accepts that AWS is an organisation subject to and 

regulated by US laws, and that AWS may be obliged to disclose certain confidential, sensitive 

or personal data (including Personal Data) without notice under those laws and regulations, 

notwithstanding that the Services may have been designed by the Supplier and the Buyer to 

reside within the data sovereignty zones specified further clause 10.12 below, . 

10.5. as a consequence of the understanding in clauses 10.3 and 10.4 above, the Parties 

acknowledge and agree that without additional security controls (such as third party 

encryption tools, anonymization, DDoS mitigation), the use of the Services has not been 

designed for the purpose of storing personally identifiable data or personal data using the 

Services.  

10.6. Notwithstanding clauses 10.3 to 10.5 above: 

10.6.1. AWS has included certain model contractual clauses within the Service 
Documentation (see references to ‘Standard Contractual Clauses’ within the AWS 
Documentation) which it believes complies with Article 26(2) of Directive 94/46/EC 
for the transfer of Personal Data to processors established in third countries which 
do not ensure an adequate level of data protection; but 

10.6.2. the Supplier makes no warranty in this respect. 

10.7. The Buyer hereby warrants that is has the appropriate legal bases (including consent) in place 

to allow the Supplier to provide the Services contracted under any Order Form. 

10.8. If the Buyer requires the Services to be used for the purpose of holding, storing, processing or 

any function falling within the definition of ‘processing’ under the DPA, they shall consult with 

the Supplier, agree the appropriate controls, and document same as part of the variation 

process.  

10.9. Pursuant to clause 10.7 above, where such controls have not been agreed and documented as 

part of a Call-Off Contract (or any subsequent variation thereafter), the Buyer hereby warrants 
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and undertakes that all appropriate technical and organisational security measures have been 

taken against unauthorised or unlawful processing of personal data and against accidental loss 

or destruction of, or damage to Personal Data in relation to the Services provided under this 

Agreement. 

10.10. The below table details the identity of the Data Controller and Data Processor  pursuant to the 

Data Processing Agreement: 

 

CLASSIFICATION OF PERSONAL DATA DATA CONTROLLER DATA PROCESSOR 

Hosted Personal Data Buyer Supplier 

Diagnostic Personal Data Buyer Supplier 

Administrative Personal Data Supplier  

10.11. The Buyer hereby: 

10.11.1. acknowledges the legitimate interests specified in the Data Processing Agreement 

for which Supplier processes Administrative Personal Data, Buyer Hosted Personal 

Data and Diagnostic Personal Data;  

10.11.2. authorises Supplier to process Diagnostic Personal Data outside the EEA, subject to 

the constraints detailed in the Data Processing Agreement; and 

10.11.3. warrants that it has obtained the necessary consents for Supplier to process Hosted 

Personal Data and Diagnostic Personal Data in accordance with the controls 

contained in the Data Processing Agreement. 

10.12. In respect of data sovereignty: 

10.12.1. Hosted Personal Data shall be geographically located as described in the Solution 

Design Document of the relevant Service Order; and 

10.12.2. Administrative Personal Data and Diagnostic Personal Data shall be processed in the 

locations detailed with the Data Processing Agreement. 
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SCHEDULE 1 –DEFINITIONS 

 INTRODUCTION 

1.1. In accordance with clause 1.4 of the Supplier Terms, the following terms shall take the 

following meanings: 

 

“Acceptable Use 
Policy” 

means the standard of permitted usage required of the Buyer, as 
detailed in Schedule 4 of these Supplier Terms; 

“AWS” or “Amazon 
Web Services” 

means Amazon Web Services LLC; 

“AWS 
Documentation” 

means the AWS terms and conditions available at: 
http://aws.amazon.com/agreement/ ;  

“Best Endeavours” means doing whatever is reasonably necessary for a Party to meet 
the obligations stated in the Call-Off Contract without materially 
prejudicing its own commercial interests; for the avoidance of 
doubt, in the case of the Supplier, those efforts shall not endanger 
or mitigate the delivery of services to its other customers; 

“Buyer’s 
Obligations” 

shall mean those obligations detailed in clause 7 of these Supplier 
Terms [Buyer’s Obligations]; 

“CSS Data” shall take the meaning set out in the Framework Agreement but 
shall not, for the avoidance of doubt, include Personal Data; 

“Go-Live Date” means, that date agreed by the Parties that the Services will go 
into live operation and support; 

“Liquidated 
Damages” 

means a sum which both Parties accept represents a reasonable 
pre-estimate of the damages likely to be incurred by the Buyer 
pursuant to any failure of the Supplier; 

“Material SLA 
Failure” 

means a serious incident, series of related incidents, or persistent 
failures relating to the incident (as specified within the Order 
Form) that constitutes a Default; where no Material SLA Failure is 
detailed on the Order Form, a Material SLA Failure shall be deemed 
to have occurred when there has been an event or series of events 
giving rise to the Supplier being obliged to pay the maximum 
Service Credits due in any Reporting Period. 

“Non-Recurring 
Fees” 

means, in connection with an order form, charges for the Design 
and Deploy Services; 

“Solution Design 
Document” 

means the technical design document that specifies or is related 
to the Services, Buyer requirements for the Services and/ or the 
composition of the Buyer’s current technical solution; 

“Variable Fees” means in connection with an Order Form, charges which typically 
vary based on actual usage of the Services or are otherwise 
variable in nature. 

  

http://aws.amazon.com/agreement/
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SCHEDULE 2 – SLA 

 INTRODUCTION 

1.1. Unless detailed to the contrary in an Order Form, this Schedule 2 [Service Level Agreement] 

details the service level performance standards that the Supplier will achieve in respect of the 

Services. 

 SERVICE LEVELS 

2.1. The Supplier will pass on the full benefit to the Buyer of the AWS SLAs, links to which are listed 

below: 

 

SERVICE LINK TO SLA HEADLINE 

AVAILABILITY 

AWS EC2 https://aws.amazon.com/ec2/sla/ 99.95% 

AWS S3 https://aws.amazon.com/s3/sla/ 99.9% 

  

https://aws.amazon.com/ec2/sla/
https://aws.amazon.com/s3/sla/
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SCHEDULE 3 – AWS CHARGES 

 

 INTRODUCTION 

1.1. In accordance with clause 6.3 of these Supplier Terms, the Charges for the Buyer’s use of the 

Services provided by AWS shall be based upon the prices published by AWS, links to which are 

as follows: 

 

Product Document Link 

EC2 http://aws.amazon.com/ec2/pricing/ 

S3 http://aws.amazon.com/s3/pricing/ 

Cloudfront http://aws.amazon.com/cloudfront/pricing/ 

Route53 http://aws.amazon.com/route53/pricing/ 

VPC http://aws.amazon.com/vpc/pricing/ 

EBS http://aws.amazon.com/ebs/pricing/ 

SNS http://aws.amazon.com/sns/pricing/ 

SQS http://aws.amazon.com/sqs/pricing/ 

SES http://aws.amazon.com/ses/pricing/ 

Cloud Watch http://aws.amazon.com/cloudwatch/pricing/ 

Cloud Formation http://aws.amazon.com/cloudformation/pricing/ 

Direct Connect http://aws.amazon.com/directconnect/pricing/ 

 

1.2. For the avoidance of doubt, the “EU (Ireland) region” pricing will be used by default, unless 

detailed to the contrary in the Solution Design Document. 

1.3. The links above are not exhaustive, and pricing for any additional AWS products or services not 

listed above will be detailed in any relevant Order Form. 

1.4. The rates published by AWS are subject to change with little or no advance notice by AWS. 

Although the Supplier will use its reasonable endeavours to advise the Buyer of changes to 

AWS rates, it is the responsibility of the Buyer to make itself aware of any such changes 

pursuant to clause 7.1.1.  

  

http://aws.amazon.com/ec2/pricing/
http://aws.amazon.com/s3/pricing/
http://aws.amazon.com/cloudfront/pricing/
http://aws.amazon.com/route53/pricing/
http://aws.amazon.com/vpc/pricing/
http://aws.amazon.com/ebs/pricing/
http://aws.amazon.com/sns/pricing/
http://aws.amazon.com/sqs/pricing/
http://aws.amazon.com/ses/pricing/
http://aws.amazon.com/cloudwatch/pricing/
http://aws.amazon.com/cloudformation/pricing/
http://aws.amazon.com/directconnect/pricing/
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SCHEDULE 4 – ACCEPTABLE USE POLICY 

 

1. GENERAL 

This document defines the Acceptable Use Policy ("AUP") of the Services with a view of ensuring the 

integrity, security and reliability of network, systems, products, services, server hosting facilities and data 

contained therein (collectively, the "Supplier Network").  

2. PROHIBITED ACTIVITIES  

It is contrary to this AUP for any of its Parties or other service users to effect or participate in any of the 

activities listed below (whether actual or attempted and whether directly or indirectly) through a Service.  

Each of the below practices (each, a "Prohibited Activity") and any other similar activities constitutes 

abuse of the Services, network and facilities and interferes with other Service users. Accordingly, the 

Buyer shall not, and shall ensure that the Buyer’s personnel shall not:  

2.1. Unauthorised Use: Obtain or attempt to obtain unauthorised access to any account, network, 

internet service, computer or computer resource not belonging to that user, end user or user 

account;  

2.2. Alteration of Information: Engage in or attempt unauthorised access, alteration, corruption or 

destruction of information belonging to the Supplier or falsifying user or other Service related 

information;  

2.3. Interference to Network etc.: Use the Services to interfere with or degrade any service to any user, 

end user, user account, host or network, deliberately attempting to overload a service and/or 

attempting to crash a host, including but not limited to flooding networks, sending unsolicited bulk 

e-mail, denial of service attacks and mail bombing;  

2.4. Interference to Communications: Use any kind of program, script or command, or send messages 

of any kind, that are designed to or that cause any other party to interfere with a user’s data 

communications, regardless of means, whether locally or via the Internet;  

2.5. Covert Transmissions: Intentionally omit, delete, fraudulently amend or misrepresent information 

transmitted or to be transmitted through the Services, including but not limited to TCP-IP header 

information, return-address information and Internet Protocol addresses ("spoofing"), or taking 

any other action intended to conceal or misrepresent the identity or contact information of the 

Party or its users;  

2.6. Breach of Security: Store and/or distribute materials and/or tools intended to breach or infiltrate 

security arrangements or attempt to scan, penetrate, bypass, test the vulnerability of (without the 

Supplier’s consent and co-operation) or engage in any activity which may threaten the security or 

integrity of any network or service (including but not limited to transmission of worms, viruses, 

logic bombs, Trojan horses, and other malicious codes and accessing any device or data without 

proper authorisation) whether by passive or intrusive techniques;  

2.7. Inappropriate Monitoring: Use the service to store, send or distribute software that covertly 

gathers information or covertly transmits information about any user or network, including e-mail 

addresses, screen names or any other personal identifiable information;  
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2.8. Inappropriate Software Products and Services: Use or allow the Services to be used to promote 

illegal activities including allowing, permitting or facilitating the transmission, promotion or 

otherwise making available any software product or service that is either illegal or designed to 

cause or facilitate the hacking of any site.  

2.9. Inappropriate Content: Use or allow the Services to be used for publishing or transmitting content 

which is inappropriate or otherwise in breach of applicable law. The Party shall immediately 

implement a "notice and take down" procedure in respect of any content which is or may be 

reasonably considered to be inappropriate or in breach of applicable law which the Party's 

Personnel (other than the Party's Buyers) becomes aware and shall notify the Supplier accordingly. 

Such inappropriate content shall include, but not be limited to content (or links to content) which 

the Supplier reasonably believes: 

2.9.1. is illegal or promotes in any way any illegal act; 

2.9.2. defames or otherwise violates a person’s privacy;  

2.9.3. depicts, promotes or relates in any manner to child pornography, pornography generally 

or sexual activity of any kind;  

2.9.4. is violent, incites violence or threatens violence; 

2.9.5. contains content which may be considered abusive, harassing or contain hate speech 

whether in respect of any individual or group of individuals or in respect of any gender, 

race, religion or ethnicity;  

2.9.6. is deceptive under the appropriate consumer protection laws, including chain letters and 

pyramid schemes; 

2.9.7. creates a risk to a person’s safety or health, creates a risk to public safety or health, 

compromises national security or interferes with a police investigation or any other lawful 

investigation; 

2.9.8. exposes sensitive commercial data, trade secrets or other confidential or proprietary 

information of another person, group or organisation;  

2.9.9. bypasses or promotes information intended to bypass copyright or license protections; 

2.9.10. infringes copyright, trade or service mark, patent or other property right; 

2.9.11. promotes illegal drugs, trafficking, money laundering, or violates export control laws; 

2.9.12. is otherwise malicious, fraudulent or may result in retaliation against the Supplier. 

2.10. Copyrighted Materials: Use or allow the use of the services to publish, download, distribute or use 

in any way any image, software, text, data, music, video or other work in contravention of copyright 

legislation; 

2.11. Bulk e-mail: Engage in the despatch of bulk or commercial e-mail, unless approved in advance by 

the Supplier, such approval to be dependent on reassurance to the Supplier that: 

2.11.1. the despatch of bulk e-mail is for legitimate commercial use which shall not include 

anything that may be considered as phishing, scamming, password robbery, spidering, or 

harvesting; 
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2.11.2. the intended recipients have given their consent to receive e-mail;  

2.11.3. the Party has procedures in place requiring consent from intended recipients to receive 

bulk or commercial e-mail, including confirmation that where consent to receive e-mail is 

given, it is given by the owner of the respective e-mail address, that such evidence of 

consent is retained in a manner that may be produced on request, and that any such 

consent may be revoked by the intended recipient at any time;  

2.11.4. the Party must post an email address for complaints in a conspicuous place within the 

body of the e-mail or on any website associated with the e-mail, and must promptly 

respond to messages sent to that address; 

2.11.5. data collected regarding e-mail addresses or any other personal identifiable information 

is used and stored in accordance with the relevant data protection principles;  

2.11.6. the Party must not obscure the source of the e-mail in any manner, or purport to 

represent any other individual, body or organisation; 

2.11.7. the Party must not attempt to send any message to an e-mail address if 3 consecutive 

delivery rejections have occurred and the time between the third rejection and the first 

rejection is longer than fifteen days;  

2.12. IP address abuse: Engage in any activity that results in any assigned IP addresses being listed on an 

abuse database;  

2.13. Accepted internet standards: Engage in any activity that is likely to violate generally accepted 

standards of the internet, other networks conduct and usages, or codes of conduct including but 

not limited to any denial of service attacks, web page defacement, port and network scanning and 

unauthorised system penetrations;  

2.14. Applicable laws: Failing to comply with any applicable law or regulation.  

3. RIGHTS AND REMEDIES  

3.1. The Supplier may suspend and/or terminate the Services at any time for any failure of the Buyer to 

comply with this policy or for engaging (or permitting others to engage) in any Prohibited Activity or 

similar/related activity.  

3.2. Nothing in this Acceptable Use Policy limits the Supplier’s rights and remedies (available at law or in 

equity) in any way with respect to any Prohibited Activity. The Supplier shall fully co-operate with 

any law enforcement authorities or court order requesting or directing the Supplier to disclose the 

identity or locate anyone posting any material in breach of this policy. 

4. PASSWORD PROTECTION  

4.1. Users are responsible for protecting their password and for any authorised or unauthorised use 

made of their password. Users will not use or permit anyone to use the Services to guess passwords 

or access other systems or networks without written authorisation. If a user suspects that their 

password is known to another person, then they shall contact the Supplier immediately to arrange 

for a new password to be issued.  

4.2. The Buyer shall indemnify and keep the Supplier indemnified against all damages, costs, claims, 

losses and liabilities suffered or incurred by the Supplier as a result of any breach (or any suspected 

breach) of this policy.  
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5. MODIFICATION OF THIS POLICY  

The Supplier (acting reasonably) reserves its sole right to change this policy from time to time and such 

amended policy shall be enforced from the earlier of fourteen (14) calendar days from the date of 

publication, or immediately upon its notification to the Buyer.  
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SCHEDULE 5 - DATA PROCESSING AGREEMENT 

1. Introduction 

1.1 This Data Processing Agreement sets out the high-level detail regarding categories of personal 

data and general responsibilities of both the Supplier and the Buyer in connection with the 

handling of Personal Data. 

1.2 This Data Processing Agreement has been drafted to align with the legal principles in effect 

within the UK, being the Data Protection Act 1988 and the General Data Protection Regulations 

(EU) 2016/679 with effect of 25th May 2018.  

1.3 In the event of the UK’s Brexit, it is anticipated that the UK will need to maintain a level of data 

protection commensurate with the principles in place across the EU. In addition, given that 

many of the Supplier’s clients will still be processing the Personal Data of European nationals, 

the EU’s data protection rules will continue to apply. Consequently, notwithstanding any 

Brexit, the Supplier will operate on the basis that the principles of paragraph Error! Reference 

source not found. above will remain in place.  

1.4 The GDPR requires that the Parties enter into an agreement which sets out the: subject matter, 

duration, nature and purpose of processing, the type of personal data processed, categories 

of data subjects and the obligations and rights of the data controller, as comprised in this Data 

Processing Agreement.  

2. Definitions  

1.1. In this Data Protection Agreement, capitalised terms shall have the meaning given to them in 

the Order Form, unless redefined below: 

“Administrative Personal 
Data” 

shall take the meaning detailed in Table A: Categories of 
Personal Data; 

“Approved Transfer 
Mechanism” 

shall mean a process by which the Supplier is entitled, under 
Data Protection Legislation, to transfer personal data outside 
the EEA or the UK, including transfers: 

a) pursuant to specified derogations, including consent 
of the Data Subject;  

b) subject to appropriate safeguards, such as: 

i) EU model clauses; and/or  

ii) binding corporate rules; 

c) pursuant to an adequacy decision made by the 
European Commission which, for the avoidance of 
doubt, includes (at the date of the Parties entering 
into this Data Processing Agreement), such as the: 

i) Privacy Shield Scheme; and/or 

ii) white list of countries (contained at the 
European Commission’s website: 
http://ec.europa.eu/justice/data-

http://ec.europa.eu/justice/data-protection/international-transfers/adequacy/index_en.htm
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protection/international-
transfers/adequacy/index_en.htm); 

“Brexit Date” means the date on which the UK officially relinquishes its 
membership of the EU which, at the date of the Parties 
entering into this Data Processing Agreement, is anticipated 
to be the 29th March 2019; 

“Brexit” means the instance where the UK is no longer a member of 
the EU or EEA; 

“Buyer-Controlled Data” means any Personal Data for which the Buyer is the Data 
Controlled, namely Hosted Personal Data and Diagnostic 
Personal Data; 

“Consent” means the clear affirmation by the Data Subject(s) to the 
collection, storage and processing activities by a Data 
Controller and/ or Data Processor of their Personal Data, in 
accordance with the Data Protection Legislation; 

“Data Controller” shall take the meaning detailed in the Data Protection 
Legislation; 

“Data Processor” shall take the meaning detailed in the Data Protection 
Legislation; 

“Data Protection 
Legislation” 

means the Data Protection Act 1998 (as amended), and any 
other relevant rule, regulation or statutory instrument 
currently in force within the Jurisdiction. For the avoidance of 
doubt, this will include the General Data Protection 
Regulations (EU) 2016/679 from the GDPR Date, for as long as 
they apply to the Jurisdiction or the particular Personal Data 
processing; 

“Data Subject” shall take the meaning detailed in the Data Protection 
Legislation; 

“Diagnostic Personal 
Data” 

 shall take the meaning detailed in Table A: Categories of 
Personal Data;  

“DPA” means the Data Protection Act, 1998; 

“EEA” means the European Economic Area; 

“Supplier Affiliate” means in relation to a Party, any subsidiary, subsidiary 
undertaking or holding company of that body corporate, and 
any subsidiary or subsidiary undertaking of any such holding 
company for the time being as defined in section 1159 of the 
Companies Act 2006; 

http://ec.europa.eu/justice/data-protection/international-transfers/adequacy/index_en.htm
http://ec.europa.eu/justice/data-protection/international-transfers/adequacy/index_en.htm
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“Supplier” shall take the meaning in the Order Form but shall, for the 
avoidance of doubt, include any of the Supplier 
subcontractors, Supplier Affiliates, agents etc.; 

“Supplier-Controlled 
Data”  

means any Personal Data for which the Supplier is the Data 
Controller, namely Administrative Personal Data; 

“Supplier-Processed Data” means all Buyer-Controlled Data which the Supplier processes 
on behalf of the Buyer and according to its instructions; 

“GDPR Date” means the 25th May 2018; 

“GDPR”  means the Regulation (EU) 2016/679 of the European 
Parliament and of the Council of the 27 April 2016 on the 
protection of natural persons with regard to the processing of 
personal data and on the free movement of such data, and 
repealing Directive 95/46/EC; 

“Hosted Personal Data”  shall take the meaning detailed in Table A: Categories of 
Personal Data; 

“International Recipient” means any international organisation to whom the Supplier is 
entitled to transfer Buyer-Controlled Data pursuant to clause 
8.1 [international transfer];  

“Jurisdiction” means the United Kingdom; 

“Personal Data Breach” shall take the meaning detailed in the GDPR, which is for the 
avoidance of doubt, a breach of security leading to the 
accidental or unlawful destruction, loss, alteration, 
unauthorised disclosure of, or access to, personal data 
transmitted, stored or otherwise processed; 

“Personal Data” shall take the meaning detailed in the Data Protection 
Legislation; which shall, for the avoidance of doubt, include: 

• Administrative Personal Data; 

• Hosted Personal Data; and 

• Diagnostic Personal Data; 

“Processing Instructions” means the Buyer’s written instructions to the Supplier to 
process Buyer-Controlled Data, as specified in paragraph 5 
[Instructions for Data Processing]; 

“Supervisory Authority” shall take the meaning detailed in the GDPR, which is for the 
avoidance of doubt, an independent public authority which is 
established by a member state pursuant to article 51 of the 
GDPR. For the avoidance of doubt, this shall include any 
relevant regulatory authority including the Information 
Commissioner’s Office within the UK; 
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“Systems” means the technical environments provided to the Buyer by 
the Supplier, whether or not with the assistance or services of 
third parties; 

“UK” means the United Kingdom which is, before Brexit, part of the 
EEA and which is, after Brexit, presumed to be out of the EEA, 
unless otherwise determined after the date on which the 
Parties entered into this Data Processing Agreement. 

3. Main Principles 

3.1 The subject matter and purpose of processing activities shall be defined with reference to the 

categories of personal data outlined below.  

3.2 In order for the Supplier to provide Services to the Buyer under an Agreement, it is anticipated 

that the Supplier may be required to have access to the Personal Data of the Buyer.  

3.3 Depending on the type of the Personal Data being processed by the Supplier, slightly different 

data protection controls and mechanisms will apply. The Supplier have therefore classified 

Personal Data into three (3) distinct categories: 

CATEGORY OF 

PERSONAL DATA 
DESCRIPTION OF DP AND SUBJECT MATTER OF PROCESSING 

Administrative 
Personal Data 

Personal Data which is necessary for the Supplier to administer and operate 
any Services. Typically, this means contact information of various Buyer 
personnel: 

• personnel involved in the day-to-day management and operation of the 
Services (e.g. IT manager, vendor manager); and/or 

• personnel who log Incidents or Service Requests with the Supplier (e.g. 
Buyer’s service desk). 

The contact information gathered will usually be limited to: 

i) name; and 

ii) e-mail address 

but could also include 

iii) any contact telephone numbers provided by the Buyer and/or a Buyer 
Data Subject; and/or 

iv) an IP address. 

Hosted Personal 
Data 

As part of the data stored by the Buyer using the Supplier Services (and 
notwithstanding any encryption or anonymisation applied to the data by or 
on the instruction of the Buyer) Hosted Personal Data is that element of the 
Buyer’s data stored by the Buyer using the Supplier’s Services which is 
Personal Data; 

Diagnostic Personal 
Data 

As part of managing any Incident and in managing the Services generally, the 
Supplier will necessarily gain visibility to a certain subset of data hosted by the 
Buyer using the Services. Typically, this would come from: 
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CATEGORY OF 

PERSONAL DATA 
DESCRIPTION OF DP AND SUBJECT MATTER OF PROCESSING 

• a screenshot submitted by the Buyer as evidence supporting an Incident; 

• a log file created by Supplier relating to an Incident; and/ or 

• diagnostic data created using Supplier’s standard monitoring and 
management tools. 

Depending on the nature of the Buyer Hosted Information (and the level of 
encryption and/or anonymisation applied to the data by or on the instruction 
of the Buyer), this may well include Personal Data.  

Table A: Categories of Personal Data 

3.4 Subject to the additional detail provided in this Data Processing Agreement, the Buyer and 

Supplier shall have the broad areas of responsibility in connection with any processing of 

Personal Data as detailed in the below table. For the avoidance of doubt, the: 

3.4.1 table is modelled on a combination of the DPA and GDPR principles; 

3.4.2 principles will continue to apply, notwithstanding subsequent amendment to the 

legal principles following Brexit; and 

3.4.3 table does not serve to supersede the detailed data protection principles agreed to 

in paragraphs 4 [General Provisions for Data Controller] to 12 [Subject Access 

Request] of this Data Processing Agreement.  

# DPA & GDPR PRINCIPLES 

RESPONSIBILITY 

ADMINISTRATIVE 

PERSONAL DATA 
DIAGNOSTIC 

PERSONAL 

DATA 

HOSTED 

PERSONAL 

DATA 

1 
Personal data shall be processed fairly, 
lawfully and in a transparent manner. 

Supplier Buyer Buyer 

2 

Personal data shall be obtained only for one 
or more specified, explicit, lawful and 
legitimate purposes, and shall not be further 
processed in any manner incompatible with 
that purpose or those purposes, unless an 
exception applies.  

Supplier Buyer Buyer 

3 

Personal data shall be adequate, relevant, 
not excessive and limited to what is 
necessary in relation to the purpose or 
purposes for which they are processed. 

Supplier Buyer Buyer 

4 
Personal data shall be accurate and, where 
necessary, kept up to date. In accurate 
personal data shall be corrected or deleted. 

Supplier Buyer Buyer 
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# DPA & GDPR PRINCIPLES 

RESPONSIBILITY 

ADMINISTRATIVE 

PERSONAL DATA 
DIAGNOSTIC 

PERSONAL 

DATA 

HOSTED 

PERSONAL 

DATA 

5 

Personal data should be kept in an 
identifiable format and not for longer than is 
necessary for that purpose or those 
purposes, except where an exception 
applies. 

Supplier Buyer Buyer 

6 
Personal data shall be processed in 
accordance with the rights of data subjects 
under this Act. 

Supplier Buyer Buyer 

7 

Appropriate technical and organisational 
measures shall be taken to protect the 
integrity and confidentiality of personal 
data, particularly against unauthorised or 
unlawful processing of personal data and 
against accidental loss or destruction of, or 
damage to, personal data. 

Supplier 
Supplier & 

Buyer 
Supplier & 

Buyer 

8 

Personal data shall not be transferred to a 
country or territory outside the EEA unless 
that country or territory ensures an 
adequate level of protection for the rights 
and freedoms of data subjects in relation to 
the processing of personal data. 

Supplier 
Supplier & 

Buyer 
Supplier & 

Buyer  

Table B: DPA & GDPR Principles 

4. General Provisions for Data Controller and Data Processor 

4.1 The categories and subject-matter of processing shall be as specified in Table A: Categories of 

Personal Data above, consequently: 

Buyer-Controlled Data 

4.1.1 the Buyer shall be the Data Controller (and the Supplier shall be the Data Processor) 

for Buyer-Controlled Data;  

4.1.2 the Buyer shall comply with:  

a) all Data Protection Legislation; 

b) the Agreement 

4.1.3 the Supplier shall only process Buyer-Controlled Data in compliance with the: 

a) Data Processors’ obligations under the Data Protection Legislation; and 

b) the Agreement; 
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Supplier-Controlled Data 

4.1.4 the Supplier shall be the Data Controller for the Administrative Personal Data; and 

4.1.5 the Supplier shall only process Supplier-Controlled Data in compliance with the Data 

Protection Legislation. 

4.2 The Buyer warrants, represents and undertakes that: 

4.2.1 all Buyer-Controlled Data for use on or through the Services, prior to such data being 

applied to the Services, shall comply in all respects, including in terms of its 

collection, storage and processing, with Data Protection Legislation; 

4.2.2 the Buyer Hosted Data shall not include any Sensitive Personal Data (without first 

agreeing additional data protection and information security controls with the 

Supplier); 

4.2.3 it is responsible for ensuring that its specifications and/or requirements for Services 

to the Supplier in respect of Buyer-Controlled Data, as documented within an 

Agreement, are sufficient to satisfy the requirements of the Supervisory Authority;  

4.2.4 it is responsible for the integrity of the information security of its own systems, and 

those aspects of any Services wholly within its control; and 

4.2.5 all instructions given to the Supplier shall, at all times, be in accordance with Data 

Protection Legislation. 

4.3 The Supplier shall support the Buyer in performing its obligations as a Data Controller for 

Buyer-Controlled Data, particularly to: 

4.3.1 implement appropriate technical and organisational measures for the fulfilment of 

the Buyer’s obligation to respond to requests for exercising data subjects’ rights 

detailed in chapter III of the GDPR; 

4.3.2 implement the organisational and technical measures as to assist the Buyer in 

complying with the rights of Data Subjects; 

4.3.3 assist in obtaining approval from a Supervisory Authority where required and 

appropriate; 

4.3.4 assist the Buyer in ensuring compliance with its obligations as a Data Controller, with 

respect to security requirements, considering paragraph 6.1 [Role of the Data 

Controller] and nature of processing and info available to the Supplier, as Data 

Processor.  

4.4 For the avoidance of doubt, the obligations detailed in paragraph 4.3 above shall not require 

the Supplier to provide additional services (including hardware or software) which have not 

been documented within the Solution Design Document, subject to subsequent Change 

Control.  

5. Instructions for Data Processing  

5.1 For Supplier-Processed Data: 
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5.1.1 the Supplier shall process such data only in accordance with the Processing 

Instructions; 

5.1.2 the Supplier shall comply with the Buyer’s reasonable instructions regarding 

processing; 

5.1.3 notwithstanding 5.1.2 and further to paragraph 5.2 below, such instructions shall 

not prevent the Supplier’s legitimate interest in processing Supplier-Processed Data 

in order to perform the Services;  

5.1.4 if Data Protection Legislation requires that the Supplier process such data other than 

in accordance with the terms of the Agreement, it shall: 

a) notify the Buyer of the requirement to do so; and  

b) at the Buyer’s expense, implement such requirement;  

5.1.5 from the GDPR Date, the Supplier shall inform the Buyer if it reasonably believes 

that the Processing Instructions infringes Data Protection Legislation. 

5.2 The Buyer acknowledges that the Supplier relies on legitimate interest as its legal basis for 

processing, which shall be considered Processing Instructions (which are summarised in Table 

C: Processing of Personal Data below), the Supplier shall: 

5.2.1 for Administrative Personal Data: 

a) only process to the extent and in such manner as is necessary: 

i) for the provision of the Services; or  

ii) as required by law or any relevant Regulatory Agency within the 

Jurisdiction; 

b) shall store, process and utilise Administrative Personal Data for the following 

purposes: 

i) in relation to the Incident Management Process; 

ii) general management and governance of the Services under an 

Agreement;  

iii) occasional communication of other services provided by the 

Supplier, and or corporate announcements; and 

iv) satisfaction surveys; 

although individual Data Subjects may opt out of the purposes contained in 

paragraphs iii) and iv) above. 

c) make such transfers pursuant to paragraph 8 [international data transfers]; 

5.2.2 for Hosted Personal Data only process Hosted Personal Data to the extent and in 

such manner as is necessary: 

d) for the provision of the Services; or  

e) as required by law or any relevant Regulatory Agency within the Jurisdiction. 
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5.2.3 For Diagnostic Personal Data:  

f) only process to the extent and in such manner as is necessary: 

i) for the provision of the Services; or  

ii) as required by law or any relevant Regulatory Agency within the 

Jurisdiction; 

5.3 Personal Data shall be processed for the following duration: 

5.3.1 Administrative Personal Data: as long as reasonably needed for operational, 

financial, statutory, regulatory or internal audit reasons; 

5.3.2 Hosted Personal Data: for the duration of the Agreement, or longer as necessary to 

complete decommissioning or Exit Management Services; 

5.3.3 Diagnostic Personal Data: for the duration of the Agreement, or longer as required 

to be retained to satisfy legal, statutory, regulatory or pursuant to paragraph 11 

[Deletion, return and copies of Personal Data]. 

5.4 Subject to the additional detail provided in this Data Processing Agreement, Personal Data 

hosted using the Services will only be processed on the following basis: 

Type of 

Personal Data 
Purpose 

Supplier Relevant 

3rd Parties 
Ex. EEA 

UK US EEA 

Administrative 

Personal Data 

Incident Management Process ✓ ✓ ✓ ✓  

General management and 

governance 
✓ ✓ ✓ ✓  

Supplier communication ✓ ✓ ✓ ✓  

Satisfaction surveys ✓ ✓ ✓ ✓  

Hosted 

Personal Data 

Incident Management Process      

General management and 

governance 
     

Supplier communication      

Satisfaction surveys      

Diagnostic 

Personal Data 

Incident Management Process ✓ ✓ ✓ ✓  

General management and 

governance 
✓ ✓ ✓   

Supplier communication      

Satisfaction surveys      

 

Table C: Processing of Personal Data 
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Note: for entries marked “”, refer to the additional commentary provided in paragraphs 5.2 

[processing instruction and basis for processing] and 8 [international data transfers]. 

6. Organisational and Technical Measures 

6.1 The Parties acknowledge that the Data Controller is best placed to: 

6.1.1 understand the nature, scope, context, purpose, extent and sensitivity of Personal 

Data for which it is Data Controller as well as whether it is likely to result in a high 

risk to the rights and freedoms of natural persons; 

6.1.2 recognise whether its operations relate to large-scale processing operations 

involving a considerable amount of Personal Data which could affect a large number 

of Data Subjects and result in a high risk to their rights and freedoms; 

6.1.3 know that the processing activities are likely to involve high risk practices, including: 

a) systematic and extensive or evaluation of Data Subjects based on automated 

means, such as profiling; 

b) processing on a large scale of special categories of data; 

c) systematic monitoring; and 

d) undertake a data protection impact assessment with regard to such Personal 

Data, particularly with respect to the risk inherent in the processing and, as 

a result, what mitigation measures may be appropriate; and 

6.1.4 reassess whether the procurement of additional services mandate revised 

organisational and technical measures.  

6.2 For Buyer-Controlled Data: 

6.2.1 further to paragraph 6.1, the Data Controller shall be primarily responsible for 

determining the organisational and technical measures (which shall be fully 

documented in the Solution Design Document) required, on the following basis: 

a) the Supplier shall undertake that it has sufficiently adequate 

organisational measures to implement the Buyer’s instructions pursuant 

to b) below; 

b) the Buyer shall assess the risks posed to the Buyer-Controlled Data and the 

Supplier shall assist the Buyer with defining the following, (insofar as it 

relates to the Systems):  

i) the availability and implications of pseudonymisation and 

encryption; 

ii) the state of the art, costs of implementation measures to ensure the 

ongoing confidentiality, integrity, availability, resilience of 

processing systems and services;  

iii) the ability to restore the availability and access to personal data in a 

timely manner in the event of a technical incident; and 



Confidential © Ensono Ltd 2018 

 

 

 

Document Title: G-Cloud 10: Supplier Terms - Lot 1, Infrastructure (AWS) Page: 29 of 32 
Date Published: 22 May 2018  Release:  1.0 (May ’18) 

 

iv) a process for regular testing, assessing and evaluating the 

effectiveness of technical measures for ensuring security of the 

processing. 

6.2.2 the Supplier shall implement and maintain the technical and organisational 

measures detailed below: 

a) the Supplier shall ensure that all personnel who are involved in the 

processing of such data, shall be bound by confidentiality provisions 

through contractual provisions, reinforced by adequate data protection 

training; 

b) continued certification under ISO 27001 (which includes, but is not limited 

to, physical access controls, firewalls, password security, patching, supplier 

management etc.) 

c) any other controls documented in an Agreement; and 

d) any other requirements or instructions made by the Buyer pursuant to 

paragraph 4.2.5 [lawful instructions].  

6.3 For the avoidance of doubt, notwithstanding paragraph 6.2.1 [Data Controller is responsible 

for organisational and technical measures], the Supplier shall retain all control over the choice 

of and technical methodology of its operational tools for the purposes of administering the 

Services, using Diagnostic Data. 

6.4 For Administrative Data, the Supplier shall implement and maintain the technical and 

organisational measures necessary to ensure compliance with obligations and safeguarding of 

rights under the GDPR. 

7. Sub-processing 

7.1 This clause 7 only applies to Buyer-Controlled Data (meaning Hosted Personal Data and 

Diagnostic Personal Data).  

7.2 In terms of sub-processors: 

7.2.1 the Buyer consents and authorises the Supplier in the use of the sub-processors who 

are already incorporated in or used to support the Supplier’s delivery of the Services 

described in the Solution Design Document, Service Description or other document 

incorporated into the Agreement; and  

7.2.2 for any new sub-processors from the GDPR Date, the Supplier shall obtain the 

written consent of the Buyer prior to their engagement and shall seek to impose the 

terms of this Data Processing Agreement on the sub-processor or, where not 

possible, warrant their performance with the GDPR.  

7.3 Notwithstanding paragraph 7.2 above, the Buyer permits the Supplier to use additional, 

alternative or replacement sub-processors in providing its Services, provided that such third 

party contracts and services afford no less rigorous data protection standards than this Data 

Processing Agreement and meets the standards and requirements of any Approved Transfer 

Mechanism and the Supplier notifies the Buyer of such.  
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7.4 The Buyer acknowledges that unreasonable failure to grant consent, withdrawal of consent or 

objections to specific sub-processing pursuant to paragraph 7.2 and 7.3, may cause adverse 

implications, from disruptions or failure to meet any SLA to ultimate contract performance 

frustration. The Buyer shall hold the Supplier harmless for such implications.   

8. International Data Transfers  

8.1 The Buyer agrees that the Supplier may transfer Buyer-Controlled Data within the EEA, 

provided that the Supplier only does so in accordance with the Data Protection Legislation.  

8.2 The Buyer agrees that the Supplier may transfer Administrative Personal Data and Diagnostic 

Personal Data to countries outside the EEA (before the Brexit Date) or outside the UK (after 

the Brexit Date) to any the Supplier Affiliate or International Recipient for the purposes 

specified in paragraph 5.2 [purposes of processing], provided that: 

8.2.1 all transfers by the Supplier shall, to the extent required under the Data Protection 

Legislation, be effected by an Approved Transfer Mechanism; and 

8.2.2 the Supplier Affiliates and all International Recipients shall be subject to 

confidentiality and data protection principles which comply with the Data 

Protection Legislation. 

8.3 For the avoidance of doubt and further to clause 10.12 [data sovereignty] of the Supplier 

Terms, Hosted Personal Data shall not be transferred as detailed in paragraph 8.2 above except 

where specifically documented within an Agreement.  

8.4 Paragraphs 8.1 to 8.3 shall constitute part of the Processing Instructions, with respect to 

transfers.  

8.5 Notwithstanding paragraph 8.1 above and further to paragraph 7.4, the Buyer shall be entitled 

to request in writing that Supplier cease making such international data transfers from the 

date of such request. For the avoidance of doubt, any transfers made prior to the request shall 

remain valid (provided always that they complied with the Data Protection Legislation at the 

time of transfer).  

9. Records, information and audit 

9.1 The Supplier shall maintain written records of all categories of processing activities carried out 

on behalf of the Buyer, as required by the Data Protection Legislation, including: 

9.1.1 the details of the controller/processor and any representatives/ data protection 

officers; 

9.1.2 the categories of processing activities performed; 

9.1.3 information regarding International data transfers; and 

9.1.4 a general description of the security measures implemented in respect of the 

processed data. 

9.2 The Supplier shall make available to the Buyer such information as is reasonably necessary to 

demonstrate the Supplier’s compliance with the obligations of Data Processors under the Data 
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Protection Legislation and allow for and contribute to audits, including inspections by the 

Buyer or their duly appointed auditor on, the following basis: 

9.2.1 the Supplier reserves the right to require any auditor to execute a Non-Disclosure 

Agreement prior to being permitted to review any of the Supplier’s documents, 

processes or systems; 

9.2.2 the Buyer shall issue a written request to audit at a date no less than twenty (20) 

Office Days from the date of the request; 

9.2.3 the Supplier shall reserve the right to reschedule any Audit within a period of thirty 

(30) Office Days of the requested audit date where it is necessary (at the Supplier’s 

sole discretion) for business or operational reasons or due to high volumes of other 

Buyers’ audits; 

9.2.4 each Party shall bear its own costs, provided that the Audit does not take place more 

than once in a twelve (12) month period. Where the Buyer requests additional 

audits, it shall pay Supplier its resourcing and operational time at its then-current 

professional services rate; 

1.1.1. the Supplier shall reserve the right to limit access to or refuse copies to be made of 

documents, systems, records or other sources of information where necessary to: 

a) ensure business continuity, minimise technical or operational disruption; 

and/or 

b) protect the confidentiality and data protection of its employees, suppliers 

or other clients. 

10. Breach notification 

10.1 In the event of any Personal Data Breach: 

10.1.1 where it relates to Buyer-Controlled Data, the Supplier shall: 

a) without undue delay notify the Buyer of the occurrence and all such details 

as are known at the time of such notification and which are required by 

the Data Protection Legislation; 

b) provide the Buyer information updates as often as is commercially feasible, 

considering the information available, the frequency or speed at which 

new information may be obtained or discoverable and the nature and 

severity of the actual or potential Personal Data Breach;  

c) treat such incident as a Priority 1 Incident in accordance with the SLA; and  

10.1.2 where it relates to Supplier-Controlled Data, the Supplier shall comply with 

obligations imposed on the Data Controller under Data Protection Legislation.  

11. Deletion, return and copies of Personal Data  

11.1 Further to paragraph 5.3 [duration of processing], the Supplier shall, at the Buyer’s written 

request, within a reasonable time on the earlier of: 
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11.1.1 the end of the provision of the relevant Services related to the processing, or longer 

as required for Exit Management Services; or 

11.1.2 once processing by the Supplier of any Personal Data is no longer required for the 

purpose of the Supplier’s performance of its relevant obligations under the 

Agreement;  

either: 

11.1.3 return all Personal Data to the Buyer in such a form as the Buyer reasonably 

requests; or  

11.1.4 delete existing copies (unless storage of any data is required by Applicable Law and, 

if so, the Supplier shall inform the Buyer of any such requirement). 

12. Subject Access Requests 

12.1 The Data Protection Legislation provides that individual Data Subjects are entitled to know the 

extent of any Personal Data held about them by various providers. Data Subjects can formally 

request this information from a Data Controller or Data Processor by way of a Subject Access 

Request. 

12.2 The Supplier and the Buyer shall provide full and prompt cooperation and assistance to each 

other in relation to any Subject Access Request made by any Data Subject. 

12.3 In the event the Supplier receives a Subject Access Request directly from any Data Subject, 

then: 

12.3.1 where the Buyer is the Data Controller, then the Supplier will promptly: 

a) notify the Buyer that the Supplier has received a Subject Access Request;  

b) forward the Subject Access Request to the Buyer for handling; and 

c) notify the Data Subject that it has forwarded the Subject Access Request 

to the Buyer for handling; 

and shall be entitled to levy an additional charge on the Buyer for its reasonable 

time and effort utilised in providing such prompt cooperation and assistance 

12.3.2 where the Supplier is the Data Controller, then the Supplier will promptly comply 

with the request, without charge to the Data Subject, in accordance with the 

principles and timeframes of its Subject Access Request Policy. 

 

 

 

 


