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            1. Who are Business Systems? 
 

Business Systems (UK) Ltd is the UK’s largest independent provider of Voice Recording and Workforce 

Optimisation (WFO) technologies. Founded in 1988 we have over 30 years of history implementing and 

maintaining this technology for commercial, institutional and government customers, we were also one 

of the first companies to migrate these services into the cloud in 2008. 

 

This means that the advice we offer our customers is both experienced and unbiased, as we will provide 

‘best fit’ Software as a Service (SaaS) solutions from industry leading manufacturers, then provide all the 

necessary expertise to implement and deliver the working solution. 

 
Many of the services we deliver to our customers must service operations which are ‘mission-critical’ 

and where projects have a high degree of complexity, not least transitioning legacy systems data into 

the new environment whilst still maintaining full operational integrity; our customers in Air traffic 

Control (NATS), Bank of England, Emergency Services and The Home Office bear witness to that process. 

 

Our aim is to help organisations increase the productivity and security of their business operations 

using SaaS applications such as Voice Recording (telephony and face to face) Workforce Management, 

Interaction Analytics and Robotic Process Automation. 

 

And finally provide our customers with the full migration service from legacy ‘on-premise’ to cloud or 

hybrid cloud as best fits their needs. 
 
 

2. What is the Service? 
 
 

The face-to-face recording service makes it simple to capture and securely store recordings of face-to-face 

business conversations. Staff log in to the face-to-face recording service and enter the client's reference 

details, and the conversation is recorded. 
 

To ensure that conversations are kept confidential and secure, they are encrypted and archived in the data 

vault. The data vault provides a robust and highly secure platform to store recordings. 
 

By default, data is stored for five years, but this can be changed to meet your data retention policies. 
 

You can search, analyse and play back recordings through the eDiscovery solution, compliance console 
 

  
 
 
 
 
 
 
 
 



 

 

Service Summary: 

The face-to-face recording service provides the following benefits for organisations: 

 

 Robust, offline recording: The service provides a complete solution to capture and store all face-to-face 

conversations, and to securely cache these on the device until a data connection is established with the 

vault. 

 Secure: Data is encrypted at rest and in transit. 

 Tamper evident: All recordings are signed with HMAC to ensure data authenticity. Additionally, all 

access to recordings is audited. 

 Simple eDiscovery: Data is indexed using rich metadata, including contact names, and is discoverable 

through a user friendly, secure web console. This enables recordings to be quickly located. 

 

Service Description: 

Key capabilities: 

The face-to-face recording service comprises the following capabilities: 

 Offline recording: Conversations are encrypted and cached on the device until a data connection with 

the vault is established. 

 Secure storage: All recorded conversations are securely stored in the vault. 

 Data security: Data is encrypted at rest and in transit with an option to encrypt with your own keys. 

All access is audited and tamper evident. 

 Simple eDiscovery: Data is indexed using rich metadata, including contact names, and is discoverable 

through the compliance console. This enables recordings to be quickly located. 

 Listen to and share recordings: Use the compliance console to replay recordings, and to download 

them to share with third parties. 

 Tamper evident: Because all recordings are signed with HMAC, the compliance console can compare 

recordings to the originals stored in the vault. 

 Audit log: The compliance console logs who has accessed the console and their activity including their 

search history, the files they replayed and the files they downloaded. 

 Robust infrastructure: High-availability infrastructure to ensure continued service if system 

components fail. 

 

Native Tablet capabilities:  

face-to-face recording captures the following metadata about each conversation: 

 

 The user details (name and email address). 

 The client participating in the conversation. 

 Duration of the recording. 

 Time of the recording. 

 

The face-to-face recording application continues to record the conversation even when in the background 

so that other applications can be opened during the meeting. 

 



 

 

When offline, recordings are secured using the device’s operating system encryption facility. This can be 

supplemented by deploying Mobile Device Management software to add enhanced encryption schemes. 
 

3. Secure Storage 
 

 
All infrastructure is designed to be highly robust with a resilient n+1 architecture, geographic resilience 

and no single point of failure. 

 

When the platform establishes a data connection with the vault, the recording is signed, encrypted and 

archived in the vault for five years by default. This retention period can be changed to meet your data 

retention policies. 

 

The vault provides 11 9’s SLA for durability of data and a 4 9’s SLA for availability as standard and 

manages data resilience across multiple availability zones automatically. 

 

Data is permanently deleted once the retention period is over or when your organisation leaves the 

platform. However, a record of any deletions are maintained throughout your service contract. 

 

The data vault provides a secure platform for storing recordings. The platform is designed to be multi-

tenanted, and the following principles ensure that customer data is securely partitioned: 

 

 Data records are segregated using customer identifiers and the recorded content is encrypted with a 

different key for each record. 

 Strong and granular access control rules ensure that users can only view and access data within their 

tenancy. 

 The data vault is PEN tested to provide assurance that customers cannot view data from other 

tenancies. 

 

Access to the vault using the compliance console is restricted to authorised personnel and is password 

protected. All access and activity on the compliance console is recorded in the audit log. 

 

If your service includes transcription, you can use the compliance console to search for individual phrases 

in face-to-face recordings. If you add custom fields to the face-to-face app, you can also search for these 

using the compliance console. 

 

Two-factor authentication is available for the compliance console using a Time-based One- time Password 

Algorithm (TOTP) which is supported by a wide range of clients. 

 

 

 



 

 

Data encryption 

 

All data, including recordings and metadata, are encrypted in transit. 

 

Data assurance and compliance 

 

Business Systems is ISO 27001 accredited. 

 

The data vault has industry-recognised certifications including PCI DSS Level 1, SOC 1, SOC 2, SOC 3, 

FISMA Moderate, FedRAMP and HIPAA. 

 

Data storage is compliant to EU Data Protection regulations. 

Face-to-face recording is working towards IASME certification, with approval pending. 

  

Format of voice recordings 

 

Face-to-face recordings are encoded with a sample of 44100 Hz and a bit rate of 72kb/s 

 

Search recordings 

 

All recordings are stored in the data vault with the metadata that was collected during the conversation. 

This metadata is used to help search and filter lists of recordings. 

 

You can search with one, or a combination, of these search criteria: 

 

• User name: The first or last name of the user. 

• Date or time: A date or time range. 

• Unique ID: Each recording stored on the vault is assigned a unique identification number. This 

number can be used if you need to find a specific recording. 

• Client name: The name of the client participating in the recorded conversation. 

• Client ID: The unique ID assigned to the client. 

• Recording duration: The duration of the recording. 

• Custom fields: An element in a custom field, if added. 

• Transcription: A word or phrase in the transcription of the recording. Only available to services 

with transcription added. 

 

Using the search features you could, for example, search for all conversations between the 

09/11/15 at 09:00  to  10/11/15 at 18:00. 

 

Download recordings 

 

If a recording needs to be reviewed by someone other than the compliance officer, the compliance officer 



 

 

can use the compliance console to review and download recordings. 

 

Using the compliance console the compliance officer can play back recordings. 

 

The compliance officer has the option to download the recording as a W AV file. 

 

Data extraction 

 

By prior arrangement, it is possible to extract data using an HTTPS based bulk extraction API. The API 

ensures a resilient and robust mechanism to extract data with no loss of records. The content and the 

metadata are both provided, so data can be re-indexed. 

 

Business Systems will agree the format of data extraction with the customer, the services for which will 

be provided on a time and materials basis (see pricing section). 

 

Validation checks 

 

If a recording has been downloaded, the compliance officer can validate the authenticity of the 

downloaded file with the original data stored on the vault. 

 

Audit log 

 

The compliance console includes an audit log. This log provides a detailed list of when and who has 

accessed the compliance console and what they did when they were logged in. 

 

The audit log provides the following information: 

• The compliance console login dates and times 

• The compliance console log out dates and times 

• History of any recordings that have been played back 

• History of any recordings that have been downloaded 

• History of any searches made and by compliance officers 

• The audit log can be searched using a range of options and filters. 

  

The audit information is permanent and cannot be deleted. Once a compliance officer is created and has 

accessed the compliance console, they cannot be deleted. This ensures that the audit logs remain 

accurate. Access to the compliance console can be revoked by removing login rights to the user.  



 

 

 

 

The data vault provides 11 9’s SLA for durability of data and a 4 9’s SLA for availability as standard 
and manages data resilience across multiple availability zones automatically. 

 
Data is permanently deleted once the retention period is over or when your organisation leaves the 

platform. However, a record of any deletions is maintained throughout your service contract. 

 
The data vault provides a secure platform for storing recordings. The platform is designed to be 

multi-tenanted, and the following principles ensure that customer data is securely partitioned: 

 
Data records are segregated using customer identifiers and the recorded content is encrypted with a 

different key for each record. 

Strong and granular access control rules ensure that users can only view and access data within their 

tenancy. 

The data vault is PEN tested to provide assurance that customers cannot view data from other 

tenancies. 

 
Access to the data vault using the compliance console is restricted to authorised personnel and is 

password protected. All access and activity on the compliance console is recorded in the audit log. 

 
Two-factor authentication is available for the compliance console using a Time-based One-time 

Password Algorithm (TOTP) which is supported by a wide range of clients. 

 



 

 

 

 

 

4. On-boarding and Off-boarding Support 
 

 
Business Systems’ Cloud Services are delivered in the form of Software as a Service (SaaS) and as a 

result, can be very quickly deployed. 

 
The following items are part of the on-Boarding process: 

 
• You initially contact your account manager or email us on  sales@businesssystemsuk.com 
• We receive a signed order 
• The service is provisioned within 30 days 
• Any porting is agreed where required 

 
To port a user’s existing phone number to this platform, the following information must be 
provided: 

 

• User's existing phone number 
• PAC code for the phone number to be ported 
• Port date 

 

After the above information has been provided, and the order has been verified, the Business Systems 
Service Desk confirms when the phone number port will take place.  

 

Training 
 

Where professional services are required, and contracted for by a customer, consultancy and training 

are delivered by seasoned Business Systems experts who are adept in delivering these services to 

multi-site, complex environments. 
 

It is not expected that training will be required for the set-up of this platform. 
 

Support 
 

Business Systems provides 1st, 2nd and 3rd line support facility to its customers via the Customer 

Service Centre (CSC) based in Isleworth. The CSC operational hours are 08:00 to 17:30 UK time Monday 

to Friday (excluding Bank holidays). 98% of calls are answered within 5 seconds and 1st technical 

response is typically within 20 minutes. 
 

Cases are logged by telephone, web-portal or email; all cases are assigned with a unique reference 

number. These are owned by the CSC who allocates the case to suitable engineering resource. The 

CSC monitors the case/project through to completion and will also make aware, via email or phone, 

of any unforeseen issues we have proactively identified. 
 

A 24-hour facility is also available. Any cases reported prior to 08:00 or after 17:30 in accordance with 

your hours of cover or in the event of a UK bank holiday will be responded to via an on-call engineer 

using the PIN provided

mailto:sales@businesssystemsuk.com


 

 

5. Pricing Overview 
 
 

Unit Price Pricing Notes 

£12 - £50 per user per 
month 

Assumes Bronze Support(Mon-Fri, 9-5pm) 
Pricing Excludes VAT at the prevailing rate 

 
 

Exclusions 
 

Professional Services 
 

If contracted, professional services can be provided at £1,200 per 

day. This includes consultancy, training and data extraction services. 

 

6. Service Levels 
 

Business Systems provides five levels of support including: 

 
1. Platinum - Full support, 24 hours a day, 365 days per year with 4 hours response (remote access is 

a pre requisite). 

 
2. Gold - Full support, 0800-2000 hours a day, 365 days per year with 4 hours response (remote access 

is a pre requisite) 

 
3. Silver - Standard on-site support (including telephone support), 0800- 2000 Monday-Saturday; 

Response time of 8 hours UK (typically 4 hours in the City of London) 

 
4. Bronze - Basic on-site support (including telephone support), 0900-1700 Monday-Friday; Response 
time of 8 hours UK (typically 4 hours in the City of London) 

 
5. Tailored Service Level - Based on the customer's requirements e.g. custom support hours, on-site 
support, technical account manager etc. 

 
Please note, Bronze support is provided as standard. 

 

 

 

 

 

 

 

 



 

 

Business Systems Service Desk 
 

Business Systems provides 1st, 2nd and 3rd line support facility to its customers via the 

Customer Service Centre (CSC) based in Isleworth. The CSC operational hours are 08:00 to 

17:30 UK time Monday to Friday (excluding Bank holidays). 98% of calls are answered within 5 seconds 

and 1st technical response is typically within 20 minutes. 

 

Cases are logged by telephone, web-portal or email; all cases are assigned with a unique reference 

number. These are owned by the CSC who allocates the case to suitable engineering resource. The CSC 

monitors the case/project through to completion and will also make aware, via email or phone, of any 

unforeseen issues we have proactively identified. 

 

A 24-hour facility is also available. Any cases reported prior to 08:00 or after 17:30 in accordance with 

your hours of cover or in the event of a UK bank holiday will be responded to via an on-call engineer using 

the PIN provided. 

 

The Customer Contact can raise issues with the first line Service Desk. If the issue cannot be resolved it is 

escalated to second and third-line support. 

 

 

Service Level Matrix 
 

PROBLEM RESPONSE BY MAINTAINER 

Priority  1 (P1) 

Critical or Major impact on business 

processes and no workaround. 

Maintainer will provide a response as soon as possible, 

and a qualified member of its staff will begin to diagnose 

and correct a Priority 1 case as soon as reasonably possible 

but in any event work will commence on the resolution 

within agreed SLA response times. 

Maintainer will continue to provide reasonable efforts to 

resolve Priority 1 cases in less than 24 Contracted Hours. 

The resolution may be delivered to the Client as a work-

around or as an emergency software fix. If the Maintainer 

delivers an effective work-around, the classification will 

drop to a Priority 2 case. 

Priority 2 (P2) 

Any other problem which is not 

classified as a priority 1 

 

Maintainer will provide a response as soon as possible, 

and a qualified member of its staff will begin to diagnose 

and correct a Priority 2 case as soon as reasonably possible 

but in any event work will commence on the resolution 

within SLA. 

Priority 3 (P3) 

Request for information or non-

service affecting issue. 

Maintainer will provide a response as soon as possible. 

 



 

 

 

Change management 

 

The data vault is managed under a strict change management policy. Any change to the cloud 

environment follows industry standard ITIL best practice. All changes are assessed for risk and impact, 

and detailed testing and roll-back plans are put in place to ensure quality is maintained. 

 

Capacity management 

 

The data vault is an elastic environment which can be expanded quickly to cope with demand. Capacity is 

managed to ensure new customers are able to start using the service without delay. 

 

The face-to-face recording does not limit the amount of data stored by a single customer. The limits are 

only bound by the commercial terms agreed. 

 

Monitoring 

 

The data vault is monitored by a dedicated team of engineers in a secure UK based Network Operations 

Centre (NOC). The team monitor the platform 24 hours a day, 7 days a week, to ensure the health of your 

service is maintained at all times. 

 

The NOC monitors the service through a resilient industry-standard monitoring system. 
 

 

7. Ordering and Invoicing Process 
 

Ordering process: 

All customers are assigned a Business Systems account manager who will generally be the first point of 

contact for commercial queries. Any customer requirements are discussed and documented in a works 

order for sign off by the customer before any additional cloud services can be set up. 

 

• Information and sales enquiries can also be directed to Tel 020 8326 8200. 

• Purchase Orders should be sent to  sales@businesssystemsuk.com or the assigned account manager. 

• Payment terms are 30 days 

• All charges are subject to VAT at the prevailing rate 

 

Adding products or more users 

Customer Contacts can add users as required using the Online Management Console. Additional products 

must be ordered from the Service Desk. 

 

When placing an order for platform  products, please provide the following information: 

 

• Order reference number 

• Account name 



 

 

• Product details: contract term and quantity 

• All authorised compliance officers' contact email addresses 

• The defined retention period for record storage, in years and months 

 

 

8. Technical Requirements 
 

This section provides information about technical requirements of face-to-face recording. 
 
Compatibility 
As a cloud service face-to-face recording requires no additional hardware or software to be deployed. 
 
 
Compliance consolw 
The compliance console is web- based and supports all modern internet browsers. 
 
 
Face-to-face recording app 
The face- to- face recording app is available on iOS. Android and HTML5 clients will be released soon. 
• iOS: iPhones running 8.0 and later. 
 
Available on the App Store. 


