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SERVICE DEFINITION – INTEGRA CENTROS - ERP IN THE 
CLOUD 

1 OVERVIEW OF THE INTEGRA IN THE CLOUD SERVICE  

 

Integra Centros (Integra) is a fully-integrated, comprehensive suite of business process-oriented software 
modules which creates a tailored finance and procurement solution that aligns to customer requirements. 
Should integrated HR and Payroll functionality be required or considered as part of a longer-term back office 
roadmap, the scope of Integra can be extended to provide a complete ERP solution. 

Integra enables organisations to manage all financial management requirements via a comprehensive, web-
based, modular, intuitive solution, hosted on Microsoft Azure Cloud.  

The service provides flexibility in the selection of modules to suit the specific needs of each organisation, 
including a templated implementation methodology – the Integra Total Implementation Methodology (iTIM) - 
resulting in reduced setup costs, lower risk and quicker deployment, helping organisations minimise the time 
to realise the benefits and return on investment. 

1.1 OVERVIEW 

Integra provides a comprehensive range of software application modules for use by Finance, Procurement 
and Self-Service users throughout the organisation. 

Capita delivers a modern hosted service for Integra via Microsoft Azure Cloud.  

Microsoft Azure Cloud is a market leading, highly resilient, scalable cloud platform and ensures high availability 
and reliability. 

The Integra software suite has been developed with key outcomes in mind. These are: 

• Intuitive, web-based, easy-to-use user interface for professional and self-service users; 

• Flexible and automated workflow throughout to improve speed and accuracy of business 
processes; 

•  Reporting capability providing greater visibility, control and governance across your 
organisation through comprehensive reporting and Business Intelligence tools. Inbuilt fully 
integrated modules such as budget forecasting & monitoring and fixed assets to ‘ensure single 
version of the truth’, auditability – reducing or eradicating spreadsheet dependence and 
associated manual processes 

• Low administrative overhead; 

• Flexibility and scalability to ensure the solution and service continues to meet the needs of the 
organisation and users through re-organisations, changes and growth requirements; 

For more than 30 years Capita has harnessed our experience of hundreds of implementations and customer 
experiences to provide a gold standard service that best meets the needs of our customers and their individual 
users. 

1.2 FUNCTIONALITY 

1.2.1 Functionality of the Software 

The Integra service is highly configurable and rich in functionality. There are two types of user within Integra: 

• Finance Users: Normally members of the back office/finance staff requiring access to core 
ledgers, budget modelling, invoicing, administration and report writers. 

• Self-Service Users: Normally business users requiring occasional access for budget 
enquiries, approvals, expenses, requisitions/purchase orders and reports. 
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Business Process Automation is a common thread through all application modules in the form of configurable 
workflows and alerts, multi-tiered approval hierarchies and the attachment of any supporting documentation. 

Scope of key module solutions include: 

 

 

 

 

1.2.2 Functionality of the Service 

1.2.2.1 Compatibility and inter-operability 

Interfaces of data to and from third party systems can be achieved through the provision of standard interfaces. 
Integra includes a module called the Integra Integration Gateway (IIG) that allows it to seamlessly interface to 
many types of 3rd party systems using standard, non-proprietary protocols. 

Additionally, Integra contains tools to enable users to quickly and easily import data from Microsoft Office 
documents (e.g. a Microsoft Excel worksheet) as part of most user interface grids. This can be used to import 
data such as journals. 

For any complex integrations that arise, we have a dedicated team for handling custom integrations. 

1.2.2.2 System Management 

Backup 

Back up procedures will be automated and run outside normal working hours to achieve a full backup of files. 

Data security/Integrity 

As the solution is based on a Microsoft Azure platform, Integra is delivered over a secure HTTPS connection 
ensuring end-to-end encryption. The database is Microsoft SQL Server, which ensures data is encrypted at 
rest and during transit.  

The technical architecture of Integra includes a front-end using Azure’s Application Gateway (a layer 7 load 
balancer with integrated web application firewall) and all connections – whether from users or other systems 
– terminate at servers inside a DMZ, providing a high-degree of network protection. 

Integra can be restricted to only accept connections from certain IP addresses. Moreover, we can integrate 
customer owned VPNs into the connection to allow users to work remotely in a secure and controlled 
environment.  
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The solution is monitored by Microsoft 24x7x365 and contain security teams in conjunction with the intrusion 
detection and prevention capabilities of the data centre environments. 

Access to the system, both for enquiry and for update, is be strictly controlled.  Each user will have a unique 
identifier which will restrict their access to all except their authorised enquiry/update requirements. All 
passwords will be encrypted on the system. 

The system is ISO27001 and SAS70 accredited. 

Capacity and Performance Management 

The system performance will be reviewed by the appointed Capita service manager. System support will be 
provided and co-ordinated via Capita’s customer services desk. 

1.2.2.3 Data retention 

Information on online and archived data. The historical data will be held in accordance with the Data Retention 
Policy available on request. Archiving of report and log files, will be agreed as part of the implementation. 
Capita will then make sure that these automated processes are running correctly on a daily/weekly/monthly 
basis. 

1.2.2.4 Audit trail 

The Integra solution allows for a full audit trail of all transactions and all updates to master data including, for 
each transaction/update: 

• Date and time of processing  

• User ID  

• Nature of change.  

1.2.2.5 Development 

The Integra modules are under continuous development with 1 major new release per annum. 

Capita’s Integra cloud-based services can handle platform upgrades, server upgrades and patching for third-
party products such as SQL Server, Windows Server and Microsoft .NET. 

 

2 INFORMATION ASSURANCE  

 

Capita use Microsoft Azure data centres based in London (zone - UK South) and Cardiff (zone - UK West),  
ensuring data residency, sovereignty, compliance, and resiliency. This allows customers with specific data-
residency and compliance needs to keep their data and applications close. Geographies are fault-tolerant to 
withstand complete region failure, through their connection to the dedicated, high-capacity networking 
infrastructure. 

Each availability zones are physically separate locations within an Azure region. They are made up of one or 
more data centres equipped with independent power, cooling, and networking.  

 

3 BACKUP/RESTORE AND DISASTER RECOVERY PROVISION  

3.1 BACKUP/RESTORE 

Integra is backed-up using Microsoft SQL Server which is highly resilient to disruption in the hosting 
environment and should an issue occur the chances of data integrity being compromised is extremely low. In 
the highly unlikely occurrence of data corruption Capita would restore the backup. 

Capita will handle all the backups of the solution including daily, incremental online backups and weekly offline 
backups. Capita’s approach would be to take transactional backups every hour and full database backups 
every 24 hours. Backups can be taken whilst users are using the system and whilst the system is offline without 
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affecting the application. Backups can be taken offline in situations where full copy of the system is required 
guaranteeing no changes are being made at the same time. 

The service includes disaster recovery planning. In the event of a disaster Capita offer a recovery time objective 
(RTO) of 12 hours and recovery point objective (RPO) of 1 hour. 

Microsoft Azure uses storage replication to ensure high availability and durability in case of a disaster. Storage 
replication copies your data within Integra and replicates it to another data centre in a secondary region – if 
any hardware corruption, network or power outage and natural disaster happens within the primary region all 
data will be readily available in the secondary region. 

. 

4 ON-BOARDING AND OFF-BOARDING PROCESSES / SCOPE  

4.1 ON-BOARDING 

The service provides flexibility in the selection of modules to suit the specific needs of each organisation, 
including a templated implementation methodology – the Integra Total Implementation Methodology (iTIM) - 
resulting in reduced setup costs, lower risk and quicker deployment, helping organisations minimise the time 
to realise the benefits and return on investment. 

In addition to the standard service the customer may receive further training and consultancy to be charged in 
accordance with the published SFIA rate card. 

Static data to be brought on-board can be uploaded via template spreadsheets, provided by Capita.  

4.2 OFF-BOARDING 

The off-boarding process must be initiated via a request to the Capita Service Desk at least three months 
before the desired exit date. Capita will agree an off-boarding plan with the customer detailing the tasks, 
responsibilities and timescales. The off-boarding process will include a standard data extract taken and passed 
securely back to the customer and/or controlled destruction of the data that has been held on the system. All 
customer user accounts will also be removed from the service.  

Where customers do not require consultancy services to off-board and would instead prefer to extract the data 
themselves to not incur additional charges, this can be achieved by the use of the solution’s standard extraction 
tools to export the data into industry standard formats such as xml and csv.  

 

5 PRICING  

Please refer to separate Pricing document. 

 

6 SERVICE MANAGEMENT DETAILS 

Capita implements ITIL best practice which will ensure the delivery of efficient reactive and proactive service 
management activities. Capita’s ITIL based service desk and processes will function as a single point of 
contact for customers, managing changes, service requests, incidents and problems. Hierarchical and 
functional escalation will be utilised, if required, to ensure the effective resolution of all calls logged within the 
agreed Service Levels.  

6.1 SERVICE CENTRE HOURS  

The Capita Customer Service Centre is available during the hours of 09:00 and 17:30 Monday to Friday, 
excluding English Public Holidays. Any reference to Working Minutes, Working Hours or Working Days within 
this document refers to a time period or measurement on the above basis.  

6.2 SECURITY INCIDENTS AND MALICIOUS CONTENT  

Capita shall maintain the integrity and security of the service to ensure that the data of individuals and/or 
groups is secure. 
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Capita shall remove any material that in our reasonable opinion puts the integrity of the service at risk or makes 
either Capita or the customer susceptible to legal action, following receipt of notice from the customer or third 
parties that such material has been accessed or discovered. 

Capita reserves the right to remotely disconnect / exclude any users, devices, site or sites where there is 
reason to believe that their presence constitutes a significant risk to the integrity, legality or performance of the 
service platform, especially where such risk may affect a number of customers. Such a disconnection will not 
count as a fault.  

If Capita deems it necessary to disconnect a site or device, where reasonably practicable to do so, we will 
attempt to contact the customer before doing so. 

When it can be demonstrated to Capita that the threat has been removed, the connection will be reinstated. 

Any apparent fault caused by security incidents defined in this paragraph shall be excluded from the 
measurement of Service Levels, provided Capita has not contributed to such security breaches by failing to 
meet its obligations in respect of security as set out in this agreement. 

6.3 INCIDENT MANAGEMENT 

Capita will investigate and resolve any incidents logged with the Service Desk, following its ITIL best practice 
Incident Management process. 

Each Incident will be logged and allocated a unique reference number. Relevant information is captured when 
the call is logged to facilitate a prompt resolution. An Incident Priority will be allocated in line with the agreed 
Service Level Agreement. The Service Desk will proactively manage the incident until it is has been 
satisfactorily resolved and closed, in agreement with the customer. Incidents will be escalated where 
appropriate and if the Service Desk is unable to resolve the incident at first contact it will be passed to 
second/third line support as necessary. 

6.4 CHANGE MANAGEMENT 

Change Management is a structured process of notification and communications to be used in consultation 
with the customer. Should there be any areas or incidents that may require potential system downtime or is a 
potential risk to the customer’s service, for example software upgrades or maintenance processes out of hours, 
then these will be notified to the customer.  

The Service Delivery Manager (SDM) and the customer’s appointed officer will ensure that all requests for 
changes are logged and formally approved using the agreed procedure as detailed below. 

Capita will only be permitted to implement changes that have been jointly agreed.  

The customer will provide an initial list of authorised signatories in advance of the contract commencement. 
Capita shall not accept orders from the customer unless authorised by one of the officers notified to Capita. 

Change Requests may be raised either by Capita or by the customer. 

6.4.1 Capita’s Customer Service Centre Change Management Procedure 

The Change Request will be logged in the Capita Support Desk system by Capita and actioned as follows: 

• Approved changes by Capita will be actioned within the agreed Service Level metric. These 
will be charged in accordance with a price quoted in writing by Capita and accepted by the 
customer’s authorised signatory. 

• All prices will be fixed and will include all professional services except for fees that are subject 
to site survey or the levy of applicable taxes such as VAT. 

6.4.2 Chargeable Work 

For any incident that is not covered via the support service, Capita may at its discretion invoice the customer 
for the time and materials spent on that Incident. 

Invoices raised will be paid by the customer to Capita within 30 days of issue.  
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7 SERVICE CONSTRAINTS  

7.1 MAINTENANCE WINDOWS 

When the service is live there will be scope for users to change and update configuration to align with their 
business processes. The customer will have full control of this. There will be no regular scheduled downtime. 
Backups will be scheduled to run overnight and any patching will be scheduled in accordance with the 
customer’s needs and requirements. 

The expectation for the customer would be that they are maintaining current version minus one for the 
production environment to ensure that they are fully supported. This will generally equate to one version 
upgrade per year. 

 

8 SERVICE LEVELS  

8.1 SERVICE LEVELS 

Service  

Service Level Target 99.5% 

Service Period Monthly 

Measurement Method Ability to login to Integra.   

8.2 MONITORING 

All services and their dependencies are continuously monitored to ensure that in the event of a service going 
down the dedicated managed service team are alerted immediately and are able to resolve them efficiently 
and in a timely manner. 

Monitoring is also designed to highlight issues prior to them causing a major issue or downtime with the system. 
In many cases these measures reduce the risk of downtime through small issues manifesting themselves into 
larger issues. These in turn could create downtime as a result of no action being taken. 

8.3 PERFORMANCE 

Under normal operating and network load for the contracted level of concurrent users the following average 
service response times can be expected: 

• Search transactions for the retrieval and display of a record via a unique reference number 
will take no longer than 2 seconds; 

• Search transactions consisting of one or two search fields should take no longer than 5 
seconds; 

• Search transactions with more than two but less than ten search fields should take no longer 
than 10 seconds to complete for 90% of searches. The response time for the remaining 10% 
should not exceed two minutes; 

• For data input / validation transactions and simple screen enquiries involving single key 
searches, response times should be within 3 seconds for 90% of transactions, assuming 
average daily system workloads.  

The following transactions are excluded from this: 

• Management Reports 

• End of Year Routines 

• Complex Discoverer / Queries 
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If a user does need to run an intensive operation, they are able to quickly and easily schedule the task to run 
at a later time or run the task in the background allowing them to continue working.  

To ensure a good response time, the customer must also ensure that users have a good quality internet and 
network connection that is sufficient to support the load of all users accessing both Integra and other internet-
based services. Our recommendation is that users have on average 50kbps of bandwidth available (as an 
example, for a 100-concurrent-user deployment, we would recommend an internet connection with a minimum 
down rate of 5mbps). 

8.4 AVAILABILITY 

As an operational support system, the service is designed to be available ‘24 x 7 x365/6’. Based on a 13-week 
rolling period (less any agreed requirement for planned service outages) the system is expected to be available 
for a minimum of 99.5% of core hours (09:00-17:30 Mon-Fri excluding Bank Holidays). 

8.5 SERVICE DESK SUPPORT HOURS 

Standard Service Desk hours are 09:00-17:30 Mondays to Fridays, excluding Bank Holidays. 

8.6 RESPONSE AND FIX TIMES  

All response and fix times are provided as targets only and do not incur any form of service credit. 

Resolution is dependent on investigation and problem definition. Capita will make all reasonable endeavours 
to provide a temporary fix where appropriate, however this is dependent upon the nature of the problem and 
the availability of any ‘work around’ solution. 

 

Level / Category 
Initial 

Response 
Target 

Resolution 
Formal 

Resolution 

1 – Critical: Used when any fault which renders 
the system inoperative or prevents critical 
business transactions. 

1 hours 1 day 2 days 

2 – Major: Used when any fault restricts the end 
user from performing normal day-to-day 
business transactions. 

4 hours 2 days 5 days 

3 – Minor: Used for any other fault which 
causes the end user inconvenience in 
performing day-to-day business transactions. 

4 hours 10 days 
Next or Future 

Release 

4 – Cosmetic: Used when the service has a 
cosmetic problem or call that can be classified 
as general assistance enquiries. 

4 hours 20 days 
Future 

Release 

8.6.1 Failure to achieve Service Levels 

If any Target Service Level is not achieved or where following a performance review meeting of the service, 
both parties have agreed that there is a failure to achieve the target Service Levels, Capita will propose and 
agree with the customer an Action Plan and timetable to ensure performance of the service returns to the 
appropriate level within an agreed timescale. The customer will assist Capita in the performance of such Action 
Plan as agreed at the time. 

Any actions agreed in accordance with these provisions shall be additional to actions taken in respect of the 
resolution of specific Service Desk calls involving faults and to actions which are part of Capita’s on-going 
responsibilities for hardware maintenance and software support. 

Failure to reach agreement on corrective actions or any failure/delay by either party to carry out its agreed 
responsibilities for corrective action, will be subject to the agreed escalation procedures. 
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9 FINANCIAL RECOMPENSE MODEL  

No financial recompense is provided for failing to meet service levels.  

 

10 TRAINING 

Training is undertaken on a ‘Train the Trainer’ basis. The trainers will then cascade the transfer of system skills 
throughout the user-base. It may be that system administrators and key end users (those who will be involved 
in user acceptance testing) will also be on the courses delivered initially. The maximum number of attendees 
for each course is 8.   

Courses are normally run from an agreed customer site; however, can be provided from a Capita office if 
required and this would be defined in the implementation plan. 

Post training needs are supported by on-line user manuals, comprehensive on-line help and access to the 
internet customer zone where an extensive knowledge base can be accessed. 

In addition to the software solutions purchased, training will include any administration and reporting tools to 
allow the customer to support the system throughout the implementation and beyond. 

For each application area listed in section 1.2.1 above, Capita will deliver comprehensive training in line with 
the SFIA rate card. 

 

11 ORDERING & INVOICING PROCESS 

11.1 ORDERING 

Customers can order the service through the Capita customer portal. 

11.2 INVOICING 

The Customer shall pay all fees due within 30 days of receipt of an invoice from Capita.  

There will be a one-off set-up charge for the configuration of the software. The service charges will begin on 
Go Live. Billing for the service will be quarterly, in advance.  

 

12 TERMINATION TERMS 

At the point of termination all customer data, accounts and access will be permanently deleted. Capita will 
permanently destroy or otherwise securely dispose of any data, accounts and access unless there is a relevant 
service description to provide a back-up, in which case the customer may retrieve content in accordance with 
the provisions of such service description. 

12.1 BY CUSTOMER 

Customer shall subscribe for the services for a minimum term of 12 months. The term starts on the 
commencement date and continues thereafter for the minimum term. Early termination notice can be provided 
with 90 days prior notice, but the customer is liable for the equivalent of the amount that would have been paid 
over the minimum term less any payments already made. 

Once the minimum term has been exceeded the customer may terminate the agreement at any time with 90 
days written notice. 

12.2 BY CAPITA   

Capita may suspend or terminate access to the service for the following: 

• Material breach of security affecting other customers; 

• Breach of customer responsibilities as defined in the associated Terms and Conditions; 
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• Non-payment. 

 

13 DATA RESTORATION / SERVICE MIGRATION 

Data restoration required by system faults is provided as standard within the service costs and would 
(excluding exceptional circumstances) be initiated via a service desk request from the customer.  However, 
the nature of restoration will vary depending on the kind of data loss and there may be circumstances in which 
a cost is passed on to the customer. Recovery targets will be agreed within the call-off contract, measured by 
one or more of the following methods: 

• Transaction/Restricted Entity Recovery (via import of required database components from 
most recent database export – typically daily); 

• Point in time recovery from online database archive logs; 

• File system/file recovery from disk backup; 

• Business continuity failover. 

 

14 CUSTOMER RESPONSIBILITIES 

Customer responsibilities may vary depending upon the agreed implementation plan at the time of contract, 
but would normally include as standard: 

• Provision, configuration and maintenance of all client devices e.g. desktop PCs used to access 
the service including the patching/upgrading of client software e.g. web browser versions as 
required by new releases;  

• Provision of nominated support staff to manage the interaction with Capita support staff in line 
with the documented Service SLAs; 

• End user training where applicable (e.g. self-service elements of the service typically require 
no end-user training, but ‘professional users’ will require some training in the optimal use of 
the systems facilities).  The implementation plan will include services to ‘train the trainer’. 

 

15 TECHNICAL REQUIREMENTS  

The hardware requirement to run Integra is dependent on the supported version of the browser that is to be 
used to access Integra. At the time of creating this document, the following browser versions are supported: 

• Chrome version 66 and above 

• Mozilla Firefox 60.0 and above 

• Apple Safari 11 (macOS / iOS only) 

• Windows Internet Explorer 11 and above  

• Microsoft Edge 

All versions (except for Safari) are tested and supported on Microsoft Operating Systems. Safari is only 
supported on macOS or iOS. Our recommendation is that users keep browsers up-to-date for security reasons 
and Capita will ensure that Integra is supported by the latest stable versions of the above browsers. 

The minimum supported version of the Microsoft Operating System is currently Windows 7 but will normally 
be one that is still supported by Microsoft or by the browser provider. 

As new versions of Windows are released, we aim to have full certification within 6 months of release. All other 
Operating System types (e.g. Linux) are not tested against or supported, although the solution may work on 
them. 



 Commercial in Confidence 11 

 

File:  INTEGRA FINANCE SUITE - SERVICE DEFINITION DOCUMENT (2019) 

Doc Reference:   Issue: 1 

Document Type: Proposal  

Copyright: Capita Business Services Ltd 2019  

 

Compatibility for other operating systems will be treated on a case-by-case basis. 

 

16 DETAILS OF ANY TRIAL SERVICE AVAILABLE 

There are no trial services available currently.   

 


