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MASTER SERVICES AGREEMENT  BETWEEN:  (1) [               ] a company registered in [                ] with number [                ] whose registered office is at [                ] (the "Customer"); and   (2) DATAVITA LIMITED, a company registered in Scotland with number SC467509 whose registered office is at Fortis Datacentre, Unit 1, York Road, Chapelhall, Airdrie, Lanarkshire, ML6 8HW (the "Service Provider").   WHEREAS:  (A) The Service Provider is a provider of Co-locate Services, Connect Services and Cloud Services (and related services). 
(B) The Customer wishes to procure certain of those Services from the Service Provider from time to time. 
(C) The Parties have agreed to enter into this Agreement to set out the terms and conditions under which the Customer may order and the Service Provider may provide certain of those Services. 
IT IS AGREED as follows:  1. DEFINITIONS  
1.1 In this Agreement, unless otherwise specified or inconsistent with the context, the following definitions shall apply. 
ADR notice has the meaning given in Clause 29.1.3; 
Agreement means this master services agreement between the Parties for the provision of the Services, as amended from time to time in accordance with this master services agreement;  
Agreement Year means a period of twelve months which starts on the Effective Date, or on any anniversary of the Effective Date which falls during the Term; 
BCDR Plan means the Service Provider's business continuity and disaster recovery plan relating to the Services; 
Bribery Legislation means the Bribery Act 2010 and any subordinate legislation made under that Act from time to time; 
Change Event means: 

(a) that there has been a direct or indirect change of ownership or control of a Party resulting overall in more than fifty per cent (50%) of the total voting rights conferred by all shares in the Party being held directly or indirectly by a person who did not hold more than fifty per cent (50%) of the voting rights as at the Effective Date; or 
(b) a sale or other disposal of the whole or a substantial part of the business or assets of a Party;  

Charges means the charges payable by the Customer to the Service Provider set out in, or referred to in, or otherwise calculated in accordance with the relevant Schedule (or referred to in this Agreement), as such charges may be amended from time to time in accordance with this Agreement or the relevant Schedule; 
Co-locate Services means the co-locate services described in the Customer Portal and the relevant Schedule; 

Confidential Information means any information (including Personal Data), however it is conveyed, that is confidential in nature and that relates to the business, affairs, developments, trade secrets, know-how, personnel, third parties and suppliers of each Party together with all information derived from the above, and any other information clearly designated as being confidential (whether or not it is marked as confidential) or which ought reasonably to be considered to be confidential; 
Cloud Services means the cloud services described in the Customer Portal and the relevant Schedule; 
Connect Services means the connect services described in the Customer Portal and the relevant Schedule; 
CRC means the carbon emissions trading scheme as set up and operated under The CRC Energy Efficiency Scheme Order 2013 and any associated legislation or subordinate legislation which is in force (including any regulations for the allocation of allowances for payment) from time to time or any scheme or tax which replaces or supplements it; 
Customer Assets means any asset (including software, hardware, materials, systems, facilities, equipment or property) owned by or licensed to the Customer, any other member of the Customer's Group or any third party suppliers, contractors or agents of the Customer to be located at the Site and / or provided by the Customer to the Service Provider in connection with the Services; 
Customer Fault means: 

(a) any act and / or omission of the Customer or its staff, agents, representatives or sub-contractors; 
(b) any failure of the Customer to comply with the Customer Responsibilities; or 
(c) any failure in or fault attributable to the Customer Assets; 

Customer IPR means IPRs owned by or licensed to the Customer or any other member of the Customer's Group (other than by the Service Provider) including those subsisting in software, hardware, materials and equipment; 
Customer Portal  means the Service Provider's online portal on which Customers can place Service Requests, manage those Services, and report on those Services; 
Customer Responsibilities  

means the responsibilities of the Customer specified in the Schedule;  
Datacentre Policy means the Service Provider's datacentre policy available via the Customer Portal; 
Data Processor has the meaning given in the Data Protection Act 1998 and the GDPR (therein defined as “processor”); 
Data Protection Legislation means the Data Protection Act 1998, the GDPR, the EU Data Protection Directive 95/46/EC, the Regulation of Investigatory Powers Act 2000, the Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 2000 (SI 2000/2699), the Electronic Communications Data Protection Directive 2002/58/EC, the Privacy and Electronic Communications (EC Directive) Regulations 2003 and all applicable laws and regulations relating to processing of Personal Data; 
Data Subject has the meaning given in the Data Protection Act 1998 and the GDPR; 
Dispute  has the meaning given in Clause 29.1; 
Dispute Resolution Procedure  means the procedure set out in Clause 29; 
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EEA  means from time to time the European Economic Area; 
Effective Date means   [INSERT DATE]; [Note: this is the date this master services agreement commences (and thereby enables the parties to enter into Schedules).  Schedules will have their own respective "Live Dates".] 
FOIA  means the Freedom of Information Act 2000, the Environmental Information Regulations 2004 or the Freedom of Information (Scotland) Act 2002 and the Environmental Information Regulations (Scotland) Regulations 2004 (as applicable) and any subordinate legislation made under them from time to time together with any guidance and/or codes of practice issued by the Information Commissioner or Scottish Information Commissioner as applicable in relation to such legislation; 
Force Majeure Event  means any cause affecting the performance by a Party of its obligations arising from acts, events, omissions, happenings or non-happenings beyond its reasonable control, including acts of God, riots, war or armed conflict, acts of terrorism, any labour or trade disputes, strikes, industrial actions or lockouts, telecommunications or utilities interruptions or failures, denial of service attacks, virus attacks, hacking attempts or other cyber-attacks, acts of government, local government or Regulatory Bodies, fire, flood, storm, earthquake or disaster; 
Good Industry Practice means the exercise of that degree of skill, diligence, prudence and foresight which could reasonably and ordinarily be expected from a skilled and experienced provider of services the same or substantially the same as the Services; 
Group 
 
 
 GDPR 

means in relation to a Party, the Party, its subsidiaries, its holding companies and any subsidiaries of such holding companies where "subsidiary" and "holding company" having the meanings ascribed to those terms in section 1159 of the Companies Act 2006; 
means the General Data Protection Regulation (EU) 2016/679; 

Information has the meaning given under FOIA but only insofar as the information in question relates to this Agreement or its subject matter; 
IPRs means all patents, copyright and related rights, trademarks and trade names, rights to goodwill or to sue for passing off, rights in designs, and database rights, in each case whether registered or unregistered and including all applications (or rights to apply) for, and renewals or extensions of, such rights and all similar or equivalent rights or forms of protection which subsist or will subsist now or in the future in any part of the world; 
Law  means all applicable statutes, statutory instruments, orders, rules, directives, regulations in force from time to time; 
Live Date means the date on which the Services are to commence, as specified in the relevant Schedule; 
Parties means the parties to this Agreement and their permitted assignees, and references to a "Party" mean one of the Parties to this Agreement; 
Personal Data has the meaning given in the Data Protection Act 1998 and the GDPR; 
Processing has the meaning given to it under the Data Protection Act 1998 and the GDPR and "Processed" and "Process" shall be construed accordingly; 
Regulatory Bodies means those government departments and regulatory, statutory and other entities, committees and bodies which, whether under statute, rules, regulations, codes of practice or otherwise, are entitled to regulate, investigate, or influence 

the matters dealt with in this Agreement or any other affairs of a Party; 
Representative has the meaning given in Clause 14.1; 
Requests for Information has the meaning set out in the FOIA or any apparent request for information under the FOIA; 
Security Standards means the security standards adopted by the Service Provider from time to time and notified to the Customer;   
Service Credits means the service credits (if any) payable in respect of the failure by the Service Provider to meet any Service Level, as set out in the Schedule; 
Service Provider Assets means any asset (including software, hardware, materials, systems, facilities, equipment, cabling or property) owned by or licensed to the Service Provider, any other member of the Service Provider's Group or any Service Provider Personnel or otherwise used (whether or not exclusively) by the Service Provider, any member of the Service Provider's Group or any Service Provider Personnel from time to time in connection with the provision of the Services; 
Service Provider IPR means IPRs owned by or licensed to the Service Provider or any other member of the Service Provider's Group (other than by the Customer) including those subsisting in software, hardware, materials, manuals and equipment and including IPRs created as part of or arising from the provision of the Services;  
Service Provider Personnel means the employees, agents and sub-contractors of the Service Provider (including the employees, agents and contractors of any sub-contractors) who are engaged in the provision of the Services; 
Service Request has the meaning given in Clause 4.1; 
Schedule means any schedule entered into by the Parties setting out the Services to be provided which once signed by the Parties constitutes a separate contract for the performance of those Services; 
Service Year means a period of twelve (12) months from the Live Date and each successive period of twelve (12) months during the continuance of this Agreement; 
Services means the Co-locate Services, Cloud Services and/or Connect Services provided by the Service Provider to the Customer or such other services otherwise agreed by the Parties to be provided by the Service Provider;  
Site means the site at which the Services will be provided as specified in the Schedule;   
SLA means the service levels to which the Service Provider shall deliver the Services, as detailed in the Schedule, and "Service Level" shall mean any one of those service levels;  
Term the period during which this Agreement is in force as determined in accordance with Clause 3; 
Third Party Costs means any and all charges levied on the Service Provider by third party suppliers; 
VAT  means any value added taxes; and 
Working Day means a day other than a Saturday or Sunday or a day that is a public or bank holiday in Scotland. 

2. INTERPRETATION 
2.1 References to Clauses are to the clauses of this Agreement and references to paragraphs are to paragraphs of the Schedule. 
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2.2 Clause and paragraph headings shall not affect the interpretation of this Agreement or the Schedule. 
2.3 Unless the context otherwise requires: 

2.3.1 words in the singular shall include the plural and in the plural shall include the singular; 
2.3.2 a reference to a statute or statutory provision is a reference to it as amended, extended or re-enacted from time to time; 
2.3.3 any words following the terms including, include, in particular, for example or any similar expression shall be construed as illustrative and shall not limit the sense of the words, description, definition, phrase or term preceding those terms. 

2.4 A person includes a natural person, corporate or unincorporated body (whether or not having separate legal personality) and that person's personal representatives, successors and permitted assigns. 
2.5 In the event of any discrepancy, inconsistency or divergence arising between the provisions of this Agreement, any Schedule, or any document referred to in this Agreement or a Schedule, then (subject as expressly provided in this Agreement) the order of precedence shall be as follows: 

2.5.1 the Schedule;  
2.5.2 Clauses 1 – 35 of this Agreement; and 
2.5.3 any other document expressly referred to in this Agreement or the Schedule.  

3. TERM 
3.1 This Agreement commences on the Effective Date and shall continue in force until terminated in accordance with the terms of this Agreement. 
3.2 Where, at any time, no subsisting Schedule exists between the Parties, either Party shall be entitled to terminate this Agreement by serving at least ninety (90) days written notice on the other party. In the event that the Parties enter into a Schedule during any such notice period, such notice shall be deemed to be withdrawn, and this Agreement shall continue as described in Clause 3.1.  
3.3 Each Schedule will have its own term and that term will be specified in that Schedule.    
4. SERVICE REQUESTS 
4.1 During the Term, the Customer may place a request for Services through the Customer Portal or by contacting the Service Provider (a "Service Request").   
4.2 On placing the first Service Request, the Parties will enter into a Schedule setting out the Services to be provided. Further Schedules may be entered into by the Parties from time to time depending on the Services requested.  
4.3 If the Service Provider is unable to accept a Service Request, the Service Provider will inform the Customer of this and the Service Request will not be processed by the Service Provider.  

4.4 For the avoidance of doubt, by making a Service Request the Customer acknowledges and agrees that the terms and conditions of this Agreement and any Schedule applicable to the Services in scope of the Service Request entered into by the Parties shall apply in full in respect of any provision of Services to the Customer resulting from such Service Request. 
4.5 Each signed Schedule shall constitute a separate contract, incorporating the terms and conditions of this Agreement, for the performance of the Services referred to in the Schedule. 
5. THE SERVICES 
5.1 The Service Provider shall provide the Services to the Customer:  

5.1.1 in accordance with the provisions of this Agreement and the applicable Schedule; 
5.1.2 using reasonable care and skill; 
5.1.3 in accordance with Good Industry Practice including in accordance with such certifications held by the Service Provider as at the Live Date; and 
5.1.4 in accordance with all reasonable and lawful directions given to the Service Provider by the Customer during the Term, provided that those directions are not inconsistent with this Agreement or the applicable Schedule. 

5.2 If it is stated in the Schedule applicable to the Services that Service Credits shall be payable for failure to meet certain Service Levels, the Service Provider shall (as the Customer's sole and exclusive remedy, and the Service Provider's entire liability, in respect of such failure) credit such Service Credits to the Customer in accordance with that Schedule. The Service Provider agrees that Service Credits are not a penalty or liquidated damages but are a reduction in the price for the Services. 
6. DELAYS / FAILURE TO SERVICES  
6.1 If at any time following commencement of the Services, the Service Provider is unable to comply with any of its obligations under this Agreement (excluding meeting the SLA) it shall notify the Customer of that fact (and summarise the reasons for it).  
6.2 If the Service Provider is unable to meet its obligations under this Agreement (including meeting the SLA) due to a Customer Fault, then the Service Provider shall: 

6.2.1 be entitled to relief from its obligation and shall be allowed an extension of time to achieve the relevant obligation equal to the delay;    
6.2.2 be treated as though the relevant Services had met the relevant SLA; 
6.2.3 not be liable to pay any Service Credits; and 
6.2.4 be entitled to the Charges in respect of the Services affected by the Customer Fault, for such period of time as the Customer Fault endures. 
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7. SERVICE PROVIDER PERSONNEL 
7.1 The Service Provider shall ensure that there shall be at all times sufficient Service Provider Personnel engaged in provision of the Services with the requisite level of skill,experience and suitable background checks. 
8. CHARGES 
8.1 The Customer shall pay the Charges due in respect of the Services to the Service Provider in accordance with this Clause 8, Clause 9 and the relevant Schedule. 
8.2 The Service Provider shall, in respect of each product or service detailed in any Schedule, be entitled at its discretion to increase the Charges payable by the Customer in respect of each such product or service to reflect any increase in the Third Party Costs charged to the Service Provider from time to time, provided that:  

8.2.1 the increase will be aligned directly to the percentage increase applied to the Service Provider and on request the Service Provider shall provide evidence of this to the Customer; 
8.2.2 the Service Provider will give the Customer at least thirty (30) days’ notice of such increase; and  
8.2.3 the Service Provider may only exercise its rights to increase  the Charges for each product and service under this Clause once per Service Year per product or service.  

8.3 The Service Provider shall issue invoices to the Customer in accordance with this Agreement and the Schedule. Notwithstanding the terms of a Schedule, the Service Provider reserves the right at its sole discretion and on giving notice to the Customer to vary from time to time when any of the Charges are payable by a Customer and when invoices will be issued. This may include requiring payment to be made in advance by the Customer. If the Service Provider gives any such notice to the Customer, the Customer acknowledges and agrees that the new payment terms referred to in that notice will supersede the payment terms set out in the applicable Schedule. 
8.4 Subject to Clause 8.7, the Customer shall pay the Charges stated in each invoice within thirty (30) days of receipt of such invoice from the Service Provider. Payment will be made to a bank nominated in writing by the Service Provider.  
8.5 For the purpose of this Agreement all Charges shall be in pounds sterling and are shown exclusive of value added tax (which shall be payable by the Customer in addition subject to receipt of a valid VAT invoice). 
8.6 The Customer acknowledges that it is always possible that, despite the Service Provider's reasonable efforts, some or all of the Charges set out in an invoice may be incorrect. If the Service Provider discovers an error in the Charges, it will inform the Customer and issue an invoice to the Customer for any additional Charges due by the Customer or a credit note to the Customer in the event of an over charge. The Service Provider will, at the request of the Customer, provide reasonable evidence regarding why the additional Charges are due. The Customer shall pay such additional Charges within thirty (30) days of receipt of the invoice from the Service Provider. 
8.7 If the Customer disputes any invoice, the Customer shall immediately notify the Service Provider in writing. The Parties shall negotiate in good faith to attempt to resolve the dispute promptly. The Service Provider shall provide such evidence as may be reasonably necessary to verify the disputed invoice. Where only part of an invoice is disputed, the 

undisputed amount shall be paid on the due date as referred to in Clause 8.1.  
8.8 All Charges are to be paid without any deduction or withholding other than as required by law and the Customer will not be entitled to assert any credit, set-off or counterclaim against the Service Provider in order to justify withholding payment of any such amount in whole or in part.  
8.9 If the Customer fails to pay any amount properly due and payable by it under this Agreement or a Schedule, the Service Provider shall have the right: 

8.9.1 upon giving written notice to the Customer, to suspend the Services to which the relevant invoice relates until such date of actual payment of the invoice, and the Service Provider shall thereupon resume performance of the Services; and  
8.9.2 to charge interest on the overdue amount at the rate of three (3) per cent per annum above the base rate for the time being of the Bank of England accruing on a daily basis from the due date up to the date of actual payment, whether before or after judgment. This Clause 8.9.2 shall not apply to payments that the Customer disputes in good faith pursuant to Clause 8.7. 

9. CRC  
9.1 The Customer will: 

9.1.1 co-operate with the Service Provider and provide such information and assistance as the Service Provider may reasonably require to enable the Service Provider to comply with its obligations (if any) under the CRC. 
10. SECURITY 
10.1 The Service Provider shall, in respect of the Site, provide a level of security which is in accordance with Good Industry Practice, Law and the ISO/IEC 27001:2013 Security Standards. 
10.2 In the event that either Party becomes aware of a security breach impacting the Site, the Services, the Customer Assets and / or the Service Provider Assets, it will notify the other Party of such breach immediately. 
11. MAINTENANCE 
11.1 The Service Provider, in its sole discretion, reserves the right to carry out maintenance at any time in respect of the Site, the Services or the Service Provider Assets where the Service Provider considers this is necessary in connection with the Service Provider's provision of the Services and / or operation of the Site. The Customer should refer to the Datacentre Policy for further details regarding such maintenance. Wherever possible and practical, the Service Provider shall ensure that the maintenance is non-disruptive is respect of providing the Services to the Customer. 
12. CUSTOMER RESPONSIBILITIES 
12.1 The Customer shall: 

12.1.1 provide such information to the Service Provider in a timely manner as the Service Provider may reasonably request for the purpose of providing the Services;  
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12.1.2 provide the Service Provider with access to appropriate members of the Customer’s staff, as such access is reasonably requested by the Service Provider in order for the Service Provider to discharge its obligations under this Agreement or the Schedule; 
12.1.3 be responsible for ordering all services the Customer requires from third party suppliers to receive the benefit of the Services and shall be responsible for paying their charges; 
12.1.4 be responsible for obtaining and maintaining insurance against all risks in respect of the Customer Assets whilst located in the Site and any other insurances as may be required by the Customer whilst the Customer Assets are in transit to and from the Site and provide the Service Provider with a copy of the certificate of insurance on request; 
12.1.5 not re-sell the Services unless with the prior consent of the Service Provider (such consent not to be unreasonably withheld or delayed), and only then under a written agreement the terms of which have been approved in writing in advance by the Service Provider;  
12.1.6 be responsible for ensuring its data is backed up;  
12.1.7 comply with Law in respect of its use of the Services and / or use or access to the Site, the Service Provider Assets and the Customer Assets;  
12.1.8 carry out any other activity specified in a Schedule as being the responsibility of the Customer;  
12.1.9 not make any statement, warranty or representation regarding the Services, the Service Provider, the Service Provider Assets and / or the Site to any third party without the Service Provider's prior written consent; and 
12.1.10 ensure that its third party customers that are permitted by the Service Provider to use the Services comply with the terms of this Agreement and each applicable Schedule. The Customer agrees that it will remain primarily responsible for any failure by any such third party customer to comply with the terms of this Agreement or a Schedule. 

13. FORCE MAJEURE EVENTS 
13.1 Provided it has complied with Clause 13.2, if the Service Provider is prevented, hindered or delayed in or from performing any of its obligations under this Agreement or the Schedule by a Force Majeure Event, the Service Provider shall not be in breach of this Agreement or the Schedule or otherwise liable for any such failure or delay in the performance of such obligations. The time for performance of such obligations shall be extended accordingly.  
13.2 The Service Provider shall: 

13.2.1 as soon as reasonably practicable after the start of the Force Majeure Event notify the Customer of the Force Majeure Event, the date on which it started, its likely or potential duration, and the effect of the Force Majeure Event on its ability to perform any of its obligations under this Agreement or the Schedule; and 

13.2.2 use all reasonable endeavours to mitigate the effect of the Force Majeure Event on the performance of its obligations. 
13.3 If the Force Majeure Event prevails for a continuous period of more than thirty (30) days, either Party may terminate the Schedule affected by such Force Majeure Event only by giving fourteen (14) days' written notice to the other Party.  
14. REPRESENTATIVES  
14.1 Each of the Parties shall appoint a representative who shall be the initial point of contact for the other Party for the overall management of this Agreement ("Representative").  The initial Representatives of the Customer and the Service Provider shall be [                    ] and              [                    ] respectively.  Any changes to a Party's representative shall be notified to the other Party.  
15. WARRANTIES 
15.1 Each Party warrants and represents to the other Party that for the duration of the Term:  

15.1.1 it has the necessary authority, power and capacity to enter into this Agreement and the Schedule; and 
15.1.2 this Agreement is (and the Schedule will be) executed by a duly authorised representative of the relevant Party. 

15.2 The Service Provider warrants and represents to the Customer that for the duration of the Term:  
15.2.1 it has and will continue to have all licences and consents which are required for the performance of any of the Service Provider's obligations under this Agreement and the Schedule; 
15.2.2 in relation to this Agreement and/or its subject matter, neither the Service Provider nor any of the Service Provider Personnel performing services on behalf of the Service Provider has done (or agreed to do) or will do (or agree to do) anything in connection with this Agreement which constitutes a breach by the Parties of any Bribery Legislation; 
15.2.3 it has in place, and will at all times during the Term continue to have in place, adequate procedures designed to prevent any person associated with the Service Provider from committing an offence under the Bribery Legislation.  

15.3 Except as expressly stated in this Agreement, all warranties and conditions whether express or implied by statute, common law or otherwise are excluded to the extent permitted by Law. 
16. INTELLECTUAL PROPERTY RIGHTS 
16.1 Except as expressly set out in this Agreement: 

16.1.1 the Customer shall not acquire any right, title or interest in or to the IPRs of the Service Provider or its licensors including the Service Provider IPR; and 
16.1.2 the Service Provider shall not acquire any right, title or interest in or to the IPRs of the Customer or its licensors including the Customer IPR.  
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16.2 The Service Provider hereby grants to the Customer a royalty-free, non-exclusive, revocable, licence for the term of the applicable Schedule to use the Service Provider IPR which has been made available by the Service Provider to the Customer. The licence granted in this Clause 16.2: 
16.2.1 does not include the right to grant any sub-licences; and 
16.2.2 is granted solely to the extent necessary for the receipt by the Customer of the Services in accordance with this Agreement. The Customer shall not use the Service Provider IPR for any other purpose or for the benefit of any person other than the Customer. 

16.3 The Customer hereby grants to the Service Provider a royalty-free, non-exclusive, irrevocable, licence for the term of the applicable Schedule to use the Customer IPR. The licence granted in this Clause 16.3: 
16.3.1 includes the right to grant sub-licences to Service Provider Personnel; and 
16.3.2 is granted solely to the extent necessary for the performance of the Services, to monitor the Customer's assets and in the event of an emergency. The Service Provider shall not use the Customer IPR for any other purpose or for the benefit of any person other than the Service Provider or the Service Provider Personnel. 

16.4 On termination or expiry of the applicable Schedule the licences granted by the Service Provider and the Customer pursuant to Clauses 16.2 or 16.3 shall automatically terminate. 
17. ASSETS 
17.1 For the avoidance of doubt: 

17.1.1 the Service Provider shall not by virtue of this Agreement or any Schedule acquire title to or rights in the Customer Assets or the Customer's Confidential Information; and 
17.1.2 the Customer shall not by virtue of this Agreement or the Schedule acquire title to or rights in the Service Provider Assets or the Service Provider's Confidential Information. 

17.2 All Customer Assets and other property of the Customer or its licensors located in the Site shall remain at the sole risk and responsibility of the Customer. The Customer warrants and represents that the Customer Assets are in good working order, fit for their intended purpose and comply with all Law. 
17.3 This Agreement and the Schedule are not intended and do not grant a lease or licence over any real or personal property. In particular, the Customer acknowledges that it has not been granted any property interest in the Site.  
17.4 The Customer shall permit the Service Provider to have access to and use the Customer Assets subject to the following:  

17.4.1 the Service Provider shall only use or access, and permit the Service Provider Personnel to use or access, the Customer Assets to the extent necessary in order to provide the Services, in order for the Service Provider to monitor the Customer Assets and in the event of an emergency; and 
17.4.2 the Service Provider shall not move any of the Customer Assets from the Site to another location without the 

Customer's prior written consent (not to be unreasonably withheld or delayed). 
18. DATA PROTECTION AND GDPR 
18.1 If and to the extent the Services require the Service Provider to Process any Personal Data on the Customer's behalf, the Parties agree that the Service Provider acts as a Data Processor for such Personal Data and the Service Provider shall comply with the terms of this Clause in Processing any such Personal Data.  As such, where the Service Provider acts as Data Processor for such Personal Data, the Service Provider shall: 

18.1.1 ensure that the Personal Data is only Processed in accordance with this Agreement and instructions from the Customer; 
18.1.2 ensure that the Personal Data is only Processed to the extent, and in such manner, as is necessary for the provision of the Services; 
18.1.3 ensure that all appropriate technical and organisational measures are implemented to protect the Personal Data against unauthorised or unlawful processing and against accidental loss, destruction, damage, alteration or disclosure; 
18.1.4 take reasonable steps to ensure the reliability of any Service Provider Personnel who have access to the Personal Data; 
18.1.5 if at any time during the Term the Service Provider appoints a sub-contractor to carry out Processing of any of the Customer's Personal Data on its behalf, ensure that all of the following conditions are fulfilled: 

(a) the Service Provider provides the Customer with details of the sub-contractor on request;  
(b) the sub-contractor contract is on terms which (in respect of the Processing of Personal Data) are substantially the same as the terms set out in this Agreement;  
(c) the sub-contractor's right to Process the Personal Data terminates automatically on termination of this Agreement for whatever reason; and 
(d) the Service Provider shall remain primarily liable to the Customer for the acts, errors and omissions of any such third party; 

18.1.6 notify the Customer within two (2) Working Days if it receives: 
(a) a request from a Data Subject to have access to that person's Personal Data; or 
(b) a complaint or request relating to the Customer's obligations under the Data Protection Legislation; 

18.1.7 provide the Customer with reasonable cooperation and assistance in relation to any complaint or request made;  
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18.1.8 permit the Customer to inspect and audit the Service Provider's Processing activities in accordance with Clause 26 and any applicable Schedule; and 
18.1.9 not Process Personal Data outside the EEA without the prior written consent of the Customer. 

18.2 On termination of this Agreement, howsoever caused, the Service Provider shall cease Processing any Personal Data within the scope of this Agreement and, at the Customer’s option or direction, shall arrange for the safe return and/or destruction of all Personal Data. 
19. CONFIDENTIALITY 
19.1 Each Party undertakes that for the Term and thereafter it shall keep confidential and (except for the purposes of this Agreement) shall not use or disclose (without the prior written consent of the other Party) to any third party any Confidential Information of the other Party which may become known to it in connection with this Agreement.   
19.2 The obligations in Clause 19.1 shall not prohibit disclosure of the other Party's Confidential Information to HM Revenue & Customs and any other person having a statutory or regulatory right to request and receive that Confidential Information provided that (to the extent not prohibited by applicable Law or by a Regulatory Body) the disclosing Party promptly notifies and consults with the other Party in advance in relation to the timing and content of such disclosure. 
19.3 The obligations in Clause 19.1 shall not prohibit either Party from disclosing the other Party's Confidential Information to the receiving Party's own employees, agents and sub-contractors who need to know it for the purposes of this Agreement, to the receiving Party’s auditors and professional advisors, and to any person to whom an assignment has been permitted under this Agreement, provided that the disclosing Party makes the recipient aware that the information is confidential and that it owes a duty to the owner of it to keep it confidential.  The receiving Party shall be responsible for procuring that such person complies with the duty of confidentiality imposed by this Agreement as if they were a party to it. 
19.4 The obligations in Clause 19.1 do not apply to information which the receiving Party can show by reference to documentary or other evidence:- 

19.4.1 was rightfully in its possession prior to disclosure to it by the other Party and in respect of which that Party is not under an existing obligation of confidentiality; 
19.4.2 is already public knowledge or which becomes so at a future date (otherwise than as a result of breach of this Clause 19) or of any other duty of confidentiality relating to that information; 
19.4.3 is received from a third party who is not under an obligation of confidentiality (express or implied) in relation to the information; or 
19.4.4 is developed independently without access to, or use or knowledge of, the Confidential Information. 

19.5 The obligations in this Clause 19 shall survive expiry or termination for any reason of this Agreement.   

20. FREEDOM OF INFORMATION 
20.1 In the event that the Customer is subject to the requirements of FOIA, the Service Provider shall, subject to the Customer meeting the Service Provider's reasonable costs and expenses notified to the Customer, provide reasonable assistance and co-operation to the Customer to enable it to comply with its obligations under FOIA.  In particular, the Service Provider shall:  

20.1.1 transfer to the Customer all Requests for Information that it receives as soon as practicable and in any event within two (2) Working Days of receiving such request; and 
20.1.2 provide the Customer with reasonable assistance in complying with Requests for Information including the provision of Information held on behalf of the Customer and covered by the request, in the form that the Customer requires. Such assistance shall be provided promptly and in any event within three (3) Working Days of the Customer making a Request for Information. 

21. LIABILITY 
21.1 Nothing in this Agreement limits or excludes:  

21.1.1 a Party's liability for death or personal injury caused by its negligence, or that of its employees, agents or sub-contractors (as applicable); 
21.1.2 a Party's liability for fraud or fraudulent misrepresentation by it or its employees;  
21.1.3 the Customer's liability to pay the Charges due and payable to the Service Provider; and 
21.1.4 a Party's liability for any other matter in respect of which liability cannot by applicable law be limited or excluded.   

21.2 Subject to Clause 21.1, each Party's aggregate liability to the other in respect of all claims arising out of or in connection with this Agreement and under all Schedules (whether for breach of contract, in negligence or any other delict / tort, under statute or otherwise) shall be limited as follows: 
21.2.1 in respect of loss of or damage to tangible property (which for the avoidance of doubt excludes loss of or damage to data) shall be limited to ten million pounds sterling (£10,000,000) per claim or series of related claims; and 
21.2.2 in respect of all other claims arising out of or in connection with this Agreement and under all Schedules, shall be limited for each Agreement Year to: 

(a) £[x]; or [note: amount to reflect anticipated total charges payable under the MSA in year 1] 
(b) a sum equal to one hundred per cent (100%) of the aggregate Charges paid and payable by the Customer under all Schedules in the preceding twelve (12) months, 
whichever is the greater. 



   

DataVita confidential       9 

21.3 The Parties acknowledge and agree that, subject to Clause  21.1, the sums referred to in Clause 21.2 represent the maximum liability of each Party to the other Party under this Agreement and under all Schedules in the aggregate, notwithstanding that each Schedule constitutes a separate contract for the performance of Services referred to in the Schedule. 
21.4 Subject to Clause 21.1, neither Party shall be liable to the other Party for any indirect, special or consequential loss or damages whether caused by breach of contract or delict/tort (including negligence or breach of statutory duty) or arising in any other way.   
22. INSURANCE 
22.1 The Service Provider shall maintain at its own cost such insurance policies with a reputable insurance company as it determines, at its discretion, are appropriate to cover normal business risks relating to its businesses generally and shall, on the Customer's request, produce evidence of the insurance cover it has in place. 
23. TERMINATION 
23.1 This Agreement or any Schedule may be terminated by either Party with immediate effect on giving written notice as follows: 

23.1.1 if the other Party is in material breach of any provision of this Agreement or the particular Schedule which is incapable of remedy; or  
23.1.2 if the other Party is in material breach of any provision of this Agreement or the particular Schedule which is capable of remedy but which the Party fails to remedy within thirty (30) days after receipt of a notice specifying the breach and requiring it to be remedied; or 
23.1.3 if the other Party ceases trading, or becomes apparently insolvent, or has a trustee in sequestration appointed, combines with its creditors, or has a liquidator, receiver or administrator appointed (or an application is made either for the appointment of an administrator or for an administration order, an administrator is appointed, or notice of intention to appoint an administrator is given over all or any of its assets) over all or any of its assets other than for the purposes of a solvent amalgamation or reconstruction, or undergoes any analogous act or proceeding under foreign law to any of those mentioned in this Clause 23.1.3; or 
23.1.4 if that Party: 

(a) becomes aware that a Change Event has taken or is due to take place in relation to the other Party; and 
(b) considers (acting reasonably) that such Change Event will have a materially adverse impact upon either the relationship between the Parties or that continuing with this Agreement following such Change Event will be detrimental to that Party, its business or customers; 

23.1.5 in accordance with Clause 13. 
23.2 This Agreement or any Schedule may be terminated by the Service Provider and / or the Service Provider may, at its discretion, suspend the 

Services and access by the Customer to the Site with immediate effect on giving written notice if the Customer breaches Law in relation to its use of the Services and / or use or access to the Site, the Service Provider Assets or the Customer Assets.  
23.3 A Schedule may also be terminated in accordance with the terms of the applicable Schedule (or any document referred to in the Schedule).  
23.4 If either Party terminates a Schedule under this Agreement or the Schedule, this Agreement shall continue in full force and effect in accordance with its terms in relation to all other Schedules in force at that time. 
23.5 Termination of this Agreement shall have no effect on individual Schedules, which shall continue in full force and effect as separate contracts subject to termination in accordance with this Agreement and the Schedule. The provisions of this Agreement shall continue to apply to those Schedules notwithstanding earlier termination of this Agreement.  
24. CONSEQUENCES OF TERMINATION 
24.1 In the event of termination or expiry of a Schedule:  

24.1.1 the Service Provider shall cease to provide the Services under the Schedule; 
24.1.2 the Customer shall immediately pay to the Service Provider all the Service Provider's outstanding unpaid invoices and interest in respect of the Schedule and, in respect of Services supplied but for which no invoice has been submitted, the Service Provider may submit an invoice, which shall be payable immediately on receipt; 
24.1.3 the Customer shall ensure that all Customer Assets are removed from the Site prior to the expiry or date of termination of the Schedule and shall return the Site to the condition that it was in at the Live Date. If the Customer fails to do so within thirty (30) days of the expiry or date of termination of the Schedule, then the Supplier may, at its discretion, remove such Customer Assets from the Site and the Customer shall be liable for all costs and expenses incurred by the Service Provider in returning the Site to the condition it was at the Live Date and / or in removing and storing the Customer Assets.  

24.2 Without prejudice to Clause 24.1, in the event that the Service Provider terminates a Schedule for any reason, unless the Service Provider notifies the Customer that the following charge is not payable, the Customer also agrees to pay to the Service Provider a termination charge equal to the remaining charges that would have been payable to the Service Provider up to the end of the term of that Schedule had that Schedule not been terminated and the Service Provider may submit an invoice for such termination charge which shall be payable immediately on receipt. For the purposes of this clause, the term of a Schedule will be specified in the applicable Schedule. 
24.3 Notwithstanding the termination of this Agreement for any reason, this Agreement shall continue in force to the extent necessary to give effect to those of its provisions which expressly or by implication have effect after termination, including Clauses 1; 2; 8; 19; 21; 23; 24; 29; 30; 34; and 35. 
24.4 The termination of this Agreement or its expiry shall not affect the accrued rights of either Party. 
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25. BUSINESS CONTINUITY AND DISASTER RECOVERY 
25.1 The Service Provider maintains a BCDR Plan in respect of the Services and shall provide a copy of the BCDR Plan to the Customer on written request from the Customer for same.  
25.2 The Service Provider shall update and test the BCDR Plan on a regular basis and, in any event, not less than once in every twelve (12) month period.  At the request of the Customer, the Service Provider will send to the Customer a written report summarising the results of the test and shall (as soon as practicable) implement any actions or remedial measures which are identified as a result of those tests. 
26. AUDIT RIGHTS 
26.1 Subject to Clauses 26.2, 26.3 and 26.4, and the terms of any Schedule, the Customer may, not more than twice annually across all Schedules during the Term, request an audit of the Service Provider's records specifically relating to the Services and / or the Site for the following purposes: 

26.1.1 to verify the accuracy of Charges (and proposed or actual variations to them in accordance with this Agreement and the Schedule); and/or 
26.1.2 to review the Service Provider's compliance with its obligations under this Agreement including its compliance with the Security Standards and its quality management system. 

26.2 Any such audit will be subject to the prior agreement of the Service Provider and shall be on such date and time as has been pre-agreed with the Service Provider. The Customer shall, and shall procure that all its staff, agents and representatives requiring such access shall, comply with all security, health and safety and/or other policies and regulations notified to the Customer by the Service Provider. 
26.3 The two (2) audits referred to in Clause 26.1 shall represent the maximum number of audits the Customer is entitled to in aggregate across all Schedules. Where the Customer is re-selling the Services, the Customer may request up to an additional one (1) audit for each end-customer to whom the Customer has re-sold the Services. At the request of the Service Provider, the Customer will provide evidence to the Service Provider of the number of such end-customers and that the additional audit requested has been requested by the end-customer. Further audits may be granted at the discretion of the Service Provider and may attract additional charges. 
26.4 The Customer shall act reasonably in exercising its right to audit in accordance with this Clause 26 and shall ensure that the conduct of each audit does not disrupt the Service Provider or any of its other customers, or delay the provision of the Services. 
26.5 Subject to the Customer's obligations of confidentiality in Clause 19, the Service Provider shall provide the Customer (and/or its agents or representatives) with all reasonable co-operation and assistance in relation to each audit. 
27. VARIATION 
27.1 Subject to the terms of any Schedule and Clause 27.2 below, any variation to this Agreement, a Schedule or the Services shall only be 

binding when agreed in writing and signed by an authorised representative of each Party. 
27.2 The Service Provider may make changes to this Agreement, a Schedule or the Services from time to time to reflect any applicable changes in Law and / or industry practice or processes and the Customer shall be subject to such amended Agreement, Schedule or Services (as applicable) from the date that those changes are posted on the Customer Portal. The Customer shall be responsible for monitoring the Customer Portal periodically for any such changes and the Customer acknowledges and agrees that the posting of such changes to the Customer Portal shall be deemed sufficient notice to the Customer of the change. 
27.3 The Parties shall be free to vary the terms of this Agreement in a Schedule for the purposes of that Schedule only. 
28. ASSIGNMENT  
28.1 Neither Party shall at any time assign or transfer all or any of its rights or obligations under this Agreement without the prior written consent of the other Party (such consent not to be unreasonably withheld or delayed).  
29. DISPUTE RESOLUTION 
29.1 If a dispute arises out of or in connection with this Agreement or the Schedule, or the performance, validity or enforceability of  this Agreement or the Schedule ("Dispute"), then the Parties shall follow the procedure set out in this Clause 29: 

29.1.1 either Party shall give to the other written notice of the Dispute, setting out its nature and full particulars ("Dispute Notice"), together with relevant supporting documents. On service of the Dispute Notice, the Service Provider Representative and the Customer Representative shall attempt in good faith to resolve the Dispute; 
29.1.2 if the Service Provider Representative and the Customer Representative are for any reason unable to resolve the Dispute within thirty (30) days (or such longer period as the Parties may agree, acting reasonably) of service of the Dispute Notice, the Dispute shall be referred to a senior representative of the Service Provider and a senior representative of Customer, who shall attempt in good faith to resolve it; and 
29.1.3 if the senior representative of the Service Provider and the senior representative of Customer are for any reason unable to resolve the Dispute within thirty (30) days (or such longer period as the Parties may agree, acting reasonably) of it being referred to them, the Parties will attempt to settle it by mediation in accordance with the CEDR Model Mediation Procedure.  Unless otherwise agreed between the Parties, the mediator shall be nominated by CEDR Solve. To initiate the mediation, a Party must serve notice in writing ("ADR notice") to the other Party to the Dispute, requesting mediation.  A copy of the ADR notice should be sent to CEDR Solve.  The mediation will start not later than thirty (30) days after the date of the ADR notice. Each Party shall bear its own costs and expenses incurred in these proceedings unless a different agreement is reached as part of any settlement arrived at the conclusion of the proceedings. 

29.2 The commencement of mediation shall not prevent the Parties commencing or continuing court proceedings in relation to the Dispute under Clause 35, which Clause shall apply at all times. 



   

DataVita confidential       11 

30. NOTICES 
30.1 Subject to Clause 30.4, any notice given under or in relation to this Agreement will be served by delivering it personally, by sending by email to the email address set out in Clause 30.3 or by sending by recorded delivery post to the address and for the attention of the relevant representative set out in Clause 30.3 or in the event that another address or email address has been notified by a Party hereunder in accordance with and making specific reference to this Clause 30 then to that other address or email address. 
30.2 Any such notice will be deemed to have been received: 

30.2.1 if delivered personally, at the time of delivery provided that it has been signed as received on behalf of the receiving Party; or 
30.2.2 if sent by email, at the time of transmission, provided a confirmatory copy is sent by recorded delivery or by personal delivery before the end of the next Working Day; or 
30.2.3 if sent by recorded delivery post, two Working Days after posting it, 

provided that if deemed receipt occurs before 9:00 am on a Working Day the notice will be deemed to have been received at 9:00 am on that day, and if deemed receipt occurs after 5:00 pm on a Working Day, or on a day which is not a Working Day, the notice will be deemed to have been received at 9:00 am on the next Working Day. 
30.3 The addresses of the Parties for the purposes of Clause 30.1 are: 

30.3.1 the Customer: [INSERT NAME, ADDRESS, EMAIL ADDRESS]; and 
30.3.2 the Service Provider: [INSERT NAME, ADDRESS, EMAIL ADDRESS]. 

30.4 Clause 30.1 shall not apply to notices of an informal nature which relate to day to day management of the Services (which may be delivered in whatever form is agreed from time to time by the Parties).   
31. WAIVER 
31.1 No failure or delay in the exercise or non-exercise by either Party of any of its rights or remedies under or in connection with this Agreement or the Schedule nor anything said, done or written by any person, or anything omitted to be said, done or written by any person including any servant or agent of either Party, shall in any way affect the rights of that Party, modify, affect, reduce or extinguish the obligations and liabilities of the other Party under this Agreement or the Schedule, or be deemed to be a waiver or release of any of the rights or remedies of the relevant Party. 
32. ENTIRE AGREEMENT 
32.1 This Agreement and the Schedule constitutes the entire agreement and understanding between the Parties as to the subject matter hereof and supersedes all previous understandings and undertakings in such respect.  
32.2 Each Party hereby acknowledges that it is not entering into this Agreement in reliance on any warranties, representations or 

undertakings howsoever or to whomsoever made except in so far as such are set out in this Agreement. 
33. NO PARTNERSHIP OR AGENCY 
33.1 Nothing in this Agreement or the Schedule is intended to, or shall be deemed to, establish any partnership or joint venture between the Parties, constitute any Party the agent of another Party, nor authorise any Party to make or enter into any commitments for or on behalf of any other Party. 
34. SEVERABILITY 
34.1 If any provision of this Agreement or the Schedule (or part of any provision) is found by any court or other authority of competent jurisdiction to be invalid, unenforceable or illegal, the other provisions shall nevertheless remain legal, valid, and enforceable.  
35. GOVERNING LAW AND JURISDICTION 
35.1 This Agreement and the Schedule, and any dispute or claim arising out of or in connection with them or their subject matter or formation (including non-contractual disputes or claims), shall be governed by, and construed in accordance with, the laws of Scotland, and, subject to the Dispute Resolution Procedure, the Parties irrevocably submit to the exclusive jurisdiction of the Scottish courts. 
 

SIGNED for and on behalf of CUSTOMER by  

SIGNED for and on behalf of DATAVITA LIMITED by   
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SCHEDULE FOR CLOUD SERVICES  
 BETWEEN:  (1) [                ] a company registered in [                ] with number [                ] whose registered office is at [                ] (the "Customer"); and   (2) DATAVITA LIMITED, a company registered in Scotland with number SC467509 whose registered office is at Unit 1, York Road, Chapelhall, Airdrie, Lanarkshire, ML6 8HW (the "Service Provider").   36. BACKGROUND 

1.2 This Schedule applies to the provision of the Cloud Services (as defined below) provided by the Service Provider.  
1.3 This Schedule sets out terms and conditions which apply in addition to the Master Services Agreement entered into between the Service Provider and the Customer ("Agreement") in respect of the Cloud Services provided by the Service Provider, and the parties agree that the provisions of the Agreement are incorporated by reference into and apply to this Schedule.  
37. DEFINITIONS 
37.1 Unless provided otherwise below, words and expressions set out in this Schedule shall have the meaning given to those terms in the Agreement. In addition to the definitions contained in the Agreement, the following definitions shall apply: 
Availability Zone means availability zone of the Cloud Services, as defined in the Customer Portal;  
Business Service means any operating system or application installed, configured and operated by the Customer using the Service Provider’s Cloud Service 
Cloud Charges means the Charges payable by the Customer for the Cloud Services, whether recurring  (in accordance with paragraph 10) or one-off, as detailed on or calculated in accordance with the Customer Portal or otherwise agreed in writing between the Customer and Service Provider; 
Cloud Services means those of the Service Provider's cloud services described on the Customer Portal which the Customer orders and the Service Provider agrees to provide to the Customer  from time to time and "Cloud Service" shall mean a service forming part of the Cloud Services;  
Customer Data means any data provided or made available to the Service Provider by the Customer pursuant to this Schedule;  
Extension Period has the meaning given in paragraph 42.2; 
Fair Usage Policy means the Service Provider's policy available via the Customer Portal regarding the usage of computing, telephone and information resources; 
Helpdesk  means the helpdesk to be provided by the Service Provider in connection with the Cloud Services, further details of which can be found on the Customer Portal; 
Service Initial Term has the meaning given in paragraph 42.1; 
Service Level Failure means a failure to deliver all or part of the Cloud Services in accordance with any SLA applicable to the Cloud Services set out on the Customer Portal;  
Site means the Service Provider's datacentre at Unit 1, York Road, Chaelhall, ML6 8NW, or such other of the Service Provider's 

data centres as the parties may agree to in writing from time to time;  
Resource Limit means, from time to time, the maximum resources available to the Service Provider to provide the Services to the Customer[, as may be detailed in the Customer Portal]; and   
Security Incident has the meaning given in paragraph 43.4. 
38. SERVICES   
38.1 By entering into this Schedule, the Customer may place orders for the Service Provider's cloud services described on the Customer Portal. Orders can be placed through the Customer Portal or such other method the Service Provider considers appropriate.  
38.2 The Service Provider is under no obligation to accept any orders placed (in whole or in part) and reserves the right, at its discretion and at any time and notwithstanding any order acknowledgement issued, to reject any order or require additional or alternative terms to apply to any order including a minimum commitment. This includes if an order exceeds existing available resources or capacity. 
39. RESOURCE LIMITS 
39.1 The Customer acknowledges and agrees that the Service Provider has calculated the Cloud Charges payable for the Cloud Services on the basis that the Resource Limit shall not be met as a result of the Customer's acts or omissions. 
39.2 Where the Customer attempts to use, configure or deploy the Cloud Services in such a manner that would result in the Resource Limit being met (or which would raise a reasonable concern for the Service Provider of the Resource Limit being met) (an "Exceptional Deployment"), then: 

39.2.1 the Service Provider will alert the Customer; 
39.2.2 at the Service Provider's option, the Customer shall pay all Cloud Charges associated with the Exceptional Deployment for a period of twelve (12) months from the date of usage, configuration or deployment; and 
39.2.3 the parties agree that no Service Level Failure shall be deemed to occur solely by virtue of the Resource Limit being exceeded by the Customer. 

40. SERVICE LEVELS AND SERVICE CREDITS 
40.1 The Service Provider shall ensure that it provides the Cloud Services such that they meet or exceed any applicable SLAs detailed on the Customer Portal for the Cloud Services.  
40.2 In the event the Service Provider fails to achieve any Service Level in respect of which a Service Credit is due (as specified on the Customer Portal), a Service Credit in respect of the corresponding Service Level shall be payable, as set out on the Customer Portal.  
40.3 The Service Credits will be applied as a credit against the next Cloud Charges invoiced by the Service Provider and payable by the Customer in respect of the Cloud Services. 

Without prejudice to the terms of the Agreement, any planned downtime or downtime caused by third party fault shall not be included in any availability calculation regarding the Cloud Services unless the Cloud Services operate in more than one Availability Zone.  
USAGE OF THE CLOUD SERVICES 

40.4 The Customer will not have access to its data stored by the Service Provider during any suspension of the Cloud Services or following any termination of the Cloud Services.  
40.5 The Customer acknowledges that even if the Customer uses the Cloud Services as a back up service, the Customer shall still be responsible for ensuring its data is backed up.  The Service Provider shall only be 
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responsible for ensuring that the Customer's data is backed up where the Service Provider provides managed back up services to the Customer [under and in accordance with a separate Schedule agreed between the parties].  
40.6 The Service Provider has no obligation to provide security in relation to the Cloud Services or Personal Data other than as expressly stated in the Agreement.  
41. TERMINATION OF SCHEDULE 
41.1 This Schedule shall commence on the last date on which this Schedule has been executed by both parties.  It will continue until either party terminates this Schedule in accordance with the Agreement or this Schedule.  
41.2 The termination provisions contained in the Agreement shall apply to this Schedule. In addition, in the event of termination of this Schedule or a Cloud Service pursuant to this Schedule, the provisions of Clause 24 of the Agreement shall also apply. 
41.3 In addition to the termination provisions contained in the Agreement, the Service Provider may terminate this Schedule if the Customer fails to pay any amount due regarding any Cloud Service on the due date for payment, and remains in default not less than fourteen (14) days after being notified by the Service Provider in writing to make such payment.  
41.4 If this Schedule is terminated, the provision of the Cloud Services shall automatically terminate on the same date that this Schedule terminates.  
42. TERM AND TERMINATION OF CLOUD SERVICES 
42.1 When ordering Cloud Services, the Customer will select a minimum term for the Cloud Services.  Each Cloud Service will have its own minimum term. The Service Provider will, subject to paragraph 41.4, provide each Cloud Service for the minimum term selected or for such other minimum term the Service Provider has agreed with the Customer in writing (the "Service Initial Term").     
42.2 Upon expiry of a Service Initial Term, that Service Initial Term shall, subject to paragraphs 41.4 and 42.2.2 automatically renew for successive periods equivalent to that Service Initial Term (the "Extension Period") until: 

42.2.1 the applicable Cloud Service is terminated by the Service Provider giving notice (through the Customer Portal) not less than the Service Initial Term but no more than 1 month, such termination to take effect no earlier than the date on which the Service Initial Term or then current Extension Period (as applicable) expires; or 
42.2.2 the applicable Cloud Service is terminated by the Customer in accordance with the instructions for termination of same detailed on the Customer Portal. [The Service will stop on the date and time specified by the Customer and the Customer agrees to pay for the Service up to the end of the Extension Period in which the Service stops.]  

42.3 Each Cloud Service shall terminate upon the expiry of the Service Initial Term (or Extended Term, as applicable) where the Customer (prior to the expiry of the Service Initial Term or Extended Term) provides [the appropriate notification to the Service Provider through the Customer Portal]. 
43. HELPDESK AND OTHER SERVICE TERMS 

Setup of the Cloud Services 
43.1 The Service Provider is responsible for setting up the Cloud Services that are available in the Service Catalogue in the Customer Portal.  The 

Customer is responsible for use of the tools available in the Customer Portal to create the Business Service.  The Service Provider will provide the Helpdesk to assist with queries and faults regarding the Customer Portal, as described in paragraph 0 below.  The Service Provider shall be entitled to charge the Customer in respect of any activities that are considered by the Service Provider to be beyond the scope of the Helpdesk. 
Helpdesk 

43.2 The Service Provider will make the Helpdesk available to the Customer 24 hours a day, every calendar day of the year, to assist with queries regarding faults in the Cloud Services. The Helpdesk is provided to the Customer only and the Service Provider will not interface directly with third parties working with the Customer, unless the Service Provider has expressly agreed otherwise. The Customer will raise Helpdesk queries according to the instructions detailed in the 'Helpdesk Terms' on the Customer Portal.   
Maintenance 

43.3 Where the Service Provider plans to perform maintenance work that is considered to be essential to its ability to continue to deliver the Cloud Services, the Service Provider will endeavour to perform such work between the hours of 00:00 to 05:00 and provide written notification to the Customer at least 5 days in advance.  In the event of an emergency or Service-affecting fault, the Service Provider will endeavour to provide 1 days’ notice but the Customer acknowledges and agrees that in certain circumstances (as reasonably determined by the Service Provider) this may not be possible.  
Breach Notification 

43.4 If the Service Provider becomes aware of any unlawful access to any Customer Data stored on the Service Provider’s equipment or in the Service Provider’s Site, or unauthorised access to such equipment or facilities resulting in loss, disclosure, or alteration of Customer Data (each a “Security Incident”), the Service Provider will promptly (1) notify Customer of the Security Incident; (2)  investigate the Security Incident and provide Customer with detailed information about the Security Incident; and (3)  take reasonable steps to mitigate the effects and to minimize any damage resulting from the Security Incident. 
43.5 Notification(s) of Security Incidents will be delivered to one or more of the Customer’s administrators by any means the Service Provider selects, including via email. It is Customer’s sole responsibility to ensure the Customer’s administrators maintain accurate contact information on the Customer Portal.  The Service Provider’s obligation to report or respond to a Security Incident under paragraph 43.4 is not an acknowledgement by the Service Provider of any fault or liability with respect to the Security Incident. 
43.6 The Customer must notify the Service Provider promptly about any possible misuse of its accounts or authentication credentials or any security incident related to a Cloud Service. 

Data location 
43.7 The Service Provider shall not transfer any Customer Data to any location outside of the United Kingdom without the prior written consent of the Customer.   

Retirement of Services or Features 
43.8 The Service Provider will provide the Customer with 12 months’ notice before removing any material feature or functionality or discontinuing a 
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service, unless security, legal or system performance considerations require an expedited removal.  This does not apply to free of charge trials. 
44. CHARGES 
44.1 The Customer shall pay the Cloud Charges. Payment shall be made by the Customer in accordance with paragraph 44.2 and any other applicable payment terms detailed on the Customer Portal or which have otherwise been notified by the Service Provider to the Customer 
44.2 The Service Provider shall be entitled to issue an invoice to the Customer, on a date determined by the Service Provider at the end of each calendar month and notified to the Customer (the "Monthly Invoice Date"), in respect of its provision of Cloud Services up to the Monthly Invoice Date.  All Cloud Charges shall be payable in arrears.  The Service Provider may at its discretion elect to invoice the Customer in accordance with any of the following:  

44.2.1 Hourly:  the invoice may detail Cloud Charges accrued for the Service Initial Term (and, if applicable, any Extension Period), multiplied by the [units used]; or 
44.2.2 Monthly:  the invoice may detail Cloud Charges accrued for the Service Initial Term (and, if applicable, any Extension Term), multiplied by the [units used], and any Cloud Services which are renewed from the previous month in accordance with the terms of the Agreement or this Schedule multiplied by [units used]; or 
44.2.3 Yearly: the invoice may detail Cloud Charges accrued for the Service Initial Term (and, if applicable, any Extension Term), multiplied by the [units used], and any Cloud Services which are renewed from the previous year in accordance with the terms of the Agreement or this Schedule multiplied by [units used]. 

44.3 No refunds shall be given in the event of termination of a Cloud Service or this Schedule. 
45. CUSTOMER RESPONSIBILITIES 
45.1 The Customer shall ensure that the person or persons placing orders  or self provisioning in respect of the Cloud Services via the Customer Portal has the necessary authority, power and capacity to do so on behalf of the Customer.  
45.2 The Customer acknowledges that it is responsible for the use of the Cloud Services including by those authorised by the Customer to use the Cloud Services and for all activities that occur under the Customer's or its users' applicable usernames, passwords or accounts.  
45.3 The Customer shall, and shall procure that all its staff, contractors, sub-contractors and end users shall comply with the Service Provider's Fair Usage Policy, Acceptance Use Policy and any other policy or procedure notified to the Customer by the Service Provider from time to time, or available on the Customer Portal from time to time. 
45.4 In the event the Customer or any of its staff, contractors, sub-contractors or end users fail to comply with any of the Service Provider's policies, procedures or requirements (or the terms of paragraph 45.3 below), the Service Provider will alert the Customer. If such failure is not remedied within the period stated in the applicable policy or within such period notified to the Customer by the Service Provider, the Service Provider may, at its discretion: 

45.4.1 suspend the Cloud Services (to the extent reasonably necessary in the circumstances).  The Service Provider will endeavour to provide reasonable notice to the Customer of any suspension except where the Service Provider reasonably believes that the provision of notice would not in the circumstances be appropriate or feasible; and / or  
45.4.2 impose additional Charges, which will be payable by the Customer (and in such case, the Service Provider will issue an invoice to the Customer for those additional Charges); and / or 
45.4.3 terminate this Schedule where the Service Provider considers that such failure constitutes a material breach of such policies, procedures, or requirements (in the Service Provider's reasonable opinion).  

45.5 The Customer must comply with, and may not work around, any technical limitations in a Cloud Service that only allow the Customer to use it in certain ways.  The Customer may not download or otherwise remove copies of software or source code from a Cloud Service except as authorised by the Service Provider in writing. 
45.6 Without prejudice to the Service Provider's Acceptance Use Policy, neither the Customer, nor any person  accessing a Cloud Service on behalf of or with the permission of the Customer, may use a Cloud Service: 

45.6.1 in a way prohibited by law, regulation, governmental order or decree; 
45.6.2 to violate the rights of others;  
45.6.3 to try to gain unauthorized access to or disrupt any service, device, data, account or network;  
45.6.4 to spam or distribute malware; 
45.6.5 in a way that could harm the Online Service or impair anyone else’s use of it; or  
45.6.6 in any application or situation where failure of the Online Service could lead to the death or serious bodily injury of any person, or to severe physical or environmental damage. 

 SIGNED for and on behalf of [CUSTOMER] by         

 

SIGNED for and on behalf of DATAVITA LIMITED by   
 

 
 


