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Introduction 

Incapsula is a cloud service that protects, accelerates and improves the reliability of your websites and IP 
infrastructure. Built on a globally distributed network, we protect against distributed denial of service DDoS and web 
application attacks. We accelerate web content delivery through our global CDN, and improve website reliability with 
our traffic load balancer. Incapsula mitigates attacks instantly, offers a better end-user experience, delivers the best 
DDoS protection and is simple to use. 

Incapsula Overview 

Incapsula is a cloud-based service that makes your websites safer, faster, and more reliable. Our mission is to provide 
every website—regardless of size—with enterprise-grade security and performance features that have previously been 
affordable only to the very largest of organizations. 

The Incapsula service includes the following products: 

 

WEBSITE SECURITY 
Incapsula’s PCI-certified web application firewall, advanced bot detection, and access control 
technologies secure any website against known and emerging threats. This includes common Web 
2.0 threats such as spammers, scrapers, and vulnerability scanners—in addition to sophisticated 
SQL injections, cross-site scripting, and other application layer attacks. 

 

DDOS PROTECTION 
Combining a robust network backbone with advanced traffic inspection solutions, Incapsula 
protects your organization against all types of DDoS attacks. Available both as an always-on or on-
demand service, Incapsula mitigates network and application layer DDoS attacks targeting web 
servers, DNS servers, and critical online infrastructure. This ensures a normal user experience even 
when you are under a large-scale attack.  

 

CONTENT DELIVERY NETWORK (CDN) 
Incapsula’s application-aware content delivery network delivers full site acceleration and boosts 
your website performance by using advanced networking, dynamic caching, and content 
optimization techniques. On average, websites using Incapsula are 50% faster and consume 60% 
less bandwidth. 

 

LOAD BALANCING 
Incapsula’s cloud-based, layer 7 load balancing service optimizes load distribution according to 
actual traffic flow to each server. Based on our global CDN, this service supports local and global 
server load balancing (GSLB), geo-balancing, and data center failover scenarios. Real-time health 
monitoring and notification enables data-driven responses to changes in traffic flow. 
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Website Security and Performance Solution Overview  

(WAF + CDN) 

Incapsula is the leading cloud-based mitigation solution on the market, protecting against all types of DDoS attacks 
irrespective of website size or makeup.   

Incapsula integrates several complementary security and performance solutions to seamlessly protect your websites 
against cyber-attacks such as SQL injection, cross-site scripting (XSS), and distributed denial of service (DDoS), while 
simultaneously increasing your site performance.  

Incapsula requires no installation of hardware or software, as well as no application code changes, thereby enabling 
organizations having limited IT and security resources to enjoy best-of-breed protection for your critical web assets. 

Key Benefits 

 Comprised of a bundle of three technologies: web application firewall, DDoS mitigation service, and content delivery 

network 

 Mitigates all types of DDoS attacks (network and application layer) 

 Ensures that website traffic runs at normal operating speeds, even during large-scale volumetric attacks. 

 Includes two-factor authentication and backdoor shell script protection, providing additional layers of protection to 

subscribed websites 

Key Advantages 

 Highly efficient: By leveraging its built-in web application firewall, as well as its user profiling and classification engine, 

Incapsula thwarts even the most advanced application layer DDoS and web attacks 

 Includes complementary security and performance solutions at no additional cost 

 Cloud-based deployment requires no hardware, software, or technical expertise,  

 resulting in a low total cost of ownership 

 Optional managed services turn Incapsula into a completely hands-off solution that lets you rest easy, knowing that 

your site is protected from web app and DDoS attacks  
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Website DDoS Protection Solution Overview  

Incapsula’s website DDoS protection is an always-on, cloud-based mitigation service that automatically detects and 
mitigates all types of DDoS attacks launched at websites and web applications. 

The service is built on top of Incapsula’s content delivery network (CDN) and leverages Incapsula’s PCI, DSS-compliant 
web application firewall (WAF) technology. In addition to securing your website against DDoS threats, Incapsula also 
guards against application vulnerability exploitation while accelerating page load times through content delivery 
optimization.  

Key Benefits 

 Comprised of a bundle of three technologies: web application firewall, DDoS mitigation service, and content delivery 

network 

 Mitigates all types of DDoS attacks (network and application layer) 

 Ensures that website traffic runs at normal operating speeds, even during large-scale volumetric attacks 

 Includes two-factor authentication and backdoor shell script protection, providing additional layers of protection to 

subscribed websites 

Key Advantages 

 Highly efficient: By leveraging its built-in web application firewall, as well as its user profiling and classification engine, 

Incapsula thwarts even the most advanced application layer DDoS and web attacks 

 Includes complementary security and performance solutions for no additional cost 

 Cloud-based deployment requires no hardware, software, or technical expertise, resulting in a low total cost of 

ownership 

 Compliments Incapsula’s DNS redirection and BGP routing-based solutions to create the most complete DDoS 

protection offering available 

 Optional managed services turn Incapsula into a completely hands-off solution that lets you rest easy, knowing that 

your site is protected from web app and DDoS attacks. 
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Infrastructure DDoS Protection Solution Overview  

Available as an always-on or on-demand service, Infrastructure Protection allows organizations to protect entire 
networks and subnets from network (Layer 3 and 4) DDoS attacks. It can be used to protect any online asset such as 
websites, DNS servers, SMTP servers and any other IP based application.  

Enabled via either GRE tunneling or a direct, layer 2 connection, this service leverages the Incapsula network’s multi-
Terabit scrubbing capacity and industry-leading packet processing capabilities to mitigate the largest, most 
sophisticated DDoS attacks. 

Key Benefits 

 Comprehensive DDoS protection for all types of services (UDP/TCP/SMTP/SSH/VOIP, etc.) 

 Defends any asset- hosted, private or public cloud, including AWS, Azure, Google 

 Directly connect your origin servers to the Incapsula network for low latency, high bandwidth always-on deployments 

Key Advantages 

 Home-grown Behemoth servers provide the industry’s fastest and most accurate mitigation every time 

 Option to directly connect your origin servers to the Incapsula network for low latency, high bandwidth always-on 

deployments 

 Real-time dashboard with detailed attack analysis 

 Real-time monitoring via Netflow/sFlow/IPFIX with manual or automatic switchover 

 Always-on and on-demand deployment options 
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IP Protection Overview  

IP Protection brings the benefits of infrastructure DDoS protection to customers who do not have an entire Class C 
subnet. It is ideal for public cloud (AWS, Azure, Google Cloud, Rackspace) environments, custom protocols, gaming 
servers and SaaS applications, which have high-traffic, critical non-HTTP assets with low IP counts.  

This feature enables smaller organizations to protect multiple service types and protocols, even for a single IP address, 
without using BGP routing. Customers receive a “protected IP address” from Incapsula, which inspects and filters all 
incoming traffic. A redundant, secure, two-way GRE tunnel is used to forward clean traffic to the origin IP and to return 
outbound traffic from the application to the users. 

Key Benefits 

 Provides complete Infrastructure DDoS protection for single IP addresses 

 Deploys as an always-on service for immediate detection and mitigation of DDoS attacks 

 Enables origin protection for DNS redirection based services (e.g. CDNs) 

Key Advantages 

 Enables smaller organizations to protect multiple service types and protocols, even for a single IP address, 

without using BGP routing  

 Cloud-based deployment requires no hardware, software, or technical expertise, resulting in a low total cost 

of ownership 

 Complements Incapsula’s DNS redirection and BGP routing-based solutions to create the most complete DDoS 

protection offering available 
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Name Server DDoS Protection Solution Overview  

Name server protection safeguards DNS servers from DDoS attacks. Deployed as an always-on service, it automatically 
identifies and blocks attacks targeting DNS servers, while simultaneously accelerating DNS responses. This service 
complements Incapsula’s other DDoS protection offerings, helping safeguard your web applications and network 
infrastructure from application and network layer DDoS attacks. 

Key Benefits 

 Incapsula’s service becomes the front line of defense, shielding protected DNS servers from all types of DNS targeted 

attacks  

 Always-on deployment ensures DNS servers are unaffected by even the largest DDoS attacks 

 Queries made to Incapsula-protected DNS servers are served via a global network of strategically-deployed Incapsula 

data centers, resulting in accelerated DNS performance 

Key Advantages 

 Name server protection is seamlessly compatible with Incapsula’s other security solutions, providing you with the 

most robust DDoS offering on the market 

 Cloud-based deployment requires no hardware, software, or technical expertise, resulting in a low total cost of 

ownership 

 Complements Incapsula’s DNS redirection and BGP routing-based solutions to create the most complete DDoS 

protection offering available 
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Content Delivery Network (CDN) Solution Overview  

Incapsula is built on a powerful network of data centers which together form our CDN. It leverages this global network 
to cache and optimize content, and then serves it locally to visitors—resulting in faster-loading websites.  

 

Incapsula uses a number of content optimization techniques to accelerate performance and minimize latency. 
Minification shrinks the size of your webpages by removing unnecessary characters on the fly. Image compression 
improves performance by reducing the size of images sent to the user. Session optimization reduces the number of 
open connections to your web server (e.g., SSL sites), helping to reduce initial connection time and unnecessary 
latency.  

Key Benefits 

 Increases website performance by caching data locally, resulting in an average performance increase of 50% 

 Reduces bandwidth consumption and server utilization, translating in lower website operational costs 

 Performs automatic frequency analysis to determine which resources are most commonly used, optimizing their 

delivery to result in the fastest possible delivery times 

Key Advantages 

 Simple deployment and automated optimization bring website acceleration to organizations of any size without the 

need for special expertise 

 Incapsula’s CDN is integrated with our WAF, DDoS mitigation, and load balancing services to help you easily achieve 

safer, faster, and smarter websites 

 Caching directly in physical memory allows for fast retrieval and speedy delivery 

 Cloud-based deployment requires no hardware, software, or technical expertise, resulting in a low total cost of 

ownership 
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Load Balancing Solution Overview 

Incapsula’s layer 7 load balancing and failover service enables you to replace your costly appliances with an enterprise-
grade, cloud-based solution. It supports all local load balancing, site failover, and global load balancing scenarios. 
Incapsula also provides real-time health monitoring to ensure that traffic is always routed to a viable web server. 

Our cloud-based load balancer has three deployment modes:  
 

Key Benefits 

 Provides cost-effective load balancing without the need for physical or virtual appliances 

 Supports any type of web environment or equipment, including cloud, hybrid, or on-premise hosted environments 

 Includes real-time, end-to-end website health monitoring, showing system statuses and errors all the way from site 

visitors to web servers 

Key Advantages 

 Intelligent layer 7 routing algorithms—including least pending requests, least open connections, and source IP hash—

ensure maximum resource utilization  

 Non-DNS-based site failover provides the fastest possible failover times 

Cloud-based deployment requires no hardware, software, or technical expertise, resulting in a low total cost of 

ownership  
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DNS Redirection-Based Deployment 

Incapsula is deployed using DNS redirection to route traffic through our network. Once your website traffic is routed 
through Incapsula, malicious traffic such as hacking attempts, bad bots, and DDoS attacks are blocked, while your 
legitimate traffic is accelerated.  

This deployment is used for the following solutions: 

 Website Security (including WAF)  

 Content Delivery Network 

 Website DDoS Protection  

 Load Balancing 

Deployment Checklist 

 Create an Incapsula account 

 Add your website to be protected in the Incapsula UI 

 Configure your SSL website to be protected 

 Change your website’s DNS record to route traffic through Incapsula 

 Enjoy a faster-loading, more secure website 
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Infrastructure DDoS Protection Deployment 

Incapsula infrastructure protection is deployed using BGP routing and GRE tunnels. Customers wishing to use this DDoS 
mitigation solution set up a GRE tunnel between their BGP-capable router and Incapsula’s network. During a DDoS 
attack you will stop advertising your ASN and instruct us to begin BGP announcements for your ASN on your behalf. 
This results in BGP routing that directs traffic through Incapsula for DDoS mitigation.  

 

This deployment is used for the following solutions: 

 Incapsula Infrastructure DDoS Protection 

Deployment Checklist 

 Complete preliminary setup including the adjustment of firewall, asymmetric routing, and TCP MSS settings 

 Set up GRE tunnels between edge routers and Incapsula data centers 

 Set up BGP peering mode of operation (BGP announcement or BGP community) 

 Test configurations 

 Enjoy peace of mind, knowing that your online assets are protected by a best of class infrastructure DDoS 

mitigation solution 

 
Contact your Incapsula representative for a detailed infrastructure protection setup. 
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IP Protection Deployment 

IP Protection is deployed as an always-on service, where traffic flow is symmetric (both ingress and egress traffic flow 
through the Incapsula network). To provide IP level protection, Incapsula “leases” an IP address out of its own range to 
the customer and acts as the customer's ISP (although the customer is still required to get additional IP addresses from 
an ISP to which clean traffic is routed).  
 
In addition, a GRE tunnel has to be established between the origin network and Incapsula. The GRE tunnel can be 
connected to different types of equipment on the customer’s side, depending on the specific topology of the 
customer’s network. Such devices may include routers, firewalls, load balancers and Linux servers (physical, virtual and 
cloud instances). 

 

This deployment is used for the following solutions: 

 Incapsula IP Protection 

Deployment Checklist 

 Complete preliminary setup including the adjustment of firewall, asymmetric routing, and TCP MSS settings 

 Set up GRE tunnels between edge routers and Incapsula data centers 

 Advertising the new IP address provided by Incapsula to the end clients (usually through DNS) 

 Configuring a loopback interface on the device on which the GRE tunnel is established 

 After configuring your equipment precisely as specified in the Provisioning form, submit the form to Incapsula 

on boarding team. 

 Enjoy peace of mind, knowing that your online assets are protected by a best of class infrastructure DDoS 

mitigation solution 
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Name Server DDoS Protection Deployment 

Through a simple 30-second verification process, you can turn Incapsula into your authoritative DNS server, while 
continuing to manage your DNS zone files outside of the Incapsula network. 

With name server protection in place, Incapsula becomes the destination for all incoming DNS queries—functioning as 
a secure proxy that masks protected servers, while also filtering all incoming queries.   

 

This deployment is used for the following solutions: 

• Name Server DDoS Protection 

Deployment Checklist 

 Create an Incapsula account 

 Add your websites to be protected in the Incapsula UI 

 Configure your SSL website to be protected 

 Change your website’s DNS record to route traffic through Incapsula 

 Change Incapsula into your authoritative DNS server  
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