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1 Services Overview 

This Service Description (SD) contains information about Virtustream Cloud Platform Services (CPS) that 

comprise the Infrastructure as a Service (IaaS) offering. The IaaS offering is hosted in secure Virtustream 

data centers in the United States, Germany, France, Netherlands, England, Japan, and Australia, and 

include a variety of capabilities—from compute to storage, security, disaster recovery, and colocation. 

NOTE: The information in this SD applies to the Virtustream Enterprise Cloud (VEC), the 

Virtustream Federal Cloud (VFC), and the Virtustream ITAR (International Traffic in Arms 

Regulations) cloud. The differences between the clouds are separate security compliance controls 

that are implemented in the data center(s) that house the cloud solution, such as various 

commercial regulations for VEC, FedRAMP for VFC, and ITAR for Virtustream ITAR cloud. 

Each Virtustream data center has certifications that determine whether the data center can host 

cloud solutions that adhere to a set of compliance controls. When determining which data center(s) 

will host a customer’s cloud solution, both the Virtustream customer and the customers that the 

Virtustream customer serves are considered. For example, if the Virtustream customer serves 

public sector customers, then the Virtustream customer’s solution would be hosted in a data center 

that complies with the appropriate public sector compliance controls. 

Below is a categorized list of the services that comprise the Virtustream IaaS offering. Customers 

purchase one or more of the services for their cloud solution. 

IaaS Services 

· IaaS Onboarding and Migration 

· IaaS Compute 

· IaaS HANA Physical Appliances 

· IaaS Software 

· IaaS Storage/ Backup 

· IaaS Network 

· IaaS Load Balancer 

· IaaS Cloud and Storage Connect 

· IaaS Ad Hoc Services 

Security Services: Network Level (Perimeter Defense) 

· Firewall 

· Internet Protocol Security (IPSec) Virtual Private Network (VPN) 

· Intrusion Detection Service (IDS) 
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Security Services: VM Level and Physical HANA 

· Anti-Virus / Anti-Malware (AV/AM) 

· Intrusion Detection Service (IDS) and Firewall 

· File Integrity Monitoring (FIM) 

· VM-Level Security Bundle (VLSB) - Includes AV/AM, IDS and Firewall, and FIM 

· Encryption 

· Vulnerability Scanning 

· Log Management 

· Two-Factor Authentication (2FA) 

Data Centers / Colocation Services 

· US data centers: USDC2 – San Francisco, CA; USDC3 – Las Vegas, NV; USDC4 – Sterling, VA; 

USDC5 – Dulles, VA; USDC6 – Pittsburg, PA; (USDC1 – Vienna, VA, is reserved for existing 

Customers only) 

· Europe data centers: DEDC1 – Frankfurt, DE; DEDC3 – Rüsselsheim am Main, DE; FRDC1 – 

Pantin, FR; Marcoussis, FR; NLDC1 – Amsterdam, NL; UKDC1, UKDC2 and UKDC3 – London, 

UK 

· APJ data centers: AUDC1 – Sydney, AU; AUDC2 – Canberra, AU; JPDC1 – Tokyo, JP; JPDC2 – 

Osaka, JP 

· Remote Management (available for all data centers) 

The table below shows the compliance offering of each data center. 

 Commercial PCI Federal ITAR HEC Specialty 

USDC1       

USDC2  
In 

progress 
    

USDC3  
In 

progress 
    

USDC4  
In 

progress 
    

USDC5       

USDC6       

UKDC1       

UKDC2 

(Colo only)  

     

UKDC3       

NLDC1       

DECD1       
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 Commercial PCI Federal ITAR HEC Specialty 

DEDC3       

FRDC1       

FRDC2       

AUDC1  Planned     

AUDC2  Planned     

JPDC1  Planned     

JPDC2  Planned     

IaaS Compliance Services 

· PCI Compliance 

· HIPAA Compliance 

See the Detailed Service Descriptions section further below for information about each of the above 

services. 

See the Virtustream SLA document for information about Service Level Agreements for some of the 

IaaS services in this SD. 

1.1 Service ID Explanation 

Virtustream Service Description documents contain Service IDs that are associated with the services that 

Virtustream sells. When used in other documents such as a Customer Order Form, these Service IDs 

contain prefixes to create country and environment-specific Service IDs. Below are the prefixes that 

Customers may see within other documents, preceding the Service IDs that are listed within this SD. 

Service ID Prefix Service 

U-EC US Enterprise Commercial Cloud Platform 

U-FD US Federal Cloud Platform 

G-EC EMEA Enterprise Commercial Cloud 

U-IT ITAR (Export Controlled) 

A-EC AUS Enterprise Cloud 

J-EC Japan Enterprise Cloud 

1.2 Assumptions 

Delivery of the Virtustream Cloud Platform Services described in this SD are predicated on the following 

assumptions: 
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· Customer fulfills the responsibilities specified in this SD, and fulfills other requests from Virtustream 

as related to the Customer’s services. 

· Customer will provide timely responses to any Virtustream requests to provide direction, 

information, approvals, or decisions that are reasonably necessary to be provided by Customer for 

Virtustream to perform the Services; Virtustream shall not be responsible for any delays or 

problems with the Services arising out of the Customer’s delayed response. 

· Customer will ensure that all nominated Customer personnel who work on Virtustream’s systems or 

equipment are adequately qualified and have received suitable training at the Customer’s expense 

both to ensure the safety of Customer’s personnel, and to safeguard Virtustream’s systems or 

equipment. 

· Customer shall obtain all necessary licenses and permissions to use third party software (when 

such software is not directly provided by Virtustream as part of the Services) for the provision of the 

Services and, where necessary, rights / permission to access the software, data, and other 

materials and modifications for the purposes of the provision of the Services. 

· Customer shall ensure that it obtains all rights and permissions from vendors and other third parties 

as necessary to permit Virtustream to access the information and data to be made available to 

Virtustream as specified hereunder. 

1.3 IaaS Services: Overview 

The tables in this overview contain brief information about the Virtustream IaaS offering. Each service 

offering is listed with its Service ID, name, and a short description. Additional information for each is 

available in the next section – Detailed Service Descriptions.  

A list of terms specific to how these services are named and described are defined below. 

IZ, DMZ, CZ and HZ. These terms identify the areas (zones) in the cloud environment within which µVMs 

are made available for consumption. 

The Internal Zone – “IZ” – is for use by non-Internet facing workloads. Systems deployed into the 

Internal Zone are not directly accessible from the Internet. 

The Demilitarized Zone – “DMZ” – is the area in the Cloud environment that is external-facing (such 

as the Internet or other untrusted service), and is therefore more vulnerable. The DMZ is for use by 

workloads that need to be directly accessible from the Internet. 

The HANA Zone – “HZ” – is the zone in which physical HANA (pHANA) workloads are located. 

The Customer Zone – “CZ” – is the complete Customer environment, which includes the IZ and the 

DMZ, and the HZ if the Customer’s environment contains HANA components. 

 

Basic and Core µVM types. These terms differentiate the µVM types that comprise Virtustream’s compute 

offering. 

“Basic” µVMs are limited to a single Virtustream data center and have 99.5% availability when 

located in the IZ, or 99.4% availability when located in the DMZ. See the NOTE below. 

“Basic Plus” µVMs are limited to a single Virtustream data center and have 99.99% availability 

when located in the IZ, or 99.7% availability when located in the DMZ. See the NOTE below. 
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“Core” µVMs are located in two Virtustream data centers to provide highest availability for 

production workloads, and disaster recovery capability. µVM availability is 99.999% when located in 

the IZ, or 99.9% when located in the DMZ. See the NOTE below. Core µVMs will be located at the 

Customer’s designated primary Virtustream data center, and an equivalent quantity of µVMs will be 

reserved at the Customer’s designated secondary Virtustream data center for ongoing operation in 

case of disaster events, and during scheduled disaster recovery (DR) exercises. 

NOTE: For all µVM types (i.e., Basic and Core), availability applies to the Customer’s 

committed level per the contract, including the overage resources (for “surges”) that are 

required. This means that up to 20% above the committed level that is defined in the contract 

for µVMs is provided at the same availability level. If the Customer experiences consistent 

overage above the committed level, then the Customer should reset the committed level for 

each µVM resource type by contacting Virtustream Sales. 

High Memory. Virtustream offers competitive pricing on compute services for applications that require 

large amounts of memory (i.e., systems that require 65GiB or more of memory).  

Primary and Secondary data centers. Each Virtustream customer’s workloads are hosted in one of 

Virtustream’s secure data centers; that data center is referred to as the customer’s primary data 

center. If the Customer elects to reserve additional Virtustream resources to provide additional 

compute resources for workload replication and/or Disaster Recovery (DR), these resources will be 

located in a second Virtustream data center in an alternate geographic location; that data center is 

referred to as the customer’s secondary data center. In most cases, the primary data center will 

host production workloads, and the secondary data center will serve as the DR target and may host 

non-production workloads. Virtustream will work with the Customer to select primary and secondary 

data centers that are appropriate for each Customer’s needs. 

Project Based. A few of the services listed are highly variable in scope and customer need. These 

services are billed as “project based.” For these services, Virtustream will gather the scope and 

requirements to satisfy the need in a specific customer engagement, and the project will be 

scheduled and billed in accordance with those requirements. 

Units of Capacity. Throughout this document, units of memory, disk, and network capacity are as follows: 

Byte: Byte (B) = 1 Byte 

Memory: Mebibyte (MiB): 1 MiB = 220 B = 1,048,576 B 

Gibibyte (GiB): 1 GiB = 230 B = 1,073,741,824 B 

Tebibyte (TiB): 1 TiB = 240 bytes = 1,099,511,627,776 bytes 

Disk: Megabyte (MB): 1 MB = 106 B = 1,000,000 B 

Gigabyte (GB): 1 GB = 109 B = 1,000,000,000 B 

Terabyte (TB): 1 TB = 1012 B = 1,000,000,000,000 B 

Network: Megabit per second (Mbps): 1,000,000 bits per second 

Gigabit per second (Gbps): 1,000,000,000 bits per second 

µVM. Pronounced “microVM,” this is Virtustream’s fine-grained unit of measurement designed to 

accurately measure the actual consumption of cloud resources. A µVM is a unit of computing 
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resources, comprised of CPU, memory, storage IOPS, and associated local network bandwidth. 

One µVM = 200MHz of CPU, 768MB of memory, 40 storage disk input/output operations per 

second (IOPS), and 2 Megabytes (MBps) of local network bandwidth. The usage of each µVM 

resource component (CPU, memory, IOPS, and local network bandwidth) is measured at five 

minute intervals—one unit each for 200MHz of CPU, 768MB of memory, 40 storage disk 

input/output operations per second (IOPS), and 2MBps of local network bandwidth. The highest of 

the four components is averaged per hour, and the hour values are averaged across the month to 

determine the overall µVM usage for the month. 

NOTE: The measurement is performed at the aggregate level — across the Customer’s entire µVM 

resource pool. Measured µVM network bandwidth usage is only within the data center. 

µVM Resource Pool. The aggregated physical compute hardware — CPU and memory, as well as other 

components — allocated to a set of µVMs in a Virtustream virtual infrastructure. 

 

Additional terms can be found in Section 7, Definitions.  

 

Table 1. IaaS Onboarding and Migration 

Service ID Service Name Billing Short Description 

IC-ONB-FUL-1T IaaS Onboarding - 
Full 

One time, 
per VM 

Virtustream will be responsible for provisioning the 
Virtustream IaaS Platform resources, environment 
architecture, and initial configuration of the Operating 
System, including assignment of hostname and 
networking information, and file system creation. 

IC-ONB-BAS-1T IaaS Onboarding - 
Basic 

One time, 
per VM 

Virtustream will be responsible for provisioning the 
Virtustream IaaS Platform resources and environment 
architecture. 

IC-ONB-BEM-1T IaaS Onboarding – 
Basic Enhanced 
Migration 

One time, 
per VM 

Virtustream will be responsible for executing a full 
system migration using an enhanced migration tool. 

IC-ONB-BES-1T IaaS Onboarding – 
Basic Enhanced 
Migration with SAP 
checks 

One time, 
per VM 

Virtustream will be responsible for executing a full 
system migration using an enhanced migration tool, and 
perform SAP checks. 

IC-ONB-BMM-1T IaaS Onboarding – 
Basic Enhanced 
Migration/Production 

One time, 
per VM 

Virtustream will be responsible for executing two full 
system migrations using an enhanced migration tool: 
One as a mock exercise; one as a production cutover. 
The target Virtual Machine at Virtustream will be 
identical to the source system, except the IP address. 
Virtustream will be responsible for provisioning the 
Virtustream IaaS Platform resources, system migration, 
and environment architecture. 
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Service ID Service Name Billing Short Description 

IC-ONB-BSM-1T IaaS Onboarding – 
Basic Enhanced 
Migration with SAP 
checks/Production 

One time, 
per VM 

Virtustream will be responsible for executing two full 
system migrations using an enhanced migration tool: 
One as a mock exercise; one as a production cutover. 
The target Virtual Machine at Virtustream will be 
identical to the source system, except the IP address. 
Virtustream will also be responsible for provisioning the 
Virtustream IaaS Platform resources, system migration, 
and environment architecture, and performing SAP 
checks. 

IC-ONB-VMI-1T IaaS Onboarding – 
Virtual Machine 
Import 

One time, 
per VM 

Virtustream will be responsible for provisioning the 
Virtustream IaaS Platform resources and environment 
architecture, and for importing customer-supplied virtual 
machine files (ova or ovf format) into the environment. 

IC-ONB-VMS-1T IaaS Onboarding – 
Virtual Machine 
Import with SAP 
checks 

One time, 
per VM 

Virtustream will be responsible for provisioning the 
Virtustream IaaS Platform resources and environment 
architecture, and for importing customer-supplied virtual 
machine files (ova or ovf format) into the environment, 
and for performing SAP checks. 

IC-ONB-SS-1T IaaS Onboarding - 
Self-Service 

One time, 
per VM 

Virtustream will enable secure access to the 
Virtustream IaaS Platform and will provision the 
resources detailed in the applicable Order Form on the 
Virtustream Cloud Platform. 

IC-ONB-EML-1T Enhanced Mig Tool 
SW License 

One time, 
per VM 

Software enables minimized-downtime for Virtual-to-
Virtual or Physical-to-Virtual migration of customer 
servers to the Virtustream platform. 

IC-ONB-SEM-1T Enhanced Migration 
Tool Setup and 
Configuration 

One time, 
per account 

Initial setup and configuration of enhanced migration 
tool for downtime-minimized migrations of Virtual-to-
Virtual or Physical-to-Virtual migration of customer 
servers to Virtustream platforms. This does not include 
migration of data. 

Table 2. IaaS Compute 

Service ID Service Name Billing Short Description 

IC-UVM-BAS-
ENT 

Enterprise Basic 
µVM 

Monthly, 
per usage 

Enterprise Basic µVMs are used for non-production, 
non-Internet-accessible workloads in the IZ, and have 
99.5% availability. 

IC-UVM-BASP-
ENT 

Enterprise Basic 
Plus µVM 

Monthly, 
per usage 

Enterprise Basic Plus µVMs are used for 
non-production, non-Internet-accessible workloads in 
the IZ, and have 99.99% availability. 

IC-UVM-COR-
ENT 

 

Enterprise Core 
µVM 

Monthly, 
per usage 

Enterprise Core µVMs are used for production, 
non-Internet-accessible workloads in the IZ, and have 
99.999% availability. An equivalent quantity of µVMs are 
reserved at a secondary Virtustream data center for 
ongoing operation in case of disaster events and during 
scheduled disaster recovery (DR) exercises. 
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Service ID Service Name Billing Short Description 

IC-UVM-RESV-
ENT 

Enterprise Reserved 
µVM 

Based on 
amount of 
reserved 
µVMs 

Enterprise Reserved µVMs reside in one designated 
primary Virtustream data center in the Internal Zone, are 
based on inactive VMs, and can be activated when 
needed for ongoing operation in case of disaster events 
and during scheduled disaster recovery (DR) exercises. 
Once the VMs become active, then the Customer will be 
charged using the rate for the Basic µVM. 

IC-UVM-BAS-
DMZ 

DMZ Basic µVM Monthly, 
per usage 

DMZ Basic µVMs are used for non-production, 
Internet-accessible workloads in the DMZ, and have 
99.4% availability. 

IC-UVM-BASP-
DMZ 

DMZ Basic Plus 
µVM 

Monthly, 
per usage 

DMZ Basic Plus µVMs are used for non-production, 
Internet-accessible workloads in the DMZ, and have 
99.7% availability. 

IC-UVM-COR-
DMZ 

 

DMZ Core µVM Monthly, 
per usage 

DMZ Core µVMs are used for production, 
Internet-accessible workloads in the DMZ, and have 
99.9% availability. An equivalent quantity of µVMs are 
reserved at a secondary Virtustream data center for 
ongoing operation in case of disaster events and during 
scheduled disaster recovery (DR) exercises. 

IC-UVM-RESV-
DMZ 

DMZ Reserved µVM Based on 
amount of 
reserved 
µVMs 

DMZ Reserved µVMs reside in one designated primary 
Virtustream data center in the DMZ, are based on 
inactive VMs, and can be activated when needed for 
ongoing operation in case of disaster events and during 
scheduled disaster recovery (DR) exercises. Once the 
VMs become active, then the Customer will be charged 
using the rate for the Basic µVM. 

IC-UVM-BAS-
ORA 

Oracle Cluster Basic 
µVM 

Monthly, 
per usage 

Oracle Cluster Basic µVMs are used for non-production, 
non-Internet-accessible workloads in the IZ, and have 
99.5% availability. 

IC-UVM-COR-
ORA 

Oracle Cluster Core 
µVM 

Monthly, 
per usage 

Oracle Cluster Core µVMs are used for production, 
non-Internet-accessible workloads in the IZ, and have 
99.999% availability. An equivalent quantity of µVMs are 
reserved at a secondary Virtustream data center for 
ongoing operation in case of disaster events and during 
scheduled disaster recovery (DR) exercises. 

IC-UVM-BAS-CIT Citrix Basic µVM Monthly, 
per usage 

Citrix Basic µVMs are used for non-production, 
non-Internet-accessible workloads in the IZ, and have 
99.5% availability. 

IC-UVM-COR-CIT Citrix Core µVM Monthly, 
per usage 

Citrix Core µVMs are used for production, 
non-Internet-accessible workloads in the IZ, and have 
99.999% availability. An equivalent quantity of µVMs are 
reserved at a secondary Virtustream data center for 
ongoing operation in case of disaster events and during 
scheduled disaster recovery (DR) exercises. 

HM-HA-VIR-1T vHANA Installation 
and Setup Charge - 
Virtual Appliance 

One time, 
per VM 

Setup and configuration of the Virtual HANA managed 
appliance.  

HM-UVV-BAS-
ENT 

vHANA Enterprise 
Basic µVM Variable  

Monthly, 
per usage 

vHANA Enterprise Basic µVMs are used for 
non-production, non-Internet-accessible workloads in 
the IZ, and have 99.5% availability. 
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Service ID Service Name Billing Short Description 

HM-VVM-BAS-
ENT 

vHANA Enterprise 
Basic VM Fee  

Monthly, 
per VM 

Surcharge must be paired with vHANA Enterprise Basic 
µVM Variable fee (directly above). 

HM-UHV-BASP-
ENT 

vHANA Enterprise 
Basic Plus µVM 
Variable 

Monthly, 
per usage 

vHANA Enterprise Basic Plus µVMs are used for 
non-production, non-Internet-accessible workloads in 
the IZ, and have 99.99% availability. 

NOTE: Each HANA system must have a minimum of 
64GiB of memory. 

HM-HVM-BASP-
ENT 

vHANA Enterprise 
Basic Plus VM Fee 

Monthly, 
per VM 

Surcharge must be paired with vHANA Enterprise Basic 
Plus µVM Variable fee (directly above). 

HM-UVV-COR-
ENT 

vHANA Enterprise 
Core µVM Variable  

Monthly, 
per usage 

vHANA Enterprise Core µVMs are used for production, 
non-Internet-accessible workloads in the IZ, and have 
99.999% availability. An equivalent quantity of µVMs are 
reserved at a secondary Virtustream data center for 
ongoing operation in case of disaster events and during 
scheduled disaster recovery (DR) exercises. 

HM-VVM-COR-
ENT 

vHANA Enterprise 
Core VM Fee  

Monthly, 
per VM 

Surcharge must be paired with vHANA Enterprise Core 
µVM Variable fee (directly above). 

HM-UVM-RESV-
ENT 

vHANA Enterprise 
Reserved µVM 

Based on 
amount of 
reserved 
µVMs 

vHANA Enterprise Reserved µVMs reside in one 
designated primary Virtustream data center in the 
Internal Zone, are based on inactive VMs, and can be 
activated when needed for ongoing operation in case of 
disaster events and during scheduled disaster recovery 
(DR) exercises. Once the VMs become active, then the 
Customer will be charged using the rate for the Basic 
µVM. 

IC-UHV-BAS-
ENT 

High Memory 
Enterprise Basic 
µVM  

Monthly, 
per usage 

High Memory Enterprise Basic µVMs are used for 
non-production, non-Internet-accessible workloads in 
the IZ, have 99.5% availability, and are recommended 
for >32 µVM workloads. 

IC-HVM-BAS-
ENT 

High Memory 
Enterprise Basic VM 
Fee 

Monthly, 
per VM 

Surcharge must be paired with High Memory Enterprise 
Basic µVM fee (directly above). 

IC-UHV-BASP-
ENT 

High Memory 
Enterprise Basic 
Plus µVM 

Monthly, 
per usage 

High Memory Enterprise Basic Plus µVMs are used for 
non-production, non-Internet-accessible workloads in 
the IZ, have 99.99% availability, and are recommended 
for >32 µVM workloads. 

IC-HVM-BASP-
ENT 

High Memory 
Enterprise Basic 
Plus VM Fee 

Monthly, 
per VM 

Surcharge must be paired with High Memory Enterprise 
Basic Plus µVM fee (directly above). 

IC-UHV-RESV-
ENT 

High Memory 
Enterprise Reserved 
µVM 

Based on 
amount of 
reserved 
µVMs 

High Memory Enterprise Reserved µVMs reside in one 
designated primary Virtustream data center in the 
Internal Zone, are based on inactive VMs, and can be 
activated when needed for ongoing operation in case of 
disaster events and during scheduled disaster recovery 
(DR) exercises. Once the VMs become active, then the 
Customer will be charged using the rate for the Basic 
µVM. 
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Service ID Service Name Billing Short Description 

IC-UHV-BAS-
DMZ 

High Memory DMZ 
Basic µVM  

Monthly, 
per usage 

High Memory DMZ Basic µVMs are used for 
non-production, Internet-accessible workloads in the 
DMZ, have 99.4% availability, and are recommended for 
>32 µVM workloads. 

IC-HVM-BAS-
DMZ 

High Memory DMZ 
Basic VM Fee 

Monthly, 
per VM 

Surcharge must be paired with High Memory DMZ Basic 
µVM fee (directly above). 

IC-UHV-BASP-
DMZ 

High Memory DMZ 
Basic Plus µVM 

Monthly, 
per usage 

High Memory DMZ Basic Plus µVMs are used for 
non-production, Internet-accessible workloads in the 
DMZ, have 99.7% availability, and are recommended for 
>32 µVM workloads. 

IC-HVM-BASP-
DMZ 

High Memory DMZ 
Basic Plus VM Fee 

Monthly, 
per VM 

Surcharge must be paired with High Memory DMZ Basic 
Plus µVM fee (directly above). 

IC-UHV-COR-
DMZ 

High Memory DMZ 
Core µVM  

Monthly, 
per usage 

High Memory DMZ Core µVMs are used for production, 
Internet-accessible workloads in the DMZ, have 99.9% 
availability, and are recommended for >32 µVM 
workloads. An equivalent quantity of µVMs are reserved 
at a secondary Virtustream data center for ongoing 
operation in case of disaster events and during 
scheduled disaster recovery (DR) exercises. 

IC-HVM-COR-
DMZ 

High Memory DMZ 
Core VM Fee 

Monthly, 
per VM 

Surcharge Must be paired with High Memory DMZ Core 
µVM fee (directly above). 

IC-UHV-RESV-
DMZ 

High Memory DMZ 
Reserved µVM 

Based on 
amount of 
reserved 
µVMs 

High Memory DMZ Reserved µVMs reside in one 
designated primary Virtustream data center in the DMZ, 
are based on inactive VMs, and can be activated when 
needed for ongoing operation in case of disaster events 
and during scheduled disaster recovery (DR) exercises. 
Once the VMs become active, then the Customer will be 
charged using the rate for the Basic µVM. 

Table 3. IaaS HANA Physical Appliances 

Service ID Service Name Billing Short Description 

HM-HA-PHS-1T HANA Appliance 
Installation and 
Setup - Physical 
Appliance 

One time, 
per 
appliance 

Setup and configuration of a Physical HANA managed 
appliance. 

HM-HA1-SOH-
1TB 

1 TB HANA 
Managed Appliance 
for SoH - Primary 

Monthly, 
per 
appliance 

Dedicated 1TiB HANA Managed Appliance that 
supports the HANA Scale-up architecture. Resides in 
the Customer’s Primary Virtustream data center. 
(Hardware only.). 

HM-HA2-SOH-
1TB 

1 TB HANA 
Managed Appliance 
for SoH - Secondary 

Monthly, 
per 
appliance 

Dedicated 1TiB HANA Managed Appliance that 
supports the HANA Scale-up architecture. Resides in 
the Customer’s Secondary Virtustream data center. 
(Hardware only.). 

HM-HA1-SOH-15 1.5 TB HANA 
Managed Appliance 
for SoH - Primary 

Monthly, 
per 
appliance 

Dedicated 1.5TiB HANA Managed Appliance that 
supports the HANA Scale-up architecture. Resides in 
the Customer’s Primary Virtustream data center. 
(Hardware only.). 
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Service ID Service Name Billing Short Description 

HM-HA2-SOH-15 1.5 TB HANA 
Managed Appliance 
for SoH - Secondary 

Monthly, 
per 
appliance 

Dedicated 1.5TiB HANA Managed Appliance that 
supports the HANA Scale-up architecture. Resides in 
the Customer’s Secondary Virtustream data center. 
(Hardware only.). 

HM-HA1-SOH-
2TB 

2 TB HANA 
Managed Appliance 
for SoH - Primary 

Monthly, 
per 
appliance 

Dedicated 2TiB HANA Managed Appliance that 
supports the HANA Scale-up architecture. Resides in 
the Customer’s Primary Virtustream data center. 
(Hardware only.). 

HM-HA2-SOH-
2TB 

2 TB HANA 
Managed Appliance 
for SoH - Secondary 

Monthly, 
per 
appliance 

Dedicated 2TiB HANA Managed Appliance that 
supports the HANA Scale-up architecture. Resides in 
the Customer’s Secondary Virtustream data center. 
(Hardware only.). 

HM-HA1-SOH-
3TB 

3 TB HANA 
Managed Appliance 
for SoH - Primary 

Monthly, 
per 
appliance 

Dedicated 3TiB HANA Managed Appliance that 
supports the HANA Scale-up architecture. Resides in 
the Customer’s Primary Virtustream data center. 
(Hardware only.) 

HM-HA2-SOH-
3TB 

3 TB HANA 
Managed Appliance 
for SoH - Secondary 

Monthly, 
per 
appliance 

Dedicated 3TiB HANA Managed Appliance that 
supports the HANA Scale-up architecture. Resides in 
the Customer’s Secondary Virtustream data center. 
(Hardware only.) 

HM-HA1-SOH-
4TB 

4 TB HANA 
Managed Appliance 
for SoH - Primary 

Monthly, 
per 
appliance 

Dedicated 4TiB HANA Managed Appliance that 
supports the HANA Scale-up architecture. Resides in 
the Customer’s Primary Virtustream data center. 
(Hardware only.) 

HM-HA2-SOH-
4TB 

4 TB HANA 
Managed Appliance 
for SoH - Secondary 

Monthly, 
per 
appliance 

Dedicated 4TiB HANA Managed Appliance that 
supports the HANA Scale-up architecture. Resides in 
the Customer’s Secondary Virtustream data center. 
(Hardware only.) 

HM-HA1-SOH-
6TB 

6 TB HANA 
Managed Appliance 
for SoH - Primary 

Monthly, 
per 
appliance 

Dedicated 6TiB HANA Managed Appliance that 
supports the HANA Scale-up architecture. Resides in 
the Customer’s Primary Virtustream data center. 
(Hardware only.) 

HM-HA2-SOH-
6TB 

6 TB HANA 
Managed Appliance 
for SoH - Secondary 

Monthly, 
per 
appliance 

Dedicated 6TiB HANA Managed Appliance that 
supports the HANA Scale-up architecture. Resides in 
the Customer’s Secondary Virtustream data center. 
(Hardware only.) 

HM-HA1-SOH-
8TB 

8 TB HANA 
Managed Appliance 
for SoH - Primary 

Monthly, 
per 
appliance 

Dedicated 8TiB HANA Managed Appliance that 
supports the HANA Scale-up architecture. Resides in 
the Customer’s Primary Virtustream data center. 
(Hardware only.) 

HM-HA2-SOH-
8TB 

8 TB HANA 
Managed Appliance 
for SoH - Secondary 

Monthly, 
per 
appliance 

Dedicated 8TiB HANA Managed Appliance that 
supports the HANA Scale-up architecture. Resides in 
the Customer’s Secondary Virtustream data center. 
(Hardware only.) 

HM-HA1-SOH-
9TB 

9 TB HANA 
Managed Appliance 
for SoH - Primary 

Monthly, 
per 
appliance 

Dedicated 9TiB HANA Managed Appliance that 
supports the HANA Scale-up architecture. Resides in 
the Customer’s Primary Virtustream data center. 
(Hardware only.) 
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HM-HA2-SOH-
9TB 

9 TB HANA 
Managed Appliance 
for SoH - Secondary 

Monthly, 
per 
appliance 

Dedicated 9TiB HANA Managed Appliance that 
supports the HANA Scale-up architecture. Resides in 
the Customer’s Secondary Virtustream data center. 
(Hardware only.) 

HM-HA1-SOH-
12TB 

12 TB HANA 
Managed Appliance 
for SoH - Primary 

Monthly, 
per 
appliance 

Dedicated 12TiB HANA Managed Appliance that 
supports the HANA Scale-up architecture. Resides in 
the Customer’s Primary Virtustream data center. 
(Hardware only.) 

HM-HA2-SOH-
12TB 

12 TB HANA 
Managed Appliance 
for SoH - Secondary 

Monthly, 
per 
appliance 

Dedicated 12TiB HANA Managed Appliance that 
supports the HANA Scale-up architecture. Resides in 
the Customer’s Secondary Virtustream data center. 
(Hardware only.) 

HM-HA1-SOH-
16TB 

16 TB HANA 
Managed Appliance 
for SoH - Primary 

Monthly, 
per 
appliance 

Dedicated 16TiB HANA Managed Appliance that 
supports the HANA Scale-up architecture. Resides in 
the Customer’s Primary Virtustream data center. 
(Hardware only.) 

HM-HA2-SOH-
16TB 

16 TB HANA 
Managed Appliance 
for SoH - Secondary 

Monthly, 
per 
appliance 

Dedicated 16TiB HANA Managed Appliance that 
supports the HANA Scale-up architecture. Resides in 
the Customer’s Secondary Virtustream data center. 
(Hardware only.) 

HM-HA1-SN-1TB 1 TB HANA 
Managed Appliance 
(Single Node/Scale-
Up) - Primary 

Monthly, 
per 
appliance 

Dedicated 1TiB HANA Managed Appliance that 
supports the HANA Scale-up architecture. Resides in 
the Customer’s Primary Virtustream data center. 
(Hardware only.) 

HM-HA2-SN-1TB 1 TB HANA 
Managed Appliance 
(Single Node/Scale-
Up) - Secondary 

Monthly, 
per 
appliance 

Dedicated 1TiB HANA Managed Appliance that 
supports the HANA Scale-up architecture. Resides in 
the Customer’s Secondary Virtustream data center. 
(Hardware only.) 

HM-HA1-SN-2TB 2 TB HANA 
Managed Appliance 
(Single Node/Scale-
Up) - Primary 

Monthly, 
per 
appliance 

Dedicated 2TiB HANA Managed Appliance that 
supports the HANA Scale-up architecture. Resides in 
the Customer’s Primary Virtustream data center. 
(Hardware only.) 

HM-HA2-SN-2TB 2 TB HANA 
Managed Appliance 
(Single Node/Scale-
Up) - Secondary 

Monthly, 
per 
appliance 

Dedicated 2TiB HANA Managed Appliance that 
supports the HANA Scale-up architecture. Resides in 
the Customer’s Secondary Virtustream data center. 
(Hardware only.) 

HM-HA1-SO-1TB 1 TB HANA 
Managed Appliance 
for BW (Scale-Out) - 
Primary 

Monthly, 
per 
appliance 

Dedicated 1TiB HANA Managed Appliance that 
supports the HANA Scale-out architecture. Resides in 
the Customer’s Primary Virtustream data center. 
(Hardware only.). 

HM-HA2-SO-1TB 1 TB HANA 
Managed Appliance 
for BW (Scale-Out) - 
Secondary 

Monthly, 
per 
appliance 

Dedicated 1TiB HANA Managed Appliance that 
supports the HANA Scale-out architecture. Resides in 
the Customer’s Secondary Virtustream data center. 
(Hardware only.). 

HM-HA1-SO-2TB 2 TB HANA 
Managed Appliance 
for BW (Scale-Out) - 
Primary 

Monthly, 
per 
appliance 

Dedicated 2TiB HANA Managed Appliance that 
supports the HANA Scale-out architecture. Resides in 
the Customer’s Primary Virtustream data center. 
(Hardware only.). 
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HM-HA2-SO-2TB 2 TB HANA 
Managed Appliance 
for BW (Scale-Out) - 
Secondary 

Monthly, 
per 
appliance 

Dedicated 2TiB HANA Managed Appliance that 
supports the HANA Scale-out architecture. Resides in 
the Customer’s Secondary Virtustream data center. 
(Hardware only.). 

HM-HA1-SO-3TB 3 TB HANA 
Managed Appliance 
for BW (Scale-Out) - 
Primary 

Monthly, 
per 
appliance 

Dedicated 3TiB HANA Managed Appliance that 
supports the HANA Scale-out architecture. Resides in 
the Customer’s Primary Virtustream data center. 
(Hardware only.). 

HM-HA2-SO-3TB 3 TB HANA 
Managed Appliance 
for BW (Scale-Out) - 
Secondary 

Monthly, 
per 
appliance 

Dedicated 3TiB HANA Managed Appliance that 
supports the HANA Scale-out architecture. Resides in 
the Customer’s Secondary Virtustream data center. 
(Hardware only.). 

HM-HA1-SO-4TB 4 TB HANA 
Managed Appliance 
for BW (Scale-Out) - 
Primary 

Monthly, 
per 
appliance 

Dedicated 4TiB HANA Managed Appliance that 
supports the HANA Scale-out architecture. Resides in 
the Customer’s Primary Virtustream data center. 
(Hardware only.). 

HM-HA2-SO-4TB 4 TB HANA 
Managed Appliance 
for BW (Scale-Out) - 
Secondary 

Monthly, 
per 
appliance 

Dedicated 4TiB HANA Managed Appliance that 
supports the HANA Scale-out architecture. Resides in 
the Customer’s Secondary Virtustream data center. 
(Hardware only.). 

Table 4. OS, Database, and Other Software 

Service ID Service Name Billing Short Description 

IC-SW-MQL-STD Microsoft SQL 
Standard (Per 2 
cores) 

Monthly, 
per 2 cores 

Microsoft SQL Server, Standard Edition license for 
unlimited users per month. 

IC-SW-MQL-ENT Microsoft SQL 
Enterprise (Per 2 
cores) 

Monthly, 
per 2 cores 

Microsoft SQL Server, Enterprise Edition license for 
unlimited users per month. 

IC-SW-SLES-PH SUSE Linux 
Enterprise for 
Physical HANA 

Monthly, 
per socket 
pair 

SUSE Linux Enterprise Server for x86 and x86-64 bit. 
For use on physical HANA appliances. 

IC-SW-SLES-MF vSUSE Linux 
Enterprise 

Monthly, 
per socket 
pair 

SUSE Linux Enterprise Server for x86 and x86-64 bit. 
For use on non-HANA VMs. 

IC-SW-RHL-STD Red Hat Enterprise 
Linux - Standard 
(Per OS) 

Monthly, 
per 
instance 

Red Hat Enterprise Linux, Standard, for four or fewer 
vCPUs.  

IC-SW-RHL-ENT Red Hat Enterprise 
Linux - Enterprise 
(Per OS) 

Monthly, 
per 
instance 

Red Hat Enterprise Linux, Enterprise, for five or more 
vCPUs.  

IC-SW-MSS-WIN Microsoft OS Monthly, 
per 
instance 

Windows Server OS. 

IC-SW-RDS-IF Remote Desktop 
Services (Per User) 

Monthly, 
per user 

Allows an end user to access a Microsoft Remote 
Desktop session host running on the Virtustream cloud 
platform. 
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Table 5. IaaS Backup & Storage 

Service ID Service Name Billing Short Description 

IC-DP-BU-1T System Backup 
Setup 

One time, 
per 
account 

Setup and configuration of Customer’s backup 
environment. 

IC-DP-BU-REP System Backup - 
Replicated 

Monthly, 
per GB 
stored 

File system backup at the Customer’s primary 
Virtustream data center on a periodic basis. Backups 
are replicated to Customer’s secondary Virtustream data 
center.  

IC-DP-BU-LOC System Backup - 
Local Only 

Monthly, 
per GB 
stored 

File system backup at the Customer’s primary 
Virtustream data center on a periodic basis. 

IC-STO-T0AD-
LOC 

Tier 0 Block Storage 
- DMZ - Local Only 

Monthly, 
per GB 
allocated 

Tier 0 local Block Storage with 3ms Latency Service 
Level, maintained in a single data center. 

IC-STO-T0AN-
LOC 

Tier 0 Block Storage 
- HZ - Local Only 

Monthly, 
per GB 
allocated 

Tier 0 local Block Storage with 3ms Latency Service 
Level, maintained in a single data center. 

IC-STO-T0AI-
LOC 

Tier 0 Block Storage 
- IZ - Local Only 

Monthly, 
per GB 
allocated 

Tier 0 local Block Storage with 3ms Latency Service 
Level, maintained in a single data center. 

IC-STO-T01D-
REP 

Tier 0 Block Storage 
Local - DMZ - 
Replicated to Tier 1 

Monthly, 
per GB 
allocated 

Tier 0 local Block Storage with 3ms Latency Service 
Level, and replicated to Tier 1 Block Storage with 10ms 
Latency Service Level in a second data center, to 
provide a Recovery Point Objective (RPO) of 15 
minutes. 

IC-STO-T01N-
REP 

Tier 0 Block Storage 
Local - HZ - 
Replicated to Tier 1 

Monthly, 
per GB 
allocated 

Tier 0 local Block Storage with 3ms Latency Service 
Level, and replicated to Tier 1 Block Storage with 10ms 
Latency Service Level in a second data center, to 
provide a Recovery Point Objective (RPO) of 15 
minutes. 

IC-STO-T01I-
REP 

Tier 0 Block Storage 
Local - IZ - 
Replicated to Tier 1 

Monthly, 
per GB 
allocated 

Tier 0 local Block Storage with 3ms Latency Service 
Level, and replicated to Tier 1 Block Storage with 10ms 
Latency Service Level in a second data center, to 
provide a Recovery Point Objective (RPO) of 15 
minutes. 

IC-STO-T1AD-
LOC 

Tier I Block Storage 
- DMZ - Local Only 

Monthly, 
per GB 
allocated 

Tier I local Block Storage with 10ms Latency Service 
Level, maintained in a single data center. 

IC-STO-T1AN-
LOC 

Tier I Block Storage 
- HZ - Local Only 

Monthly, 
per GB 
allocated 

Tier I local Block Storage with 10ms Latency Service 
Level, maintained in a single data center. 

IC-STO-T1AI-
LOC 

Tier I Block Storage 
- IZ - Local Only 

Monthly, 
per GB 
allocated 

Tier I local Block Storage with 10ms Latency Service 
Level, maintained in a single data center. 

IC-STO-T2AD-
LOC 

Tier II Block Storage 
- DMZ - Local Only 

Monthly, 
per GB 
allocated 

Tier II local Block Storage with 20ms Latency Service 
Level, maintained in a single data center. 
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IC-STO-T2AN-
LOC 

Tier II Block Storage 
- HZ - Local Only 

Monthly, 
per GB 
allocated 

Tier II local Block Storage with 20ms Latency Service 
Level, maintained in a single data center. 

IC-STO-T2AI-
LOC 

Tier II Block Storage 
- IZ - Local Only 

Monthly, 
per GB 
allocated 

Tier II local Block Storage with 20ms Latency Service 
Level, maintained in a single data center. 

IC-STO-T3AD-
LOC 

Tier III Block 
Storage - DMZ - 
Local Only 

Monthly, 
per GB 
allocated 

Tier III local Block Storage w/ 40ms Latency Service 
Objective, maintained in a single data center. 

IC-STO-T3AN-
LOC 

Tier III Block 
Storage - HZ - Local 
Only 

Monthly, 
per GB 
allocated 

Tier III local Block Storage w/ 40ms Latency Service 
Objective, maintained in a single data center. 

IC-STO-T3AI-
LOC 

Tier III Block 
Storage - IZ - Local 
Only 

Monthly, 
per GB 
allocated 

Tier III local Block Storage w/ 40ms Latency Service 
Objective, maintained in a single data center. 

IC-STO-T0AD-
REP 

Tier 0 Block Storage 
- DMZ - Replicated 

Monthly, 
per GB 
allocated 

Tier 0 replicated Block Storage w/ 3ms Latency Service 
Level persisted in the Customer’s primary Virtustream 
data center, and replicated to a second data center with 
an interval to provide a Recovery Point Objective (RPO) 
of 15 minutes. 

IC-STO-T0AN-
REP 

Tier 0 Block Storage 
- HZ - Replicated 

Monthly, 
per GB 
allocated 

Tier 0 replicated Block Storage w/ 3ms Latency Service 
Level persisted in the Customer’s primary Virtustream 
data center, and replicated to a second data center with 
an interval to provide a Recovery Point Objective (RPO) 
of 15 minutes. 

IC-STO-T0AI-
REP 

Tier 0 Block Storage 
- IZ - Replicated 

Monthly, 
per GB 
allocated 

Tier 0 replicated Block Storage w/ 3ms Latency Service 
Level persisted in the Customer’s primary Virtustream 
data center, and replicated to a second data center with 
an interval to provide a Recovery Point Objective (RPO) 
of 15 minutes. 

IC-STO-T1AD-
REP 

Tier I Block Storage 
- DMZ - Replicated 

Monthly, 
per GB 
allocated 

Tier I replicated Block Storage w/ 10ms Latency Service 
Level persisted in the Customer’s primary Virtustream 
data center, and replicated to a second data center with 
an interval to provide a Recovery Point Objective (RPO) 
of 15 minutes. 

IC-STO-T1AN-
REP 

Tier I Block Storage 
- HZ - Replicated 

Monthly, 
per GB 
allocated 

Tier I replicated Block Storage w/ 10ms Latency Service 
Level persisted in the Customer’s primary Virtustream 
data center, and replicated to a second data center with 
an interval to provide a Recovery Point Objective (RPO) 
of 15 minutes. 

IC-STO-T1AI-
REP 

Tier I Block Storage 
- IZ - Replicated 

Monthly, 
per GB 
allocated 

Tier I replicated Block Storage w/ 10ms Latency Service 
Level persisted in the Customer’s primary Virtustream 
data center, and replicated to a second data center with 
an interval to provide a Recovery Point Objective (RPO) 
of 15 minutes. 

IC-STO-T2AD-
REP 

Tier II Block Storage 
- DMZ - Replicated 

Monthly, 
per GB 
allocated 

Tier II replicated Block Storage w/ 20ms Latency 
Service Level persisted in the Customer’s primary 
Virtustream data center, and replicated to a second data 
center with an interval to provide a Recovery Point 
Objective (RPO) of 15 minutes. 
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IC-STO-T2AN-
REP 

Tier II Block Storage 
- HZ - Replicated 

Monthly, 
per GB 
allocated 

Tier II replicated Block Storage w/ 20ms Latency 
Service Level persisted in the Customer’s primary 
Virtustream data center, and replicated to a second data 
center with an interval to provide a Recovery Point 
Objective (RPO) of 15 minutes. 

IC-STO-T2AI-
REP 

Tier II Block Storage 
- IZ - Replicated 

Monthly, 
per GB 
allocated 

Tier II replicated Block Storage w/ 20ms Latency 
Service Level persisted in the Customer’s primary 
Virtustream data center, and replicated to a second data 
center with an interval to provide a Recovery Point 
Objective (RPO) of 15 minutes. 

IC-STO-T3AD-
REP 

Tier III Block 
Storage – DMZ - 
Replicated 

Monthly, 
per GB 
allocated 

Tier III replicated Block Storage w/ 40ms Latency 
Service Objective persisted in the Customer’s primary 
Virtustream data center, and replicated to a second data 
center with an interval to provide a Recovery Point 
Objective (RPO) of 15 minutes. 

IC-STO-T3AN-
REP 

Tier III Block 
Storage – HZ - 
Replicated 

Monthly, 
per GB 
allocated 

Tier III replicated Block Storage w/ 40ms Latency 
Service Objective persisted in the Customer’s primary 
Virtustream data center, and replicated to a second data 
center with an interval to provide a Recovery Point 
Objective (RPO) of 15 minutes. 

IC-STO-T3AI-
REP 

Tier III Block 
Storage – IZ - 
Replicated 

Monthly, 
per GB 
allocated 

Tier III replicated Block Storage w/ 40ms Latency 
Service Objective persisted in the Customer’s primary 
Virtustream data center, and replicated to a second data 
center with an interval to provide a Recovery Point 
Objective (RPO) of 15 minutes. 

Table 6. IaaS Network 

Service ID Service Name Billing Short Description 

CS-NW-BWU2-
NET 

Network Bandwidth 
Fee - USDC2 

Monthly, 
per Mbps 

Internet-facing bandwidth to/from Virtustream’s San 
Francisco, CA, data center. 

CS-NW-BWU3-
NET 

Network Bandwidth 
Fee - USDC3 

Monthly, 
per Mbps 

Internet-facing bandwidth to/from Virtustream’s Las 
Vegas, NV, data center. 

CS-NW-BWU4-
NET 

Network Bandwidth 
Fee - USDC4 

Monthly, 
per Mbps 

Internet-facing bandwidth to/from Virtustream’s Sterling, 
VA, data center. 

CS-NW-BWU5-
NET 

Network Bandwidth 
Fee - USDC5 

Monthly, 
per Mbps 

Internet-facing bandwidth to/from Virtustream’s Dulles, 
VA, data center. 

CS-NW-BWU6-
NET 

Network Bandwidth 
Fee - USDC6 

Monthly, 
per Mbps 

Internet-facing bandwidth to/from Virtustream’s 
Pittsburgh, PA, data center. 

CS-NW-BWG1-
NET 

Network Bandwidth 
Fee - UKDC1 

Monthly, 
per Mbps 

Internet-facing bandwidth to/from Virtustream’s London, 
UK, data center. 

CS-NW-BWG4-
NET 

Network Bandwidth 
Fee - UKDC3 - CAP 

Monthly, 
per Mbps 

Internet-facing bandwidth to/from Virtustream’s London, 
UK, data center. 

CS-NW-BWG3-
NET 

Network Bandwidth 
Fee - NLDC1 

Monthly, 
per Mbps 

Internet-facing bandwidth to/from Virtustream’s 
Amsterdam, NL, data center. 

CS-NW-BWD1-
NET 

Network Bandwidth 
Fee - DEDC1 

Monthly, 
per Mbps 

Internet-facing bandwidth to/from Virtustream’s 
Frankfurt, DE, data center. 
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CS-NW-BWD3-
NET 

Network Bandwidth 
Fee - DEDC3 - VOD 

Monthly, 
per Mbps 

Internet-facing bandwidth to/from Virtustream’s 
Rüsselsheim am Main, DE, data center. 

CS-NW-BWF1-
NET 

Network Bandwidth 
Fee - FRDC1 

Monthly, 
per Mbps 

Internet-facing bandwidth to/from Virtustream’s Pantin, 
FR, data center. 

CS-NW-BWA1-
NET 

Network Bandwidth 
Fee - AUDC1 

Monthly, 
per Mbps 

Internet-facing bandwidth to/from Virtustream’s Sydney, 
AU, data center. 

CS-NW-BWA2-
NET 

Network Bandwidth 
Fee - AUDC2 

Monthly, 
per Mbps 

Internet-facing bandwidth to/from Virtustream’s 
Canberra, AU, data center. 

CS-NW-BWJ1-
NET 

Network Bandwidth 
Fee - JPDC1 

Monthly, 
per Mbps 

Internet-facing bandwidth to/from Virtustream’s Tokyo, 
JP, data center. 

CS-NW-BWJ2-
NET 

Network Bandwidth 
Fee - JPDC2 

Monthly, 
per Mbps 

Internet-facing bandwidth to/from Virtustream’s Osaka, 
JP, data center. 

IC-NW-IPAD-V6 Public IP Address 
(IPv6) 

Monthly, 
per 
address 

Per assigned public IPv6 IP address block per month. 

IC-NW-IPAD-V4 Public IP Address 
(IPv4) 

Monthly, 
per 
address 

Per assigned public IPv4 IP address per month. 

Table 7. IaaS Load Balancer 

Service ID Service Name Billing Short Description 

IC-NW-FLBM-
NET 

F5 Load Balancing 
Bandwidth Fee 

Monthly fee 
per Mbps, 
based on 
committed 
bandwidth 
amount 

Bandwidth fee that is charged for committed network 
bandwidth per Mbps per month for the Big-IP option in 
an Enterprise/Commercial environment. 

IC-NW-FLBB-1T F5 Load Balancer 
Pool Setup Charges 
- Basic 

One-time 
charge per 
configured 
basic load 
balancer 
pool 

Virtustream will set up basic pools on the load balancer. 
Only basic pool instances without any iRule and Scripts 
for simple environments will be configured. 

IC-NW-FLBB-MF F5 Load Balancing 
Pool Management 
Fee - Basic 

Monthly fee 
per basic 
pool 

Virtustream will manage basic pools on the load 
balancer. Only basic pool instances without any iRule 
and Scripts for simple environments will be managed. 

IC-NW-FLBA-1T F5 Load Balancer 
Pool Setup Charges 
- Advanced 

One-time 
charge per 
configured 
advanced 
load 
balancer 
pool 

Virtustream will set up advanced pools on the load 
balancer. Advanced pool instances with iRule and 
Scripts, particular in Exchange environments, will be 
configured. 

IC-NW-FLBA-MF F5 Load Balancing 
Pool Management 
Fee - Advanced 

Monthly fee 
per 
advanced 
pool 

Virtustream will manage advanced pools on the load 
balancer. Only advanced pool instances with iRule and 
Scripts, particular in Exchange environments, will be 
managed. 
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Table 8. IaaS Cloud & Storage Connect 

Service ID Service Name Billing Short Description 

Cloud Connect 

DC-NWU3-XCS-
1T 

Cloud Connect - 
Standard (24 Ports 
Available) - Setup 

One time, 
per 
instance 

Installation of one 24-port, gigabit network switch in a 
Virtustream data center. 

DC-NWU3-XCS-
STD 

Cloud Connect - 
Standard (24 ports 
available) 

Monthly, 
per number 
of switches 
and 
managed 
firewalls 

One managed, 24-port gigabit network switch providing 
colocation-to-cloud connectivity in a Virtustream data 
center. 

DC-NWU3-XCH-
1T 

Cloud Connect - HA 
(48 ports available) - 
Setup 

One time, 
per 
instance 

Installation of two 24-port, gigabit network switches (for 
High Availability) in a Virtustream data center. 

DC-NWU3-XCH-
HA 

Cloud Connect - HA 
(48 ports available) 

Monthly, 
per number 
of switches 
and 
managed 
firewalls 

Two managed, 24-port gigabit network switches (for a 
total of 48 ports) providing High Availability colocation-
to-cloud connectivity in a Virtustream data center. 

Storage Connect 

DC-NWU3-SCS-
1T 

Storage Connect - 
Standard - Setup 

One-time 
charge 

Installation of one Fiber Channel switch in a Virtustream 
data center. Installation includes the necessary cabling. 

DC-NWU3-SCS-
STD 

Storage Connect - 
Standard 

Monthly 
fee, per 
switch 

Single Fiber Channel switch providing storage 
connectivity in a Virtustream data center. 

DC-NWU3-SCH-
1T 

 

Storage Connect - 
HA - Setup 

One-time 
charge 

Installation of two Fiber Channel switches in a 
Virtustream data center. Installation includes the 
necessary cabling. 

DC-NWU3-SCH-
HA 

Storage Connect - 
HA 

Monthly 
fee, per 
switch 

Dual Fiber Channel switches providing storage 
connectivity in a Virtustream data center. 

Table 9. IaaS Ad Hoc Services 

Service ID Service Name Billing Short Description 

IC-SVC-DRP1-
AH 

DR Planning 
Service Tier 1 (<20 
VMs) 

Per 
planning 
charge 

Produces DR Test Plan that specifies scope of testing 
for 20 or less VMs, VLANs, and datastores to be tested; 
is specific to Customer environment; and can be 
conducted with minimal disruption to Customer’s 
ongoing production workload 

IC-SVC-DRP2-
AH 

DR Planning 
Service Tier 2 (<50 
VMs) 

Per 
planning 
charge 

Produces DR Test Plan that specifies scope of testing 
for 50 or less VMs, VLANs, and datastores to be tested; 
is specific to Customer environment; and can be 
conducted with minimal disruption to Customer’s 
ongoing production workload 
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IC-SVC-DRP3-
AH 

DR Planning 
Service Tier 3 (<100 
VMs) 

Per 
planning 
charge 

Produces DR Test Plan that specifies scope of testing 
for 100 or less VMs, VLANs, and datastores to be 
tested; is specific to Customer environment; and can be 
conducted with minimal disruption to Customer’s 
ongoing production workload 

IC-SVC-DRT1-AH DR Test Service 
Tier 1 (<20 VMs) 

One-time 
charge per 
test 

Tier 1 testing follows Customer’s pre-existing DR Test 
Plan (see DR Test Planning Tier 1, IC-SVC-DRP1-AH), 
which includes a maximum of 20 VMs, one VLAN for 
every five VMs, and one datastore for every two VMs 

IC-SVC-DRT2-AH DR Test Service 
Tier 2 (<50 VMs) 

One-time 
charge per 
test 

Tier 2 testing follows Customer’s pre-existing DR Test 
Plan (see DR Test Planning Tier 2, IC-SVC-DRP2-AH), 
which includes a maximum of 50 VMs, one VLAN for 
every five VMs, and one datastore for every two VMs 

IC-SVC-DRT3-AH DR Test Service 
Tier 3 (<100 VMs) 

One-time 
charge per 
test 

Tier 3 testing follows Customer’s pre-existing DR Test 
Plan (see DR Test Planning Tier 3, IC-SVC-DRP3-AH), 
which includes a maximum of 100 VMs, one VLAN for 
every five VMs, and one datastore for every two VMs 

IC-DP-BU-CRS Backup Restoration 
Request AMS 

One time, 
per 
restoration 

Additional backup restorations beyond the included 10 
per month across the Customer’s entire environment (on 
a per-VM basis); for customers with Application 
Managed Services 

IC-DP-BU-NRS Backup Restoration 
Request 

One time, 
per 
restoration 

Additional backup restorations beyond the included 10 
per month across the Customer’s entire environment (on 
a per-VM basis); for customers without Application 
Managed Services 

1.4 Security Services - Network Level (Perimeter Defense): Overview 
Table 10. Firewall 

Service ID Service Name Billing Short Description 

CS-FW-FW-1T Firewall 
Configuration/Setup 

One time, 
per firewall 

Firewall configuration and setup fee; required for each 
location with Internet-facing bandwidth. 

CS-FW-MPF-
SVC 

Managed Perimeter 
Firewall 

Monthly, 
per VM 

Virtustream-managed firewall service facilitates 
Customer firewall configuration change requests. 

Table 11. IPSec VPN 

Service ID Service Name Billing Short Description 

CS-VPN-H-1T IPSec VPN Host-
Side Configuration 

One time, 
per VPN 
tunnel 

IPSec VPN tunnel configuration/management at the 
Virtustream data center. 

CS-VPN-U2-NET IPSec VPN 
Bandwidth Fee - 
USDC2 

Monthly, 
per Mbps 

IPSec VPN bandwidth between the Customer site and 
Virtustream’s San Francisco, CA, data center. 

CS-VPN-U3-NET IPSec VPN 
Bandwidth Fee - 
USDC3 

Monthly, 
per Mbps 

IPSec VPN bandwidth between the Customer site and 
Virtustream’s Las Vegas, NV, data center. 
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CS-VPN-U4-NET IPSec VPN 
Bandwidth Fee - 
USDC4 

Monthly, 
per Mbps 

IPSec VPN bandwidth between the Customer site and 
Virtustream’s Sterling, VA, data center. 

CS-VPN-U5-NET IPSec VPN 
Bandwidth Fee - 
USDC5 

Monthly, 
per Mbps 

IPSec VPN bandwidth between the Customer site and 
Virtustream’s Dulles, VA, data center. 

CS-VPN-U6-NET IPSec VPN 
Bandwidth Fee - 
USDC6 

Monthly, 
per Mbps 

IPSec VPN bandwidth between the Customer site and 
Virtustream’s Pittsburgh, PA, data center. 

CS-VPN-G1-NET IPSec VPN 
Bandwidth Fee - 
UKDC1 

Monthly, 
per Mbps 

IPSec VPN bandwidth between the Customer site and 
Virtustream’s London, UK, data center. 

CS-VPN-G4-NET IPSec VPN 
Bandwidth Fee - 
UKDC3 - CAP 

Monthly, 
per Mbps 

IPSec VPN bandwidth between the Customer site and 
Virtustream’s London, UK, data center. 

CS-VPN-G3-NET IPSec VPN 
Bandwidth Fee - 
NLDC1 

Monthly, 
per Mbps 

IPSec VPN bandwidth between the Customer site and 
Virtustream’s Amsterdam, NL, data center. 

CS-VPN-D1-NET IPSec VPN 
Bandwidth Fee - 
DEDC1 

Monthly, 
per Mbps 

IPSec VPN bandwidth between the Customer site and 
Virtustream’s Amsterdam, NL, data center. 

CS-VPN-D3-NET IPSec VPN 
Bandwidth Fee - 
DEDC3 - VOD 

Monthly, 
per Mbps 

IPSec VPN bandwidth between the Customer site and 
Virtustream’s Amsterdam, NL, data center. 

CS-VPN-F1-NET IPSec VPN 
Bandwidth Fee - 
FRDC1 

Monthly, 
per Mbps 

IPSec VPN bandwidth between the Customer site and 
Virtustream’s Amsterdam, NL, data center. 

CS-VPN-A1-NET IPSec VPN 
Bandwidth Fee - 
AUDC1 

Monthly, 
per Mbps 

IPSec VPN bandwidth between the Customer site and 
Virtustream’s Amsterdam, NL, data center. 

CS-VPN-A2-NET IPSec VPN 
Bandwidth Fee - 
AUDC2 

Monthly, 
per Mbps 

IPSec VPN bandwidth between the Customer site and 
Virtustream’s Amsterdam, NL, data center. 

CS-VPN-J1-NET IPSec VPN 
Bandwidth Fee - 
JPDC1 

Monthly, 
per Mbps 

IPSec VPN bandwidth between the Customer site and 
Virtustream’s Amsterdam, NL, data center. 

CS-VPN-J2-NET IPSec VPN 
Bandwidth Fee - 
JPDC2 

Monthly, 
per Mbps 

IPSec VPN bandwidth between the Customer site and 
Virtustream’s Amsterdam, NL, data center. 

CS-VPN-T-SVC IPSec VPN Tunnel 
Managed Service 

Monthly, 
per VPN 
tunnel 

Maintenance of circuit between Virtustream data center 
and the Customer’s facility. 
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Table 12. Intrusion Detection Service (IDS) – Network Level 

Service ID Service Name Billing Short Description 

CS-IDS-NB1-1T Network Based 
Intrusion Detection 
Primary Site Setup 

One time, 
per vLAN 

Intrusion Detection Services (IDS) installation and 
configuration at the Customer’s primary Virtustream data 
center. 

CS-IDS-NB1-SYS Network Based 
Intrusion Detection 
System and 
Managed Service - 
Primary 

Monthly, 
per vLAN 

Managed service for the network-based Intrusion 
Detection Service (IDS) at the Customer’s primary 
Virtustream data center. 

CS-IDS-NB2-1T Network Based 
Intrusion Detection 
Secondary Site 
Setup 

One time, 
per vLAN 

Intrusion Detection Services (IDS) installation and 
configuration at the Customer’s secondary Virtustream 
data center. 

CS-IDS-NB2-SYS Network Based 
Intrusion Detection 
System and 
Managed Service - 
Secondary 

Monthly, 
per vLAN 

Managed service for the network-based Intrusion 
Detection Service (IDS) at the Customer’s secondary 
Virtustream data center. 

1.5 Security Services – VM Level and pHANA: Overview 
Table 13. Anti-Virus / Anti-Malware (AV/AM) 

Service ID Service Name Billing Short Description 

CS-TM-AV1-1T Anti-Virus Primary 
System Setup 

One time, 
per 
account 

Virtustream will deploy an AV/AM system to Customer 
specifications in the Customer’s primary Virtustream 
data center. 

CS-TM-AV1-SYS Anti-Virus Primary 
System 

Monthly, 
per 
account 

Includes threat updates, patches, minor service pack 
releases, and major system upgrades for the AV/AM 
system at the Customer’s primary Virtustream data 
center. 

CS-TM-AV2-1T Anti-Virus 
Secondary System 
Setup 

One time, 
per 
account 

Virtustream will deploy an AV/AM system to Customer 
specifications in the Customer’s secondary Virtustream 
data center. 

CS-TM-AV2-SYS Anti-Virus 
Secondary System 

Monthly, 
per 
account 

Includes threat updates, patches, minor service pack 
releases, and major system upgrades for the AV/AM 
system at the Customer’s secondary Virtustream data 
center. 

CS-TM-AV-SVC Anti-Virus Managed 
Service 

Monthly, 
per VM 

Virtustream manages and maintains the per-VM or per-

pHANA agents employed by the AV/AM system. 

Table 14. Intrusion Detection Service (IDS) 

Service ID Service Name Billing Short Description 

CS-TM-IDFW1-
1T 

Intrusion Detection 
and Firewall Primary 
System Setup 

One time, 
per 
account 

Setup of VM-level/pHANA IDS and firewall in the 
Customer’s primary Virtustream data center. 
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CS-TM-IDFW1-
SYS 

Intrusion Detection 
and Firewall Primary 
System 

Monthly, 
per 
account 

Includes threat updates, patches, minor service pack 
releases, major system upgrades, and firewall rule 
changes for the IDS system at the Customer’s primary 
Virtustream data center. 

CS-TM-IDFW2-
1T 

Intrusion Detection 
and Firewall 
Secondary System 
Setup 

One time, 
per 
account 

Setup of VM-level/pHANA IDS and firewall in the 
Customer’s secondary Virtustream data center. 

CS-TM-IDFW2-
SYS 

Intrusion Detection 
and Firewall 
Secondary System 

Monthly, 
per 
account 

Includes threat updates, patches, minor service pack 
releases, major system upgrades, and firewall rule 
changes for the IDS system at the Customer’s 
secondary Virtustream data center. 

CS-TM-IDFW-
SVC 

Intrusion Detection 
and Firewall 
Managed Service 

Monthly, 
per VM 

Virtustream manages all IDS and firewall rule change 
requests. 

Table 15. File Integrity Monitoring (FIM) 

Service ID Service Name Billing Short Description 

CS-TM-FIM1-1T File Integrity 
Monitoring Primary 
System Setup 

One time, 
per 
account 

Virtustream will install and configure a single instance of 
File Integrity Manager (FIM) at the Customer’s primary 
Virtustream data center based on Customer 
specifications. 

CS-TM-FIM1-
SYS 

File Integrity 
Monitoring Primary 
System 

Monthly, 
per 
account 

Includes patches, minor service pack releases, and 
major system upgrades for the FIM system at the 
Customer’s primary Virtustream data center. 

CS-TM-FIM2-1T File Integrity 
Monitoring 
Secondary System 
Setup 

One time, 
per 
account 

Virtustream will install and configure a single instance of 
File Integrity Manager (FIM) at the Customer’s 
secondary Virtustream data center based on Customer 
specifications. 

CS-TM-FIM2-
SYS 

File Integrity 
Monitoring 
Secondary System 

Monthly, 
per 
account 

Includes patches, minor service pack releases, and 
major system upgrades for the FIM system at the 
Customer’s secondary Virtustream data center. 

CS-TM-FIM-SVC File Integrity 
Monitoring 
Managed Service 

Monthly, 
per VM 

Virtustream will monitor Customer’s VMs and notify 
Customer of alerts generated by the FIM. 

Table 16. VM-Level Security Bundle (VLSB) 

Service ID Service Name Billing Short Description 

CS-TM-VLSB1-
1T 

VM-Level Security 
Bundle Primary 
System Setup 

One time, 
per 
account 

Virtustream will consult with Customer, then deploy a 
Customer specific environment and with a Customer-
specific policy configuration in the Customer’s primary 
Virtustream data center. 

CS-TM-VLSB1-
SYS 

VM-Level Security 
Bundle Primary 
System fee 

Monthly, 
per 
account 

Includes threat updates, patches, minor service pack 
releases, major system upgrades, and firewall rule 
changes for the VLSB system at the Customer’s primary 
Virtustream data center. 
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CS-TM-VLSB2-
1T 

VM-Level Security 
Bundle Secondary 
System Setup 

One time, 
per 
account 

Virtustream will consult with Customer, then deploy a 
Customer specific environment and with a Customer-
specific policy configuration in the Customer’s 
secondary Virtustream data center. 

CS-TM-VLSB2-
SYS 

VM-Level Security 
Bundle Secondary 
System fee 

Monthly, 
per 
account 

Includes threat updates, patches, minor service pack 
releases, major system upgrades, and firewall rule 
changes for the VLSB system at the Customer’s 
secondary Virtustream data center. 

CS-TM-VLSBA-
SVC 

VM-Level Security 
Bundle Service Fee 
(<101 VMs) 

Monthly, 
for 1-100 
VMs 

Ongoing monitoring of Customer environment, including 
report delivery and distribution, and monitoring of 
protected hosts. 

CS-TM-VLSBB-
SVC 

VM-Level Security 
Bundle Service Fee 
(<1001 VMs) 

Monthly, 
for 101-
1,000 VMs 

Ongoing monitoring of Customer environment, including 
report delivery and distribution, and monitoring of 
protected hosts. 

Table 17. Encryption 

Service ID Service Name Billing Short Description 

CS-ENC-SYSS-
1T 

Encryption 
Management 
System Setup 

One time, per 
account 

Configuration of Customer in shared encryption 
system to manage encryption agents.  

CS-ENC-SYS-
SYS 

Encryption 
Management 
System Fee 

Monthly, per 
account 

Virtustream will monitor the operation of the encryption 
service and monitor for exceptions. 

CS-ENC-AGT-1T Encryption Agent 
Setup  

One time, per 
Customer VM 

Set up encryption agent for each VM. 

Agents enforce the encryption policy as defined in the 
encryption management system. 

CS-ENC-AGT-
MF 

Encryption Agent 
per VM 

Monthly, per 
VM on which 
agent is 
installed 

Ongoing cost for the encryption agents in the 
Customer’s environment. Agent policies will be 
configured to encrypt Customer-defined paths. 

CS-ENC-AGP-
MF 

Encryption Agent 
per Machine - 
pHANA 

Monthly, per 
physical 
HANA 
appliance on 
which agent 
is installed 

Ongoing cost for the encryption agents in the 
Customer’s environment. Agent policies will be 
configured to encrypt Customer-defined paths. 

Table 18. Vulnerability Scanning 

Service ID Service Name Billing Short Description 

CS-VS-IP-1T Vulnerability 
Scanning System 
Setup 

One-time 
charge, per 
account 

Configuration of the Customer in the shared vulnerability 
scanning system to manage networking and credential 
details. 

CS-VS-NPIP-
SVC 

Vulnerability 
Scanning Managed 
Service - non Public 
IP 

Monthly, 
per non-
public IP 
address 

Scanning of non-public IP endpoints within the 
customer's Virtustream environment; generates reports 
on possible network vulnerabilities. Virtustream security 
personnel will provide monthly feedback and suggested 
prioritization of issues. 
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CS-VS-PIP-SVC Vulnerability 
Scanning Managed 
Service - Public IP 

Monthly, 
per public 
IP address 

Scanning of public IP endpoints within the customer's 
Virtustream environment; generates reports on possible 
network vulnerabilities. Virtustream security personnel 
will provide monthly feedback and suggested 
prioritization of issues. 

CS-VS-NPIP-AH Vulnerability 
Scanning Remedial 
Ad Hoc Scan 

One-time 
charge, per 
vulnerability 
scan 

Virtustream will perform an ad-hoc vulnerability scan on 
the Customer’s environment, as defined in the 
Customer’s contract; includes 30-minute readout and 
one security analyst to discuss with the Customer the 
recommended actions to remediate vulnerabilities. 

Table 19. Log Management 

Service ID Service Name Billing Short Description 

CS-VS-LM-1T Log Management 
System Setup 

One-time, 
per system 

Configuration of the Log Management System to 
support log management requirements. 

CS-VS-MLM-1T Managed Log 
Management 
Service Setup 

One-time, 
per VM 

Installation and configuration of the log management 
system. 

CS-VS-LM-SYS Log Management 
System Fee 

Monthly, 
per system 

Fee for monthly management of the log aggregation 
system. 

CS-VS-MLM-SVC Managed Log 
Management 
Service 

Monthly, 
per VM 

Service fee for monthly management and monitoring of 
log aggregation system use, including log capacity 
recommendations. 

Table 20. Two-Factor Authentication (2FA) 

Service ID Service Name Billing Short Description 

CS-2F-VPT-1T 2FA Virtustream 
Portal Token Issue 

One time, 
per user 

Virtustream registers and issue 2FA tokens to enable 
Virtustream support teams to securely access the 
Virtustream Portal for the customer’s servicing needs. 

CS-2F-VPT-MF 2FA Virtustream 
Portal Token Fee 

Monthly, 
per user 

Fee for ongoing use of each 2FA token for the 
Virtustream Portal. 

1.6 Colocation Services: Overview 
Table 21. Colocation Services 

Service ID Service Name Billing Short Description 

Colocation Services, USDC2 - San Francisco, CA 

DC-NWU2-XCF-
1T 

Fiber Cross 
Connect - USDC2 - 
Installation 

One time, 
per project 

Fiber Cross Connect Installation - San Francisco, CA 
data center 

DC-NWU2-XCF-
MF 

Fiber Cross 
Connect - USDC2 

Monthly, 
each 

Fiber Cross Connect - San Francisco, CA data center 
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DC-NWU2-XCC-
1T 

Copper Cross 
Connect - USDC2 - 
Installation 

One time, 
per project 

Copper Cross Connect Installation - San Francisco, CA 
data center 

DC-NWU2-XCC-
MF 

Copper Cross 
Connect - USDC2 

Monthly, 
each 

Copper Cross Connect - San Francisco, CA data center 

DC-RKU2-RK-1T Rack Installation - 
USDC2 

One-time, 
per 42U 
rack unit 

Installation of a 42-unit (42U) rack, 2x power distribution 
unit (PDU), and power installation 

DC-RKU2-RK-
42U 

Rackspace - 42U - 
USDC2 

Monthly, 
per rack 
space 

Provides data center space for hosting a dedicated, 
single-tenant rack. Each rack provides 40 rack units 
(RU) of useable space, and can support a maximum 
power draw of 20 kW. 

DC-PWU2-KW-
42U 

Rackpower - Per 
kW - USDC2 

Monthly, 
per kW 

Provides power to devices in the dedicated, single-
tenant rack (DC-RKU2-RK-42U). Billed as a fixed fee on 
a monthly basis. If additional power is used within a 
month, then there will be an additional charge at the 
agreed fee per kW. 

DC-RKU2-RK-HR Hotel Rack (1U) - 
Managed Colo - 
USDC2 

Monthly, 
per 1U slot 

Provides the Customer with one (1) rack unit (RU) within 
a shared, 42-unit rack in a Virtustream data center. 
Included with this service are 2x 1G Copper interfaces. 

DC-RKU2-DLP-
1T 

Equipment 
Deployment - Per 
equipment - USDC2 

One-time 
charge, per 
equipment 
deployment 

Virtustream will deploy equipment, which includes two 
(2) hours for deployment time. Thereafter, Virtustream 
charges per time and material using the appropriate 
remote eyes and hand’s service (DC-SVC-REU2-AH). 

Colocation Services, USDC3 - Las Vegas, NV 

DC-NWU3-XCF-
1T 

Fiber Cross 
Connect - USDC3 - 
Installation 

One time, 
per project 

Fiber Cross Connect Installation – Las Vegas data 
center 

DC-NWU3-XCF-
MF 

Fiber Cross 
Connect - USDC3 

Monthly, 
each 

Fiber Cross Connect - Las Vegas data center 

DC-NWU3-XCC-
1T 

Copper Cross 
Connect - USDC3 - 
Installation 

One time, 
per project 

Copper Cross Connect Installation - Las Vegas data 
center 

DC-NWU3-XCC-
MF 

Copper Cross 
Connect - USDC3 

Monthly, 
each 

Copper Cross Connect - Las Vegas data center 

DC-RKU3-RK-1T Rack Installation - 
USDC3 

One-time, 
per 42U 
rack unit 

Installation of a 42-unit (42U) rack, 2x power distribution 
unit (PDU), and power installation 

DC-RKU3-RK-
42U 

Rackspace - 42U - 
USDC3 

Monthly, 
per rack 
space 

Provides data center space for hosting a dedicated, 
single-tenant rack. Each rack provides 40 rack units 
(RU) of useable space, and can support a maximum 
power draw of 20 kW. 

DC-PWU3-KW-
42U 

Rackpower - Per 
kW - USDC3 

Monthly, 
per kW 

Provides power to devices in the dedicated, single-
tenant rack (DC-RKU3-RK-42U). Billed as a fixed fee on 
a monthly basis. If additional power is used within a 
month, then there will be an additional charge at the 
agreed fee per kW. 
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DC-RKU3-RK-HR Hotel Rack (1U) - 
Managed Colo - 
USDC3 

Monthly, 
per 1U slot 

Provides the Customer with one (1) rack unit (RU) within 
a shared, 42-unit rack in a Virtustream data center. 
Included with this service are 2x 1G Copper interfaces. 

DC-RKU3-DLP-
1T 

Equipment 
Deployment - Per 
equipment - USDC3  

One-time 
charge, per 
equipment 
deployment 

Virtustream will deploy equipment, which includes two 
(2) hours for deployment time. Thereafter, Virtustream 
charges per time and material using the appropriate 
remote eyes and hand’s service (DC-SVC-REU3-AH). 

Colocation Services, USDC4 – Sterling, VA 

DC-NWU4-XCF-
1T 

Fiber Cross 
Connect - USDC4 - 
Installation 

One time, 
per project 

Fiber Cross Connect Installation – Sterling data center 

DC-NWU4-XCF-
MF 

Fiber Cross 
Connect - USDC4 

Monthly, 
each 

Fiber Cross Connect - Sterling data center 

DC-NWU4-XCC-
1T 

Copper Cross 
Connect - USDC4 - 
Installation 

One time, 
per project 

Copper Cross Connect Installation - Sterling data center 

DC-NWU4-XCC-
MF 

Copper Cross 
Connect - USDC4  

Monthly, 
each 

Copper Cross Connect - Sterling data center 

DC-RKU4-RK-1T Rack Installation - 
USDC4 

One-time, 
per 42U 
rack unit 

Installation of a 42-unit (42U) rack, 2x power distribution 
unit (PDU), and power installation 

DC-RKU4-RK-
42U 

Rackspace - 42U - 
USDC4 

Monthly, 
per rack 
space 

Provides data center space for hosting a dedicated, 
single-tenant rack. Each rack provides 40 rack units 
(RU) of useable space, and can support a maximum 
power draw of 20 kW. 

DC-PWU4-KW-
42U 

Rackpower - Per 
kW - USDC4 

Monthly, 
per kW 

Provides power to devices in the dedicated, single-
tenant rack (DC-RKU4-RK-42U). Billed as a fixed fee on 
a monthly basis. If additional power is used within a 
month, then there will be an additional charge at the 
agreed fee per kW. 

DC-RKU4-RK-HR Hotel Rack (1U) - 
Managed Colo - 
USDC4 

Monthly, 
per 1U slot 

Provides the Customer with one (1) rack unit (RU) within 
a shared, 42-unit rack in a Virtustream data center. 
Included with this service are 2x 1G Copper interfaces. 

DC-RKU4-DLP-
1T 

Equipment 
Deployment - Per 
equipment - USDC4 

One-time 
charge, per 
equipment 
deployment 

Virtustream will deploy equipment, which includes two 
(2) hours for deployment time. Thereafter, Virtustream 
charges per time and material using the appropriate 
remote eyes and hand’s service (DC-SVC-REU4-AH). 

Colocation Services, USDC5 - Dulles, VA 

DC-NWU5-XCF-
1T 

Fiber Cross 
Connect - USDC5 - 
Installation 

One time, 
per project 

Fiber Cross Connect Installation – Dulles data center 

DC-NWU5-XCF-
MF 

Fiber Cross 
Connect - USDC5 

Monthly, 
each 

Fiber Cross Connect - Dulles data center 

DC-NWU5-XCC-
1T 

Copper Cross 
Connect - USDC5 - 
Installation 

One time, 
per project 

Copper Cross Connect Installation - Dulles data center 
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DC-NWU5-XCC-
MF 

Copper Cross 
Connect - USDC5  

Monthly, 
each 

Copper Cross Connect - Dulles data center 

DC-RKU5-RK-1T Rack Installation - 
USDC5 

One-time, 
per 42U 
rack unit 

Installation of a 42-unit (42U) rack, 2x power distribution 
unit (PDU), and power installation 

DC-RKU5-RK-
42U 

Rackspace - 42U - 
USDC5 

Monthly, 
per rack 
space 

Provides data center space for hosting a dedicated, 
single-tenant rack. Each rack provides 40 rack units 
(RU) of useable space, and can support a maximum 
power draw of 20 kW. 

DC-PWU5-KW-
42U 

Rackpower - Per 
kW - USDC5 

Monthly, 
per kW 

Provides power to devices in the dedicated, single-
tenant rack (DC-RKU5-RK-42U). Billed as a fixed fee on 
a monthly basis. If additional power is used within a 
month, then there will be an additional charge at the 
agreed fee per kW. 

DC-RKU5-RK-HR Hotel Rack (1U) - 
Managed Colo - 
USDC5 

Monthly, 
per 1U slot 

Provides the Customer with one (1) rack unit (RU) within 
a shared, 42-unit rack in a Virtustream data center. 
Included with this service are 2x 1G Copper interfaces. 

DC-RKU5-DLP-
1T 

Equipment 
Deployment - Per 
equipment - USDC5 

One-time 
charge, per 
equipment 
deployment 

Virtustream will deploy equipment, which includes two 
(2) hours for deployment time. Thereafter, Virtustream 
charges per time and material using the appropriate 
remote eyes and hand’s service (DC-SVC-REU5-AH). 

Colocation Services, USDC6 - Pittsburgh, PA 

DC-NWU6-XCF-
1T 

Fiber Cross 
Connect - USDC6 - 
Installation 

One time, 
per project 

Fiber Cross Connect Installation – Pittsburgh data 
center 

DC-NWU6-XCF-
MF 

Fiber Cross 
Connect - USDC6 

Monthly, 
each 

Fiber Cross Connect - Pittsburgh data center 

DC-NWU6-XCC-
1T 

Copper Cross 
Connect - USDC6 - 
Installation 

One time, 
per project 

Copper Cross Connect Installation - Pittsburgh data 
center 

DC-NWU6-XCC-
MF 

Copper Cross 
Connect - USDC6  

Monthly, 
each 

Copper Cross Connect - Pittsburgh data center 

DC-RKU6-RK-1T Rack Installation - 
USDC6 

One-time, 
per 42U 
rack unit 

Installation of a 42-unit (42U) rack, 2x power distribution 
unit (PDU), and power installation 

DC-RKU6-RK-
42U 

Rackspace - 42U - 
USDC6 

Monthly, 
per rack 
space 

Provides data center space for hosting a dedicated, 
single-tenant rack. Each rack provides 40 rack units 
(RU) of useable space, and can support a maximum 
power draw of 20 kW. 

DC-PWU6-KW-
42U 

Rackpower - Per 
kW - USDC6 

Monthly, 
per kW 

Provides power to devices in the dedicated, single-
tenant rack (DC-RKU6-RK-42U). Billed as a fixed fee on 
a monthly basis. If additional power is used within a 
month, then there will be an additional charge at the 
agreed fee per kW. 

DC-RKU6-RK-HR Hotel Rack (1U) - 
Managed Colo - 
USDC6 

Monthly, 
per 1U slot 

Provides the Customer with one (1) rack unit (RU) within 
a shared, 42-unit rack in a Virtustream data center. 
Included with this service are 2x 1G Copper interfaces. 
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DC-RKU6-DLP-
1T 

Equipment 
Deployment - Per 
equipment - USDC6 

One-time 
charge, per 
equipment 
deployment 

Virtustream will deploy equipment, which includes two 
(2) hours for deployment time. Thereafter, Virtustream 
charges per time and material using the appropriate 
remote eyes and hand’s service (DC-SVC-REU6-AH). 

Colocation Services, UKDC1 – London, UK 

DC-NWG1-XCF-
1T 

Fiber Cross 
Connect - UKDC1 - 
Installation 

One time, 
per project 

Fiber Cross Connect Installation - London data center 

DC-NWG1-XCF-
MF 

Fiber Cross 
Connect - UKDC1 

Monthly, 
each 

Fiber Cross Connect - London data center 

DC-NWG1-XCC-
1T 

Copper Cross 
Connect - UKDC1 - 
Installation 

One time, 
per project 

Copper Cross Connect Installation - London data center 

DC-NWG1-XCC-
MF 

Copper Cross 
Connect - UKDC1 

Monthly, 
each 

Copper Cross Connect - London data center 

DC-RKG1-RK-1T Rack Installation - 
UKDC1 

One-time, 
per 42U 
rack unit 

This service provides installation of a 42-unit (42U) rack, 
2x power distribution unit (PDU), and power installation. 

DC-RKG1-RKS-
42U 

Rackspace - 42U - 
UKDC1 

Monthly, 
per rack 
space 

Provides data center space for hosting a dedicated, 
single-tenant rack. Each rack provides 40 rack units 
(RU) of useable space, and can support a maximum 
power draw of 20 kW. 

DC-PWG1-KW-
42U 

Rackpower - Per 
kW - UKDC1 

Monthly, 
per kW 

Provides power to devices in the dedicated, single-
tenant rack (DC-RKG1-RK-42U). Billed as a fixed fee on 
a monthly basis. If additional power is used within a 
month, then there will be an additional charge at the 
agreed fee per kW. 

DC-RKG1-RK-HR Hotel Rack (1U) - 
Managed Colo - 
UKDC1 

Monthly, 
per 1U slot 

Provides the Customer with one (1) rack unit (RU) within 
a shared, 42-unit rack in a Virtustream data center. 
Included with this service are 2x 1G Copper interfaces. 

DC-RKG1-DLP-
1T 

Equipment 
Deployment - Per 
equipment - UKDC1 

One-time 
charge, per 
equipment 
deployment 

Virtustream will deploy equipment, which includes two 
(2) hours for deployment time. Thereafter, Virtustream 
charges per time and material using the appropriate 
remote eyes and hand’s service (DC-SVC-REG1-AH). 

DC-RKG1-RKW-
HR 

Colo - Rack (1U) - 
265W Power - 
UKDC1 

Monthly, 
per rack 
unit 

Provides 2x 1G Copper interfaces per rack unit. 

Colocation Services, UKDC2 – London, UK 

DC-NWG2-XCF-
1T 

Fiber Cross 
Connect Installation 
- UKDC2 

One time, 
per project 

Fiber Cross Connect Installation - London data center 

DC-NWG2-XCF-
MF 

Fiber Cross 
Connect - UKDC2 

Monthly, 
each 

Fiber Cross Connect - London data center 

DC-NWG2-XCC-
1T 

Copper Cross 
Connect - UKDC2 - 
Installation 

One time, 
per project 

Copper Cross Connect Installation - London data center 
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DC-NWG2-XCC-
MF 

Copper Cross 
Connect - UKDC2 

Monthly, 
each 

Copper Cross Connect - London data center 

DC-RKG2-RK-1T Rack Installation - 
UKDC2 

One-time, 
per 42U 
rack unit 

This service provides installation of a 42-unit (42U) rack, 
2x power distribution unit (PDU), and power installation. 

DC-RKG2-RKS-
20U 

Rackspace - 42U - 
UKDC2 

Monthly, 
per rack 
space 

Provides data center space for hosting a dedicated, 
single-tenant rack. Each rack provides 40 rack units 
(RU) of useable space, and can support a maximum 
power draw of 20 kW. 

Colocation Services, UKDC3 - London, UK - CAP 

DC-NWG4-XCF-
1T 

Fiber Cross 
Connect - UKDC3 - 
CAP - Installation 

One time, 
per project 

Fiber Cross Connect Installation - London data center 

DC-NWG4-XCF-
MF 

Fiber Cross 
Connect - UKDC3 - 
CAP 

Monthly, 
each 

Fiber Cross Connect - London data center 

DC-NWG4-XCC-
1T 

Copper Cross 
Connect - UKDC3 - 
CAP - Installation 

One time, 
per project 

Copper Cross Connect Installation - London data center 

DC-NWG4-XCC-
MF 

Copper Cross 
Connect - UKDC3 - 
CAP 

Monthly, 
each 

Copper Cross Connect - London data center 

DC-RKG4-RK-1T Rack Installation - 
UKDC3 - CAP 

One-time, 
per 42U 
rack unit 

This service provides installation of a 42-unit (42U) rack, 
2x power distribution unit (PDU), and power installation. 

DC-RKG4-RK-
42U 

Rackspace - 42U - 
UKDC3 - CAP 

Monthly, 
per rack 
space 

Provides data center space for hosting a dedicated, 
single-tenant rack. Each rack provides 40 rack units 
(RU) of useable space, and can support a maximum 
power draw of 20 kW. 

DC-PWG4-KW-
42U 

Rackpower - Per 
kW - UKDC3 - CAP 

Monthly, 
per kW 

Provides power to devices in the dedicated, single-
tenant rack (DC-RKG4-RK-42U). Billed as a fixed fee on 
a monthly basis. If additional power is used within a 
month, then there will be an additional charge at the 
agreed fee per kW. 

DC-RKG4-RK-HR Hotel Rack (1U) - 
Managed Colo - 
UKDC3 - CAP 

Monthly, 
per 1U slot 

This service provides the Customer with one (1) rack 
unit (RU) within a shared, 42-unit rack in a Virtustream 
data center. Included with this service are 2x 1G Copper 
interfaces. 

DC-RKG4-DLP-
1T 

Equipment 
Deployment - Per 
equipment - UKDC3 
- CAP  

One-time 
charge, per 
equipment 
deployment 

Virtustream will deploy equipment, which includes two 
(2) hours for deployment time. Thereafter, Virtustream 
charges per time and material using the appropriate 
remote eyes and hand’s service (DC-SVC-REG4-AH). 

DC-RKG4-RKW-
HR 

Colo - Rack (1U) - 
265W Power - 
UKDC3 - CAP 

Monthly, 
per rack 
unit 

Provides 2x 1G Copper interfaces per rack unit. 

Colocation Services, DEDC1 – Frankfurt, DE 
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DC-NWD1-XCF-
1T 

Fiber Cross 
Connect - DEDC1 - 
Installation 

One time, 
per project 

Fiber Cross Connect Installation - Frankfurt data center 

DC-NWD1-XCF-
MF 

Fiber Cross 
Connect - DEDC1 

Monthly, 
each 

Fiber Cross Connect - Frankfurt data center 

DC-NWD1-XCC-
1T 

Copper Cross 
Connect - DEDC1 - 
Installation 

One time, 
per project 

Copper Cross Connect Installation - Frankfurt data 
center 

DC-NWD1-XCC-
MF 

Copper Cross 
Connect - DEDC1 

Monthly, 
each 

Copper Cross Connect - Frankfurt data center 

DC-RKD1-RK-1T Rack Installation - 
DEDC1 

One-time, 
per 42U 
rack unit 

Installation of a 42-unit (42U) rack, 2x power distribution 
unit (PDU), and power installation 

DC-RKD1-RK-
42U 

Rackspace - 42U - 
DEDC1 

Monthly, 
per rack 
space 

Provides data center space for hosting a dedicated, 
single-tenant rack. Each rack provides 40 rack units 
(RU) of useable space, and can support a maximum 
power draw of 20 kW. 

DC-PWD1-KW-
42U 

Rackpower - Per 
kW - DEDC1 

Monthly, 
per kW 

Provides power to devices in the dedicated, single-
tenant rack (DC-RKD1-RK-42U). Billed as a fixed fee on 
a monthly basis. If additional power is used within a 
month, then there will be an additional charge at the 
agreed fee per kW. 

DC-RKD1-RK-HR Hotel Rack (1U) - 
Managed Colo - 
DEDC1 

Monthly, 
per 1U slot 

Provides the Customer with one (1) rack unit (RU) within 
a shared, 42-unit rack in a Virtustream data center. 
Included with this service are 2x 1G Copper interfaces. 

DC-RKD1-DLP-
1T 

Equipment 
Deployment - Per 
equipment - DEDC1  

One-time 
charge, per 
equipment 
deployment 

Virtustream will deploy equipment, which includes two 
(2) hours for deployment time. Thereafter, Virtustream 
charges per time and material using the appropriate 
remote eyes and hand’s service (DC-SVC-RED1-AH). 

Colocation Services, DEDC3 – VOD – Rüsselsheim am Main, DE 

DC-NWD3-XCF-
1T 

Fiber Cross 
Connect - DEDC3 - 
VOD - Installation 

One time, 
per project 

Fiber Cross Connect Installation - Rüsselsheim am Main 
data center 

DC-NWD3-XCF-
MF 

Fiber Cross 
Connect - DEDC3 - 
VOD 

Monthly, 
each 

Fiber Cross Connect - Rüsselsheim am Main data 
center 

DC-NWD3-XCC-
1T 

Copper Cross 
Connect - DEDC3 - 
VOD - Installation 

One time, 
per project 

Copper Cross Connect Installation - Rüsselsheim am 
Main data center 

DC-NWD3-XCC-
MF 

Copper Cross 
Connect - DEDC3 - 
VOD 

Monthly, 
each 

Copper Cross Connect - Rüsselsheim am Main data 
center 

DC-RKD3-RK-1T Rack Installation - 
DEDC3 - VOD 

One-time, 
per 42U 
rack unit 

Installation of a 42-unit (42U) rack, 2x power distribution 
unit (PDU), and power installation 
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DC-RKD3-RK-
42U 

Rackspace - 42U - 
DEDC3 - VOD 

Monthly, 
per rack 
space 

Provides data center space for hosting a dedicated, 
single-tenant rack. Each rack provides 40 rack units 
(RU) of useable space, and can support a maximum 
power draw of 20 kW. 

DC-PWD3-KW-
42U 

Rackpower - Per 
kW - DEDC3 - VOD 

Monthly, 
per kW 

Provides power to devices in the dedicated, single-
tenant rack (DC-RKD3-RK-42U). Billed as a fixed fee on 
a monthly basis. If additional power is used within a 
month, then there will be an additional charge at the 
agreed fee per kW. 

DC-RKD3-RK-HR Hotel Rack (1U) - 
Managed Colo - 
DEDC3 - VOD 

Monthly, 
per 1U slot 

Provides the Customer with one (1) rack unit (RU) within 
a shared, 42-unit rack in a Virtustream data center. 
Included with this service are 2x 1G Copper interfaces. 

DC-RKD3-DLP-
1T 

Equipment 
Deployment - Per 
equipment - DEDC3 
- VOD  

One-time 
charge, per 
equipment 
deployment 

Virtustream will deploy equipment, which includes two 
(2) hours for deployment time. Thereafter, Virtustream 
charges per time and material using the appropriate 
remote eyes and hand’s service (DC-SVC- RED3-AH). 

Colocation Services, FRDC1 – Pantin, FR 

DC-NWF1-XCF-
1T 

Fiber Cross 
Connect - FRDC1 - 
Installation 

One time, 
per project 

Fiber Cross Connect Installation - Pantin data center 

DC-NWF1-XCF-
MF 

Fiber Cross 
Connect - FRDC1 

Monthly, 
each 

Fiber Cross Connect - Pantin data center 

DC-NWF1-XCC-
1T 

Copper Cross 
Connect - FRDC1 - 
Installation 

One time, 
per project 

Copper Cross Connect Installation - Pantin data center 

DC-NWF1-XCC-
MF 

Copper Cross 
Connect - FRDC1 

Monthly, 
each 

Copper Cross Connect - Pantin data center 

DC-RKF1-RK-1T Rack Installation - 
FRDC1 

One-time, 
per 42U 
rack unit 

This service provides installation of a 42-unit (42U) rack, 
2x power distribution unit (PDU), and power installation. 

DC-RKF1-RK-
42U 

Rackspace - 42U - 
FRDC1 

Monthly, 
per rack 
space 

Provides data center space for hosting a dedicated, 
single-tenant rack. Each rack provides 40 rack units 
(RU) of useable space, and can support a maximum 
power draw of 20 kW. 

DC-PWF1-KW-
42U 

Rackpower - Per 
kW - FRDC1 

Monthly, 
per kW 

Provides power to devices in the dedicated, single-
tenant rack (DC-RKF1-RK-42U). Billed as a fixed fee on 
a monthly basis. If additional power is used within a 
month, then there will be an additional charge at the 
agreed fee per kW. 

DC-RKF1-RK-HR Hotel Rack (1U) - 
Managed Colo - 
FRDC1 

Monthly, 
per 1U slot 

Provides the Customer with one (1) rack unit (RU) within 
a shared, 42-unit rack in a Virtustream data center. 
Included with this service are 2x 1G Copper interfaces. 

DC-RKF1-DLP-
1T 

Equipment 
Deployment - Per 
equipment - FRDC1  

One-time 
charge, per 
equipment 
deployment 

Virtustream will deploy equipment, which includes two 
(2) hours for deployment time. Thereafter, Virtustream 
charges per time and material using the appropriate 
remote eyes and hand’s service (DC-SVC-REF1-AH). 
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DC-RKF1-RKW-
HR 

Colo - Rack (1U) - 
265W Power - 
FRDC1 

Monthly, 
per rack 
unit 

Provides 2x 1G Copper interfaces per rack unit. 

Colocation Services, FRDC2 – Marcoussis, FR 

DC-NWF2-XCF-
1T 

Fiber Cross 
Connect - FRDC2 - 
CAP - Installation 

One time, 
per project 

Fiber Cross Connect Installation - Marcoussis data 
center 

DC-NWF2-XCF-
MF 

Fiber Cross 
Connect - FRDC2 - 
CAP 

Monthly, 
each 

Fiber Cross Connect - Marcoussis data center 

DC-NWF2-XCC-
1T 

Copper Cross 
Connect - FRDC2 - 
CAP - Installation 

One time, 
per project 

Copper Cross Connect Installation - Marcoussis data 
center 

DC-NWF2-XCC-
MF 

Copper Cross 
Connect - FRDC2 - 
CAP 

Monthly, 
each 

Copper Cross Connect - Marcoussis data center 

DC-RKF2-RK-1T Rack Installation - 
FRDC2 - CAP 

One-time, 
per 42U 
rack unit 

This service provides installation of a 42-unit (42U) rack, 
2x power distribution unit (PDU), and power installation. 

DC-RKF2-RK-
42U 

Rackspace - 42U - 
FRDC2 - CAP 

Monthly, 
per rack 
space 

Provides data center space for hosting a dedicated, 
single-tenant rack. Each rack provides 40 rack units 
(RU) of useable space, and can support a maximum 
power draw of 20 kW. 

DC-PWF2-KW-
42U 

Rackpower - Per 
kW - FRDC2 - CAP 

Monthly, 
per kW 

Provides power to devices in the dedicated, single-
tenant rack (DC-RKF2-RK-42U). Billed as a fixed fee on 
a monthly basis. If additional power is used within a 
month, then there will be an additional charge at the 
agreed fee per kW. 

DC-RKF2-RK-HR Hotel Rack (1U) - 
Managed Colo - 
FRDC2 - CAP 

Monthly, 
per 1U slot 

Provides the Customer with one (1) rack unit (RU) within 
a shared, 42-unit rack in a Virtustream data center. 
Included with this service are 2x 1G Copper interfaces. 

DC-RKF2-DLP-
1T 

Equipment 
Deployment - Per 
equipment - FRDC2 
- CAP  

One-time 
charge, per 
equipment 
deployment 

Virtustream will deploy equipment, which includes two 
(2) hours for deployment time. Thereafter, Virtustream 
charges per time and material using the appropriate 
remote eyes and hand’s service (DC-SVC-REF2-AH). 

DC-RKF2-RKW-
HR 

Colo - Rack (1U) - 
265W Power - 
FRDC2 - CAP 

Monthly, 
per rack 
unit 

Provides 2x 1G Copper interfaces per rack unit. 

Colocation Services, NLDC1 – Amsterdam, NL 

DC-NWG3-XCF-
1T 

Fiber Cross 
Connect - NLDC1 - 
Installation 

One time, 
per project 

Fiber Cross Connect Installation - Amsterdam data 
center 

DC-NWG3-XCF-
MF 

Fiber Cross 
Connect - NLDC1 

Monthly, 
each 

Fiber Cross Connect - Amsterdam data center 

DC-NWG3-XCC-
1T 

Copper Cross 
Connect - NLDC1 - 
Installation 

One time, 
per project 

Copper Cross Connect Installation - Amsterdam data 
center 



Confidential and Proprietary Virtustream Cloud Platform Services  | 47 

 

Service ID Service Name Billing Short Description 

DC-NWG3-XCC-
MF 

Copper Cross 
Connect - NLDC1 

Monthly, 
each 

Copper Cross Connect - Amsterdam data center 

DC-RKG3-RK-1T Rack Installation - 
NLDC1 

One-time, 
per 42U 
rack unit 

This service provides installation of a 42-unit (42U) rack, 
2x power distribution unit (PDU), and power installation. 

DC-RKG3-RKS-
42U 

Rackspace - 42U - 
NLDC1 

Monthly, 
per rack 
space 

Provides data center space for hosting a dedicated, 
single-tenant rack. Each rack provides 40 rack units 
(RU) of useable space, and can support a maximum 
power draw of 20 kW. 

DC-PWG3-KW-
42U 

Rackpower - Per 
kW - NLDC1 

Monthly, 
per kW 

Provides power to devices in the dedicated, single-
tenant rack (DC-RKG3-RKS-42U). Billed as a fixed fee 
on a monthly basis. If additional power is used within a 
month, then there will be an additional charge at the 
agreed fee per kW. 

DC-RKG3-RK-HR Hotel Rack (1U) - 
Managed Colo - 
NLDC1 

Monthly, 
per 1U slot 

Provides the Customer with one (1) rack unit (RU) within 
a shared, 42-unit rack in a Virtustream data center. 
Included with this service are 2x 1G Copper interfaces. 

DC-RKG3-DLP-
1T 

Equipment 
Deployment - Per 
equipment - NLDC1 

One-time 
charge, per 
equipment 
deployment 

Virtustream will deploy equipment, which includes two 
(2) hours for deployment time. Thereafter, Virtustream 
charges per time and material using the appropriate 
remote eyes and hand’s service (DC-SVC-REG3-AH). 

Colocation Services, AUDC1 – Sydney, AU 

DC-NWA1-XCF-
1T 

Fiber Cross 
Connect - AUDC1 - 
Installation 

One time, 
per project 

Fiber Cross Connect Installation - Sydney data center 

DC-NWA1-XCF-
MF 

Fiber Cross 
Connect - AUDC1 

Monthly, 
each 

Fiber Cross Connect - Sydney data center 

DC-NWA1-XCC-
1T 

Copper Cross 
Connect - AUDC1 - 
Installation 

One time, 
per project 

Copper Cross Connect Installation - Sydney data center 

DC-NWA1-XCC-
MF 

Copper Cross 
Connect - AUDC1  

Monthly, 
each 

Copper Cross Connect - Sydney data center 

DC-RKA1-RK-1T Rack Installation - 
AUDC1 

One-time, 
per 42U 
rack unit 

This service provides installation of a 42-unit (42U) rack, 
2x power distribution unit (PDU), and power installation. 

DC-RKA1-RK-
42U 

Rackspace - 42U - 
AUDC1 

Monthly, 
per rack 
space 

Provides data center space for hosting a dedicated, 
single-tenant rack. Each rack provides 40 rack units 
(RU) of useable space, and can support a maximum 
power draw of 20 kW. 

DC-PWA1-KW-
42U 

Rackpower - Per 
kW - AUDC1 

Monthly, 
per kW 

Provides power to devices in the dedicated, single-
tenant rack (DC-RKA1-RK-42U). Billed as a fixed fee on 
a monthly basis. If additional power is used within a 
month, then there will be an additional charge at the 
agreed fee per kW. 

DC-RKA1-RK-HR Hotel Rack (1U) - 
Managed Colo - 
AUDC1 

Monthly, 
per 1U slot 

Provides the Customer with one (1) rack unit (RU) within 
a shared, 42-unit rack in a Virtustream data center. 
Included with this service are 2x 1G Copper interfaces. 
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DC-RKA1-DLP-
1T 

Equipment 
Deployment - Per 
equipment - AUDC1 

One-time 
charge, per 
equipment 
deployment 

Virtustream will deploy equipment, which includes two 
(2) hours for deployment time. Thereafter, Virtustream 
charges per time and material using the appropriate 
remote eyes and hand’s service (DC-SVC-REA1-AH). 

Colocation Services, AUDC2 – Canberra, AU 

DC-NWA2-XCF-
1T 

Fiber Cross 
Connect - AUDC2 - 
Installation 

One time, 
per project 

Fiber Cross Connect Installation - Canberra data center 

DC-NWA2-XCF-
MF 

Fiber Cross 
Connect - AUDC2 

Monthly, 
each 

Fiber Cross Connect - Canberra data center 

DC-NWA2-XCC-
1T 

Copper Cross 
Connect - AUDC2 - 
Installation 

One time, 
per project 

Copper Cross Connect Installation - Canberra data 
center 

DC-NWA2-XCC-
MF 

Copper Cross 
Connect - AUDC2  

Monthly, 
each 

Copper Cross Connect - Canberra data center 

DC-RKA2-RK-1T Rack Installation - 
AUDC2 

One-time, 
per 42U 
rack unit 

This service provides installation of a 42-unit (42U) rack, 
2x power distribution unit (PDU), and power installation. 

DC-RKA2-RK-
42U 

Rackspace - 42U - 
AUDC2 

Monthly, 
per rack 
space 

Provides data center space for hosting a dedicated, 
single-tenant rack. Each rack provides 40 rack units 
(RU) of useable space, and can support a maximum 
power draw of 20 kW. 

DC-PWA2-KW-
42U 

Rackpower - Per 
kW - AUDC2 

Monthly, 
per kW 

Provides power to devices in the dedicated, single-
tenant rack (DC-RKA2-RK-42U). Billed as a fixed fee on 
a monthly basis. If additional power is used within a 
month, then there will be an additional charge at the 
agreed fee per kW. 

DC-RKA2-RK-HR Hotel Rack (1U) - 
Managed Colo - 
AUDC2 

Monthly, 
per 1U slot 

Provides the Customer with one (1) rack unit (RU) within 
a shared, 42-unit rack in a Virtustream data center. 
Included with this service are 2x 1G Copper interfaces. 

DC-RKA2-DLP-
1T 

Equipment 
Deployment - Per 
equipment - AUDC2 

One-time 
charge, per 
equipment 
deployment 

Virtustream will deploy equipment, which includes two 
(2) hours for deployment time. Thereafter, Virtustream 
charges per time and material using the appropriate 
remote eyes and hand’s service (DC-SVC-REA2-AH). 

Colocation Services, JPDC1 – Tokyo, JP 

DC-NWJ1-XCF-
1T 

Fiber Cross 
Connect - JPDC1 - 
Installation 

One time, 
per project 

Fiber Cross Connect Installation - Tokyo data center 

DC-NWJ1-XCF-
MF 

Fiber Cross 
Connect - JPDC1 

Monthly, 
each 

Fiber Cross Connect - Tokyo data center 

DC-NWJ1-XCC-
1T 

Copper Cross 
Connect - JPDC1 - 
Installation 

One time, 
per project 

Copper Cross Connect Installation - Tokyo data center 

DC-NWJ1-XCC-
MF 

Copper Cross 
Connect - JPDC1  

Monthly, 
each 

Copper Cross Connect - Tokyo data center 
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DC-RKJ1-RK-1T Rack Installation - 
JPDC1 

One-time, 
per 42U 
rack unit 

This service provides installation of a 42-unit (42U) rack, 
2x power distribution unit (PDU), and power installation. 

DC-RKJ1-RK-
42U 

Rackspace - 42U - 
JPDC1 

Monthly, 
per rack 
space 

Provides data center space for hosting a dedicated, 
single-tenant rack. Each rack provides 40 rack units 
(RU) of useable space, and can support a maximum 
power draw of 20 kW. 

DC-PWJ1-KW-
42U 

Rackpower - Per 
kW - JPDC1 

Monthly, 
per kW 

Provides power to devices in the dedicated, single-
tenant rack (DC-RKJ1-RK-42U). Billed as a fixed fee on 
a monthly basis. If additional power is used within a 
month, then there will be an additional charge at the 
agreed fee per kW. 

DC-RKJ1-RK-HR Hotel Rack (1U) - 
Managed Colo - 
JPDC1 

Monthly, 
per 1U slot 

Provides the Customer with one (1) rack unit (RU) within 
a shared, 42-unit rack in a Virtustream data center. 
Included with this service are 2x 1G Copper interfaces. 

DC-RKJ1-DLP-1T Equipment 
Deployment - Per 
equipment - JPDC1 

One-time 
charge, per 
equipment 
deployment 

Virtustream will deploy equipment, which includes two 
(2) hours for deployment time. Thereafter, Virtustream 
charges per time and material using the appropriate 
remote eyes and hand’s service (DC-SVC-REJ1-AH). 

Colocation Services, JPDC2 – Osaka, JP 

DC-NWJ2-XCF-
1T 

Fiber Cross 
Connect - JPDC2 - 
Installation 

One time, 
per project 

Fiber Cross Connect Installation - Osaka data center 

DC-NWJ2-XCF-
MF 

Fiber Cross 
Connect - JPDC2 

Monthly, 
each 

Fiber Cross Connect - Osaka data center 

DC-NWJ2-XCC-
1T 

Copper Cross 
Connect - JPDC2 - 
Installation 

One time, 
per project 

Copper Cross Connect Installation - Osaka data center 

DC-NWJ2-XCC-
MF 

Copper Cross 
Connect - JPDC2  

Monthly, 
each 

Copper Cross Connect - Osaka data center 

DC-RKJ2-RK-1T Rack Installation - 
JPDC2 

One-time, 
per 42U 
rack unit 

This service provides installation of a 42-unit (42U) rack, 
2x power distribution unit (PDU), and power installation. 

DC-RKJ2-RK-
42U 

Rackspace - 42U - 
JPDC2 

Monthly, 
per rack 
space 

Provides data center space for hosting a dedicated, 
single-tenant rack. Each rack provides 40 rack units 
(RU) of useable space, and can support a maximum 
power draw of 20 kW. 

DC-PWJ2-KW-
42U 

Rackpower - Per 
kW - JPDC2 

Monthly, 
per kW 

Provides power to devices in the dedicated, single-
tenant rack (DC-RKJ2-RK-42U). Billed as a fixed fee on 
a monthly basis. If additional power is used within a 
month, then there will be an additional charge at the 
agreed fee per kW. 

DC-RKJ2-RK-HR Hotel Rack (1U) - 
Managed Colo - 
JPDC2 

Monthly, 
per 1U slot 

Provides the Customer with one (1) rack unit (RU) within 
a shared, 42-unit rack in a Virtustream data center. 
Included with this service are 2x 1G Copper interfaces. 
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Service ID Service Name Billing Short Description 

DC-RKJ2-DLP-1T Equipment 
Deployment - Per 
equipment - JPDC2 

One-time 
charge, per 
equipment 
deployment 

Virtustream will deploy equipment, which includes two 
(2) hours for deployment time. Thereafter, Virtustream 
charges per time and material using the appropriate 
remote eyes and hand’s service (DC-SVC-REJ2-AH). 

Remote Eyes & Hands 

DC-SVC-REU2-
AH 

Remote eyes and 
hands - USDC2 (1 
Hour) 

Monthly, 
per base 
rate (per 
customer’s 
contract) 
per hour 

Provides Customer with on-site data center technician 
service at the USDC2 data center during Business 
Hours; enables Virtustream to perform manual tasks that 
require direct, hands-on contact with equipment in 
colocation or hotel space. 

DC-SVC-REU3-
AH 

Remote eyes and 
hands - USDC3 (1 
Hour) 

Monthly, 
per base 
rate (per 
customer’s 
contract) 
per hour 

Provides Customer with on-site data center technician 
service at the USDC3 data center during Business 
Hours; enables Virtustream to perform manual tasks that 
require direct, hands-on contact with equipment in 
colocation or hotel space. 

DC-SVC-REU4-
AH 

Remote eyes and 
hands - USDC4 (1 
Hour) 

Monthly, 
per base 
rate (per 
customer’s 
contract) 
per hour 

Provides Customer with on-site data center technician 
service at the USDC4 data center during Business 
Hours; enables Virtustream to perform manual tasks that 
require direct, hands-on contact with equipment in 
colocation or hotel space. 

DC-SVC-REU5-
AH 

Remote eyes and 
hands - USDC5 (1 
Hour) 

Monthly, 
per base 
rate (per 
customer’s 
contract) 
per hour 

Provides Customer with on-site data center technician 
service at the USDC5 data center during Business 
Hours; enables Virtustream to perform manual tasks that 
require direct, hands-on contact with equipment in 
colocation or hotel space. 

DC-SVC-REU6-
AH 

Remote eyes and 
hands - USDC6 (1 
Hour) 

Monthly, 
per base 
rate (per 
customer’s 
contract) 
per hour 

Provides Customer with on-site data center technician 
service at the USDC6 data center during Business 
Hours; enables Virtustream to perform manual tasks that 
require direct, hands-on contact with equipment in 
colocation or hotel space. 

DC-SVC-REG1-
AH 

Remote eyes and 
hands - UKDC1 (1 
Hour) 

Monthly, 
per base 
rate (per 
customer’s 
contract) 
per hour 

Provides Customer with on-site data center technician 
service at the UKDC1 data center during Business 
Hours; enables Virtustream to perform manual tasks that 
require direct, hands-on contact with equipment in 
colocation or hotel space. 

DC-SVC-REG4-
AH 

Remote eyes and 
hands - UKDC3 - 
CAP (1 Hour) 

Monthly, 
per base 
rate (per 
customer’s 
contract) 
per hour 

Provides Customer with on-site data center technician 
service at the UKDC3 data center during Business 
Hours; enables Virtustream to perform manual tasks that 
require direct, hands-on contact with equipment in 
colocation or hotel space. 
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Service ID Service Name Billing Short Description 

DC-SVC-RED1-
AH 

Remote eyes and 
hands - DEDC1 (1 
Hour) 

Monthly, 
per base 
rate (per 
customer’s 
contract) 
per hour 

Provides Customer with on-site data center technician 
service at the DEDC1 data center during Business 
Hours; enables Virtustream to perform manual tasks that 
require direct, hands-on contact with equipment in 
colocation or hotel space. 

DC-SVC-RED3-
AH 

Remote eyes and 
hands - DEDC3 - 
VOD (1 Hour) 

Monthly, 
per base 
rate (per 
customer’s 
contract) 
per hour 

Provides Customer with on-site data center technician 
service at the DEDC3 data center during Business 
Hours; enables Virtustream to perform manual tasks that 
require direct, hands-on contact with equipment in 
colocation or hotel space. 

DC-SVC-REF1-
AH 

Remote eyes and 
hands - FRDC1 (1 
Hour) 

Monthly, 
per base 
rate (per 
customer’s 
contract) 
per hour 

Provides Customer with on-site data center technician 
service at the FRDC1 data center during Business 
Hours; enables Virtustream to perform manual tasks that 
require direct, hands-on contact with equipment in 
colocation or hotel space. 

DC-SVC-REF2-
AH 

Remote eyes and 
hands - FRDC2 - 
CAP (1 Hour) 

Monthly, 
per base 
rate (per 
customer’s 
contract) 
per hour 

Provides Customer with on-site data center technician 
service at the FRDC2 data center during Business 
Hours; enables Virtustream to perform manual tasks that 
require direct, hands-on contact with equipment in 
colocation or hotel space. 

DC-SVC-REG3-
AH 

Remote eyes and 
hands - NLDC1 (1 
Hour) 

Monthly, 
per base 
rate (per 
customer’s 
contract) 
per hour 

Provides Customer with on-site data center technician 
service at the NLDC1 data center during Business 
Hours; enables Virtustream to perform manual tasks that 
require direct, hands-on contact with equipment in 
colocation or hotel space. 

DC-SVC-REA1-
AH 

Remote eyes and 
hands - AUDC1 (1 
Hour) 

Monthly, 
per base 
rate (per 
customer’s 
contract) 
per hour 

Provides Customer with on-site data center technician 
service at the AUDC1 data center during Business 
Hours; enables Virtustream to perform manual tasks that 
require direct, hands-on contact with equipment in 
colocation or hotel space. 

DC-SVC-REA2-
AH 

Remote eyes and 
hands - AUDC2 (1 
Hour) 

Monthly, 
per base 
rate (per 
customer’s 
contract) 
per hour 

Provides Customer with on-site data center technician 
service at the AUDC2 data center during Business 
Hours; enables Virtustream to perform manual tasks that 
require direct, hands-on contact with equipment in 
colocation or hotel space. 

DC-SVC-REJ1-
AH 

Remote eyes and 
hands - JPDC1 (1 
Hour) 

Monthly, 
per base 
rate (per 
customer’s 
contract) 
per hour 

Provides Customer with on-site data center technician 
service at the JPDC1 data center during Business 
Hours; enables Virtustream to perform manual tasks that 
require direct, hands-on contact with equipment in 
colocation or hotel space. 
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Service ID Service Name Billing Short Description 

DC-SVC-REJ2-
AH 

Remote eyes and 
hands - JPDC2 (1 
Hour) 

Monthly, 
per base 
rate (per 
customer’s 
contract) 
per hour 

Provides Customer with on-site data center technician 
service at the JPDC2 data center during Business 
Hours; enables Virtustream to perform manual tasks that 
require direct, hands-on contact with equipment in 
colocation or hotel space. 

Table 22. IaaS Compliance 

Service ID Service Name Billing Short Description 

IC-CMP-PCI-SCV PCI Compliance fee Monthly, 
per 
account 

Provides customers with a secure environment within 
one of Virtustream’s compliant datacenters to accept, 
process, store or transmit credit card information. 

IC-CMP-HIPA-
SVC 

HIPAA Compliance 
fee 

Monthly, 
per 
account 

To provide assurance to Virtustream IaaS customers 
that its U.S.-based IaaS Cloud is compliant to HIPAA 
Security Rules, Virtustream will provide upon request by 
Customer, the most current HIPAA Executive Summary 
Report which documents that Virtustream has the 
implemented policies, procedures, and safeguards 
required to meet the HIPAA Security Rule. 
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2 Detailed Service Descriptions 

2.1 IaaS Services 

2.1.1 IaaS Onboarding and Migration 

Virtustream provides infrastructure setup/implementation services (referred to as “Onboarding” in this SD) 

and migration services. The subsections below detail the options for onboarding and migration services. 

RASCI tables are included where appropriate; these tables explain the division of tasks and 

responsibilities between the Customer and Virtustream. Definitions for the letters that are used in the 

RASCI tables are as follows: 

R: Responsible for ensuring that the task or deliverable is completed accurately and timely; the “doer.” 

A: Accountable is the authority who approves the work of R before it is effective.  

S: Support R as necessary to complete the task or deliverable.  

C: Consulted reviews output or progress necessary to complete the task or deliverable.  

I: Informed needs to be notified of results, completion, or deliverable but need not necessarily be 

consulted. 

NOTE: When Virtustream is In the Support role or Consulted, Virtustream may charge Customer 

T&M for resources used. 

 

2.1.1.1 IaaS Onboarding - Full (IC-ONB-FUL-1T) 

Virtustream will be responsible for provisioning the Virtustream IaaS Platform resources and environment 

architecture. Virtustream will also be responsible for initial configuration of the Operating System, 

including assignment of hostname and networking information, and file system creation. Customer will 

provide information and support as required. All application installation, troubleshooting, and configuration 

is Customer’s responsibility unless specifically contracted and scoped to be the responsibility of 

Virtustream personnel. All activities are performed either by, or by the guidance of, onshore personnel. 

Billing: One-time charge, per VM 

Table 23. Onboarding Responsibilities, Full 

Task Customer Virtustream 

Define scope of engagement R, A R, A 

Task Coordination C R, A 

Create client network(s), connections and firewall contexts C R, A 
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Task Customer Virtustream 

Provision storage   R, A 

Provision Cloud Resources including Compute, Storage and xStream (initial)   R, A 

Provide global templates for new VMs   R, A 

Create and maintain customer-specific templates for new VMs R, A C 

Define Backup schedules, retentions, and policies (if applicable) R, A C, I 

Configure backups based on requirements (if applicable)   R, A 

Install and Configure Applications and Application Connectivity  R, A   

Present Data for Production Cutover R, A C, I 

Workload Planning and Stress Testing R, A I 

Add new disk or file system to a virtual machine C, I R, A 

Delete a disk or file system form a virtual machine C, I R, A 

Extend disk or file system on a virtual machine C, I R, A 

Build new virtual machines (with an Order Form or change order) C, I R, A 

Create new local user accounts for backup, monitoring, and security tools C, I R, A 

Create new user accounts for end users / team members. R, A C, I 

Delete print jobs or spool files on request R, A C, I 

Add new printers for inoperability with SAP R, A C, I 

Modify printers for inoperability with SAP R, A   

Add, modify, and delete OS-level parameters, as necessary for Operating 
System functionality and performance 

  R, A 

Define OS-level parameters and values for application functionality and 
performance 

R, A I 

Add, modify, and delete OS-level parameters, as necessary for Application 
functionality 

  R, A 

Stop and start of the operating system, system services and processes   R, A 

Job Scheduling (cron, Windows task) unrelated to Virtustream installed 
applications 

R, A C, I 

Active Directory (AD), LDAP, and DNS Service Installation R, A   

AD, LDAP, and DNS configuration and updates R, A   

IIS Service Installation (except where specified in SAP installation guides) R, A   

IIS Configuration and updates (except where specified in SAP installation 
guides) 

R, A   

Define required open ports and firewall rules R, A C, I 

Domain Controller Configuration R, A   
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2.1.1.2 IaaS Onboarding - Basic (IC-ONB-BAS-1T) 

Virtustream will be responsible for provisioning the Virtustream IaaS Platform resources and environment 

architecture. Customer will provide information and support as required. Virtustream will deploy a Virtual 

Machine with Operating system installed. Customer will be responsible for initial configuration of the 

Operating System, including assignment of hostname and networking information, and file system 

creation. All application installation, migration, troubleshooting, and configuration is Customer’s 

responsibility unless specifically contracted and scoped to be the responsibility of Virtustream personnel. 

All activities are performed either by, or by the guidance of, onshore personnel.  

Billing: One-time charge, per VM 

Table 24. Onboarding Responsibilities, Basic 

Task Customer Virtustream 

Define scope of engagement R, A C 

Task Coordination R, A C 

Create client network(s), connections and firewall contexts C R, A 

Provision storage   R, A 

Provision Cloud Resources including Compute, Storage and xStream (initial)   R, A 

Provide global templates for new VMs   R, A 

Create and maintain customer-specific templates for new VMs R, A C 

Define Backup schedules, retentions, and policies (if applicable) R, A C, I 

Configure backups based on requirements (if applicable)   R, A 

Install and Configure Applications and Application Connectivity  R, A   

Present Data for Production Cutover R, A C, I 

Workload Planning and Stress Testing R, A C, I 

Add new disk or file system to a virtual machine R, A   

Delete a disk or file system form a virtual machine R, A   

Extend disk or file system on a virtual machine R, A   

Build new virtual machines (with an Order Form or change order) C, I R, A 

Create new local user accounts for backup, monitoring, and security tools C, I R, A 

Create new user accounts for end users / team members. R, A C, I 

Delete print jobs or spool files on request R, A C, I 

Add new printers for inoperability with SAP R, A C, I 

Modify printers for inoperability with SAP R, A   

Add, modify, and delete OS-level parameters, as necessary for Operating 
System functionality and performance 

R, A I 

Define OS-level parameters and values for application functionality and 
performance 

R, A I 
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Task Customer Virtustream 

Add, modify, and delete OS-level parameters, as necessary for Application 
functionality 

R, A I 

Stop and start of the operating system, system services and processes R, A   

Job Scheduling (cron, Windows task) unrelated to Virtustream installed 
applications 

R, A   

Active Directory(AD), LDAP, and DNS Service Installation R, A   

AD, LDAP, and DNS configuration and updates R, A   

IIS Service Installation (except where specified in SAP installation guides) R, A   

IIS Configuration and updates  (except where specified in SAP installation 
guides) 

R, A   

Define required open ports and firewall rules R, A C, I 

Domain Controller Configuration R, A   

2.1.1.3 IaaS Onboarding - Basic Enhanced Migration (IC-ONB-BEM-1T) 

Virtustream will be responsible for executing a full system migration using an enhanced migration tool. 

The target Virtual Machine at Virtustream will be identical to the source system, except the Internet 

Protocol (IP) address. Virtustream will be responsible for provisioning the Virtustream IaaS Platform 

resources, system migration, and environment architecture. Customer will provide information and 

support as required. Customer will be responsible for all post-migration configuration and troubleshooting 

of the Operating System. All application installation, migration, troubleshooting, and configuration is 

Customer’s responsibility unless specifically contracted and scoped to be the responsibility of Virtustream 

personnel. All activities are performed either by, or by the guidance of, onshore personnel.  

Billing: One-time charge, per VM 

Table 25. Onboarding Responsibilities, Basic Enhanced Migration 

Task Customer Virtustream 

Define scope of engagement R, A C 

Task Coordination R, A C 

Create client network(s), connections and firewall contexts C R, A 

Provision storage   R, A 

Provision Cloud Resources including Compute, Storage and xStream (initial)   R, A 

Provide global templates for new VMs   R, A 

Create and maintain customer-specific templates for new VMs R, A C 

Define Backup schedules, retentions, and policies (if applicable) R, A C, I 

Configure backups based on requirements (if applicable)   R, A 

Install and Configure Applications and Application Connectivity  R, A   
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Task Customer Virtustream 

Present Data for Production Cutover R, A C, I 

Workload Planning and Stress Testing R, A C, I 

Add new disk or file system to a virtual machine R, A   

Delete a disk or file system form a virtual machine R, A   

Extend disk or file system on a virtual machine R, A   

Build new virtual machines (with an Order Form or change order) C, I R, A 

Create new local user accounts for backup, monitoring, and security tools C, I R, A 

Create new user accounts for end users / team members. R, A C, I 

Delete print jobs or spool files on request R, A C, I 

Add new printers for inoperability with SAP R, A C, I 

Modify printers for inoperability with SAP R, A   

Add, modify, and delete OS-level parameters, as necessary for Operating 
System functionality and performance 

R, A I 

Define OS-level parameters and values for application functionality and 
performance 

R, A I 

Add, modify, and delete OS-level parameters, as necessary for Application 
functionality 

R, A I 

Stop and start of the operating system, system services and processes R, A   

Job Scheduling (cron, Windows task) unrelated to Virtustream installed 
applications 

R, A   

Active Directory(AD), LDAP, and DNS Service Installation R, A   

AD, LDAP, and DNS configuration and updates R, A   

IIS Service Installation (except where specified in SAP installation guides) R, A   

IIS Configuration and updates (except where specified in SAP installation guides) R, A   

Define required open ports and firewall rules R, A C, I 

Domain Controller Configuration R, A   

Create Target VM for enhanced data migration C, I R, A 

Configuration and operation of enhanced migration tool C, I R, A 

Migration physical or virtual machine using enhanced migration tool C, I R, A 

Operating system troubleshooting and support, post-migration R, A I 

2.1.1.4 IaaS Onboarding - Basic Enhanced Migration with SAP checks (IC-ONB-BES-1T) 

Virtustream will be responsible for executing a full system migration using an enhanced migration tool. 

The target Virtual Machine at Virtustream will be identical to the source system, except the IP address. 

Virtustream will be responsible for provisioning the Virtustream IaaS Platform resources and environment 
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architecture. Customer will provide information and support as required. Customer will be responsible for 

all post-migration configuration and troubleshooting of the Operating System. All application installation, 

migration, troubleshooting, and configuration is Customer’s responsibility unless specifically contracted 

and scoped to be the responsibility of Virtustream personnel. Virtustream will be responsible for pre and 

post migration Basis validation tasks. Virtustream will not be responsible for addressing any issues that 

existed in any application prior to migration. All activities are performed either by, or by the guidance of, 

onshore personnel. 

Billing: One-time charge, per VM 

Table 26. Onboarding Responsibilities, Basic Enhanced Migration with SAP Checks 

Task Customer Virtustream 

Define scope of engagement R, A C 

Task Coordination R, A C 

Create client network(s), connections and firewall contexts C R, A 

Provision storage   R, A 

Provision Cloud Resources including Compute, Storage and xStream (initial)   R, A 

Provide global templates for new VMs   R, A 

Create and maintain customer-specific templates for new VMs R, A C 

Define Backup schedules, retentions, and policies (if applicable) R, A C, I 

Configure backups based on requirements (if applicable)   R, A 

Install and Configure Applications and Application Connectivity  R, A   

Present Data for Production Cutover R, A C, I 

Workload Planning and Stress Testing R, A C, I 

Add new disk or file system to a virtual machine R, A   

Delete a disk or file system form a virtual machine R, A   

Extend disk or file system on a virtual machine R, A   

Build new virtual machines (with an Order Form or change order) C, I R, A 

Create new local user accounts for backup, monitoring, and security tools C, I R, A 

Create new user accounts for end users / team members. R, A C, I 

Delete print jobs or spool files on request R, A C, I 

Add new printers for inoperability with SAP R, A C, I 

Modify printers for inoperability with SAP R, A   

Add, modify, and delete OS-level parameters, as necessary for Operating 
System functionality and performance 

R, A I 

Define OS-level parameters and values for application functionality and 
performance 

R, A I 
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Task Customer Virtustream 

Add, modify, and delete OS-level parameters, as necessary for Application 
functionality 

R, A I 

Stop and start of the operating system, system services and processes R, A   

Job Scheduling (cron, Windows task) unrelated to Virtustream installed 
applications 

R, A   

Active Directory(AD), LDAP, and DNS Service Installation R, A   

AD, LDAP, and DNS configuration and updates R, A   

IIS Service Installation (except where specified in SAP installation guides) R, A   

IIS Configuration and updates (except where specified in SAP installation guides) R, A   

Define required open ports and firewall rules R, A C, I 

Domain Controller Configuration R, A   

Create Target VM for enhanced data migration C, I R, A 

Configuration and operation of enhanced migration tool C, I R, A 

Migration physical or virtual machine using enhanced migration tool C, I R, A 

Operating system troubleshooting and support, post-migration R, A I 

2.1.1.5 IaaS Onboarding - Basic Enhanced Migration/Production (IC-ONB-BMM-1T) 

Virtustream will be responsible for executing two full system migrations using an enhanced migration tool: 

One as a mock exercise; one as a production cutover. This is recommended for all Production systems. 

The target Virtual Machine at Virtustream will be identical to the source system, except the IP address. 

Virtustream will be responsible for provisioning the Virtustream IaaS Platform resources, system 

migration, and environment architecture. Customer will provide information and support as required. 

Customer will be responsible for all post-migration configuration and troubleshooting of the Operating 

System. All application installation, migration, troubleshooting, and configuration is Customer’s 

responsibility unless specifically contracted and scoped to be the responsibility of Virtustream personnel. 

All activities are performed either by, or by the guidance of, onshore personnel. 

Billing: One-time charge, per VM 

Table 27. Onboarding Responsibilities, Basic Enhanced Migration/Production 

Task Customer Virtustream 

Define scope of engagement R, A C 

Task Coordination R, A C 

Create client network(s), connections and firewall contexts C R, A 

Provision storage   R, A 

Provision Cloud Resources including Compute, Storage and xStream (initial)   R, A 

Provide global templates for new VMs   R, A 
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Task Customer Virtustream 

Create and maintain customer-specific templates for new VMs R, A C 

Define Backup schedules, retentions, and policies (if applicable) R, A C, I 

Configure backups based on requirements (if applicable)   R, A 

Install and Configure Applications and Application Connectivity  R, A   

Present Data for Production Cutover R, A C, I 

Workload Planning and Stress Testing R, A C, I 

Add new disk or file system to a virtual machine R, A   

Delete a disk or file system form a virtual machine R, A   

Extend disk or file system on a virtual machine R, A   

Build new virtual machines (with an Order Form or change order) C, I R, A 

Create new local user accounts for backup, monitoring, and security tools C, I R, A 

Create new user accounts for end users / team members. R, A C, I 

Delete print jobs or spool files on request R, A C, I 

Add new printers for inoperability with SAP R, A C, I 

Modify printers for inoperability with SAP R, A   

Add, modify, and delete OS-level parameters, as necessary for Operating 
System functionality and performance 

R, A I 

Define OS-level parameters and values for application functionality and 
performance 

R, A I 

Add, modify, and delete OS-level parameters, as necessary for Application 
functionality 

R, A I 

Stop and start of the operating system, system services and processes R, A   

Job Scheduling (cron, Windows task) unrelated to Virtustream installed 
applications 

R, A   

Active Directory(AD), LDAP, and DNS Service Installation R, A   

AD, LDAP, and DNS configuration and updates R, A   

IIS Service Installation (except where specified in SAP installation guides) R, A   

IIS Configuration and updates (except where specified in SAP installation guides) R, A   

Define required open ports and firewall rules R, A C, I 

Domain Controller Configuration R, A    

Create Target VM for enhanced data migration C, I R, A 

Configuration and operation of enhanced migration tool C, I R, A 

Migration physical or virtual machine using enhanced migration tool C, I R, A 

Operating system troubleshooting and support, post-migration R, A I 
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2.1.1.6 IaaS Onboarding - Basic Enhanced Migration with SAP checks/Production (IC-ONB-
BSM-1T) 

Virtustream will be responsible for executing two full system migrations using an enhanced migration tool: 

One as a mock exercise; one as a production cutover. This is recommended for all Production systems. 

The target Virtual Machine at Virtustream will be identical to the source system, except the IP address. 

Virtustream will be responsible for provisioning the Virtustream IaaS Platform resources and environment 

architecture. Customer will provide information and support as required. Customer will be responsible for 

all post-migration configuration and troubleshooting of the Operating System. All application installation, 

migration, troubleshooting, and configuration is Customer’s responsibility unless specifically contracted 

and scoped to be the responsibility of Virtustream personnel. Virtustream will be responsible for pre and 

post migration Basis validation tasks. Virtustream will not be responsible for addressing any issues that 

existed in any application prior to migration. All activities performed either by or by the guidance of 

onshore personnel. 

Billing: One-time charge, per VM 

Table 28. Onboarding Responsibilities, Basic Enhanced Migration with SAP Checks/Production 

Task Customer Virtustream 

Define scope of engagement R, A C 

Task Coordination R, A C 

Create client network(s), connections and firewall contexts C R, A 

Provision storage   R, A 

Provision Cloud Resources including Compute, Storage and xStream (initial)   R, A 

Provide global templates for new VMs   R, A 

Create and maintain customer-specific templates for new VMs R, A C 

Define Backup schedules, retentions, and policies (if applicable) R, A C, I 

Configure backups based on requirements (if applicable)   R, A 

Install and Configure Applications and Application Connectivity  R, A   

Present Data for Production Cutover R, A C, I 

Workload Planning and Stress Testing R, A C, I 

Add new disk or file system to a virtual machine R, A   

Delete a disk or file system form a virtual machine R, A   

Extend disk or file system on a virtual machine R, A   

Build new virtual machines (with an Order Form or change order) C, I R, A 

Create new local user accounts for backup, monitoring, and security tools C, I R, A 

Create new user accounts for end users / team members. R, A C, I 

Delete print jobs or spool files on request R, A C, I 

Add new printers for inoperability with SAP R, A C, I 
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Task Customer Virtustream 

Modify printers for inoperability with SAP R, A   

Add, modify, and delete OS-level parameters, as necessary for Operating 
System functionality and performance 

R, A I 

Define OS-level parameters and values for application functionality and 
performance 

R, A I 

Add, modify, and delete OS-level parameters, as necessary for Application 
functionality 

R, A I 

Stop and start of the operating system, system services and processes R, A   

Job Scheduling (cron, Windows task) unrelated to Virtustream installed 
applications 

R, A   

Active Directory(AD), LDAP, and DNS Service Installation R, A   

AD, LDAP, and DNS configuration and updates R, A   

IIS Service Installation (except where specified in SAP installation guides) R, A   

IIS Configuration and updates (except where specified in SAP installation guides) R, A   

Define required open ports and firewall rules R, A C, I 

Domain Controller Configuration R, A    

Create Target VM for enhanced data migration C, I R, A 

Configuration and operation of enhanced migration tool C, I R, A 

Migration physical or virtual machine using enhanced migration tool C, I R, A 

Operating system troubleshooting and support, post-migration R, A I 

2.1.1.7 IaaS Onboarding - Virtual Machine Import (IC-ONB-VMI-1T) 

Virtustream will be responsible for provisioning the Virtustream IaaS Platform resources and environment 

architecture. Virtustream will be responsible for importing customer-supplied virtual machine files (ova or 

ovf format) into the environment. Customer will be responsible for all post-migration configuration and 

troubleshooting of the Operating System. All application installation, migration, troubleshooting, and 

configuration is Customer’s responsibility unless specifically contracted and scoped to be the 

responsibility of Virtustream personnel.  All activities performed either by or by the guidance of onshore 

personnel. 

Billing: One-time charge, per VM 

Table 29. Onboarding Responsibilities, Virtual Machine Import 

Task Customer Virtustream 

Define scope of engagement R, A C 

Task Coordination R, A C 

Create client network(s), connections and firewall contexts C R, A 

Provision storage  R, A 
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Task Customer Virtustream 

Provision Cloud Resources including Compute, Storage and xStream (initial)  R, A 

Create and maintain customer-specific templates for new VMs R, A C 

Define Backup schedules, retentions, and policies (if applicable) R, A  C, I 

Configure backups based on requirements (if applicable)  R, A 

Install and Configure Applications and Application Connectivity  R, A   

Present Data for Production Cutover R, A C, I 

Workload Planning and Stress Testing R, A C, I 

Add new disk or file system to a virtual machine R, A  

Delete a disk or file system form a virtual machine R, A  

Extend disk or file system on a virtual machine R, A  

Build new virtual machines (with an Order Form or change order) C, I R, A 

Create new local user accounts for backup, monitoring, and security tools R, A C 

Create new user accounts for end users / team members. R, A C, I 

Delete print jobs or spool files on request R, A C, I 

Add new printers for inoperability with SAP R, A C, I 

Modify printers for inoperability with SAP R, A   

Add, modify, and delete OS-level parameters, as necessary for Operating System 
functionality and performance 

R, A I 

Define OS-level parameters and values for application functionality and 
performance 

R, A I 

Add, modify, and delete OS-level parameters, as necessary for Application 
functionality 

R, A I 

Stop and start of the operating system, system services and processes R, A   

Job Scheduling (cron, Windows task) unrelated to Virtustream installed 
applications 

R, A   

Active Directory(AD), LDAP, and DNS Service Installation R, A   

AD, LDAP, and DNS configuration and updates R, A   

IIS Service Installation (except where specified in SAP installation guides) R, A   

IIS Configuration and updates (except where specified in SAP installation guides) R, A   

Define required open ports and firewall rules R, A C, I 

Domain Controller Configuration R, A   

Supply ova/ovf files for new virtual machine R, A C, I 

Import ova/ovf files to create virtual machine C, I R, A 
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2.1.1.8 IaaS Onboarding - Virtual Machine Import with SAP checks (IC-ONB-VMS-1T) 

Virtustream will be responsible for provisioning the Virtustream IaaS Platform resources and environment 

architecture. Virtustream will be responsible for importing customer-supplied virtual machine files (ova or 

ovf format) into the environment. Customer will be responsible for all post-migration configuration and 

troubleshooting of the Operating System. All application installation, migration, and configuration is 

Customer’s responsibility unless specifically contracted and scoped to be the responsibility of Virtustream 

personnel. Virtustream will be responsible for pre and post migration Basis validation tasks. Virtustream 

will not be responsible for addressing any issues that existed in any application prior to migration.  All 

activities performed either by or by the guidance of onshore personnel. 

Billing: One-time charge, per VM 

Table 30. Onboarding Responsibilities, Virtual Machine Import with SAP Checks 

Task Customer Virtustream 

Define scope of engagement R, A C 

Task Coordination R, A C 

Create client network(s), connections and firewall contexts C R, A 

Provision storage  R, A 

Provision Cloud Resources including Compute, Storage and xStream (initial)  R, A 

Create and maintain customer-specific templates for new VMs R, A C 

Define Backup schedules, retentions, and policies (if applicable) R, A  C, I 

Configure backups based on requirements (if applicable)  R, A 

Install and Configure Applications and Application Connectivity  R, A   

Present Data for Production Cutover R, A C, I 

Workload Planning and Stress Testing R, A C, I 

Add new disk or file system to a virtual machine R, A  

Delete a disk or file system form a virtual machine R, A  

Extend disk or file system on a virtual machine R, A  

Build new virtual machines (with an Order Form or change order) C, I R, A 

Create new local user accounts for backup, monitoring, and security tools R, A C 

Create new user accounts for end users / team members. R, A C, I 

Delete print jobs or spool files on request R, A C, I 

Add new printers for inoperability with SAP R, A C, I 

Modify printers for inoperability with SAP R, A   

Add, modify, and delete OS-level parameters, as necessary for Operating System 
functionality and performance 

R, A I 

Define OS-level parameters and values for application functionality and 
performance 

R, A I 
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Task Customer Virtustream 

Add, modify, and delete OS-level parameters, as necessary for Application 
functionality 

R, A I 

Stop and start of the operating system, system services and processes R, A   

Job Scheduling (cron, Windows task) unrelated to Virtustream installed 
applications 

R, A   

Active Directory(AD), LDAP, and DNS Service Installation R, A   

AD, LDAP, and DNS configuration and updates R, A   

IIS Service Installation (except where specified in SAP installation guides) R, A   

IIS Configuration and updates  (except where specified in SAP installation guides) R, A   

Define required open ports and firewall rules R, A C, I 

Domain Controller Configuration R, A   

Supply ova/ovf files for new virtual machine R, A C, I 

Import ova/ovf files to create virtual machine C, I R, A 

2.1.1.9 IaaS Onboarding - Self-Service (IC-ONB-SS-1T) 

Virtustream will enable secure access to the Virtustream IaaS Platform and will provision the resources 

detailed in the applicable Order Form on the Virtustream Cloud Platform. Customer will create new 

machines or upload existing machines to the Virtustream IaaS Platform without requiring assistance from 

or coordination with Virtustream. VM creation, data transfer, and cutover operations are solely the 

responsibility of Customer. 

Billing: One-time charge, per account 

Table 31. Onboarding Responsibilities, Self Service 

Task Customer Virtustream 

Define scope of engagement R, A   

Task Coordination R, A   

Create client network(s), connections and firewall contexts C R, A 

Provision storage   R, A 

Provision Cloud Resources including Compute, Storage and xStream (initial)   R, A 

Provide global templates for new VMs   R, A 

Create and maintain customer-specific templates for new VMs R, A   

Define Backup schedules, retentions, and policies (if applicable)* R, A C, I*  

Configure backups based on requirements (if applicable)* C, I R, A* 

Install and Configure Applications and Application Connectivity  R, A   

Present Data for Production Cutover R, A   
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Task Customer Virtustream 

Workload Planning and Stress Testing R, A   

Add new disk or file system to a virtual machine R, A   

Delete a disk or file system form a virtual machine R, A   

Extend disk or file system on a virtual machine R, A   

Build new virtual machines (with an Order Form or change order) R, A   

Create new local user accounts for backup, monitoring, and security tools R, A   

Create new user accounts for end users / team members. R, A   

Delete print jobs or spool files on request R, A C, I 

Add new printers for inoperability with SAP R, A   

Modify printers for inoperability with SAP R, A   

Add, modify, and delete OS-level parameters, as necessary for Operating 
System functionality and performance 

R, A   

Define OS-level parameters and values for application functionality and 
performance 

R, A   

Add, modify, and delete OS-level parameters, as necessary for Application 
functionality 

R, A   

Stop and start of the operating system, system services and processes R, A   

Job Scheduling (cron, Windows task) unrelated to Virtustream installed 
applications 

R, A   

Active Directory(AD), LDAP, and DNS Service Installation R, A   

AD, LDAP, and DNS configuration and updates R, A   

IIS Service Installation (except where specified in SAP installation guides) R, A   

IIS Configuration and updates  (except where specified in SAP installation 
guides) 

R, A   

Define required open ports and firewall rules* R, A C, I*  

* These tasks are coordinated between the Customer and Virtustream via the Virtustream Service Desk. 

2.1.1.10 Enhanced Migration Tool SW License (IC-ONB-EML-1T) 

Virtustream will use software that enables minimized downtime for Virtual-to-Virtual (V2V) or Physical-to-

Virtual (P2V) migration of customer servers to the Virtustream platform. 

Billing: One-time charge, per VM 

2.1.1.11 Enhanced Migration Tool Setup and Configuration (IC-ONB-SEM-1T) 

Initial setup and configuration of enhanced migration tool for downtime-minimized migrations of Virtual-to-

Virtual or Physical-to-Virtual migration of customer servers to Virtustream platforms. This does not include 

migration of data. 
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Billing: One-time charge, per customer account 

 

2.1.2 IaaS Compute 

Virtustream IaaS Compute is comprised of computing resources hosted in secure data centers that 

replace the physical computing hardware that is traditionally housed within a Customer’s site. These 

resources include physical servers that are logically divided into virtual machines (VMs), each with an 

allocation of CPU, memory, and network bandwidth, and is linked to storage. 

An overage of up to 20% (e.g., for “surges”) of the minimum MRCs for the µVMs is available in the Cloud 

platform. Virtustream does not guarantee resource availability of additional µVMs beyond the +20% 

overage buffer, and these additional µVMs will not be used in calculating Availability. If the Customer 

experiences consistent overage above this level, then the Customer should reset the committed level for 

each µVM type by contacting Virtustream Sales. See the Virtustream SLA document and the applicable 

SOW for more information. 

See Section 1.3, IaaS Services: Overview, for definitions of terms used in this section. Section 7, 

Definitions, contains additional definitions of terms used in this SD. 

2.1.2.1 Enterprise Basic µVM (IC-UVM-BAS-ENT) 

Enterprise Basic µVMs reside in one designated primary Virtustream data center, and are used for 

non-production, non-Internet-accessible workloads in the IZ. 

Service Level: 99.5% availability for the Customer’s committed level, and only in one data center 

Billing: Monthly, based on resource usage that is measured in µVMs every 5 minutes 

2.1.2.2 Enterprise Basic Plus µVM (IC-UVM-BASP-ENT) 

Enterprise Basic Plus µVMs reside in one designated primary Virtustream data center, and are used for 

non-production, non-Internet-accessible workloads in the IZ. 

Service Level: 99.99% availability for the Customer’s committed level, and only in one data center 

Billing: Monthly, based on resource usage that is measured in µVMs every 5 minutes 

2.1.2.3 Enterprise Core µVM (IC-UVM-COR-ENT) 

Enterprise Core µVMs reside in a designated primary Virtustream data center, and are used for 

production, non-Internet-accessible workloads in the IZ. Additionally, an equivalent quantity of µVMs are 

reserved at a designated secondary Virtustream data center for ongoing operation in case of disaster 

events and during scheduled disaster recovery (DR) exercises. 

Service Level: 99.999% availability for the Customer’s committed level at both the primary and secondary 

data centers 

DR RTO: Two (2) hours 
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Billing: Monthly, based on resource usage that is measured in µVMs every 5 minutes 

Required 

· Storage – Replicated (See the IaaS Backup & Storage section for the replicated storage services) 

2.1.2.4 Enterprise Reserved µVM (IC-UVM-RESV-ENT) 

Enterprise Reserved µVMs reside in one designated primary Virtustream data center in the Internal Zone, 

and are based on inactive VMs. This reserved compute capacity can be activated when necessary, to 

provide sufficient compute capacity for VMs for ongoing operation in case of disaster events and during 

scheduled disaster recovery (DR) exercises. Once the VMs become active, then the Customer will be 

charged using the rate for the Basic µVM. 

Billing: Based on amount of reserved µVMs 

2.1.2.5 DMZ Basic µVM (IC-UVM-BAS-DMZ) 

DMZ Basic µVMs reside in one designated primary Virtustream data center, and are used for 

non-production, Internet-accessible workloads in the DMZ. 

Service Level: 99.4% availability for the Customer’s committed level, and only in one data center 

Billing: Monthly, based on resource usage that is measured in µVMs every 5 minutes 

2.1.2.6 DMZ Basic Plus µVM (IC-UVM-BASP-DMZ) 

DMZ Basic Plus µVMs reside in one designated primary Virtustream data center, and are used for 

non-production, Internet-accessible workloads in the DMZ. 

Service Level: 99.7% availability for the Customer’s committed level, and only in one data center 

Billing: Monthly, based on resource usage that is measured in µVMs every 5 minutes 

2.1.2.7 DMZ Core µVM (IC-UVM-COR-DMZ) 

DMZ Core µVMs reside in a designated primary Virtustream data center, and are used for production, 

Internet-accessible workloads in the DMZ. Additionally, an equivalent quantity of µVMs are reserved at a 

designated secondary Virtustream data center for ongoing operation in case of disaster events and during 

scheduled disaster recovery (DR) exercises. 

Service Level: 99.9% availability for the Customer’s committed level at both the primary and secondary 

data centers 

DR RTO: Two (2) hours 

Billing: Monthly, based on resource usage that is measured in µVMs every 5 minutes 

Required 

· Storage – Replicated (See the IaaS Backup & Storage section for the replicated storage services) 
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2.1.2.8 DMZ Reserved µVM (IC-UVM-RESV-DMZ) 

DMZ Reserved µVMs reside in one designated primary Virtustream data center within the DMZ, and are 

based on inactive VMs. This reserved compute capacity can be activated when necessary, to provide 

sufficient compute capacity for VMs for ongoing operation in case of disaster events and during 

scheduled disaster recovery (DR) exercises. Once the VMs become active, then the Customer will be 

charged using the rate for the Basic µVM. 

Billing: Based on amount of reserved µVMs 

2.1.2.9 Oracle Cluster Basic µVM (IC-UVM-BAS-ORA) 

Oracle Cluster Basic µVMs reside in one designated primary Virtustream data center, and are used for 

non-production, non-Internet-accessible workloads in the IZ. 

Service Level: 99.5% availability for the Customer’s committed level, and only in one data center 

Billing: Monthly, based on resource usage that is measured in µVMs every 5 minutes 

2.1.2.10 Oracle Cluster Core µVM (IC-UVM-COR-ORA) 

Oracle Cluster Core µVMs reside in one designated primary Virtustream data center, and are used for 

production, non-Internet-accessible workloads in the IZ. Additionally, an equivalent quantity of µVMs are 

reserved at a designated secondary Virtustream data center for ongoing operation in case of disaster 

events and during scheduled disaster recovery (DR) exercises. 

Service Level: 99.999% availability for the Customer’s committed level at both the primary and secondary 

data centers 

DR RTO: Two (2) hours 

Billing: Monthly, based on resource usage that is measured in µVMs every 5 minutes 

Required 

· Storage – Replicated (See the IaaS Backup & Storage section for the replicated storage services) 

2.1.2.11 Citrix Basic µVM (IC-UVM-BAS-CIT) 

Citrix Enterprise Basic µVMs reside in one designated primary Virtustream data center, and are used for 

non-production, non-Internet-accessible workloads in the IZ. 

Service Level: 99.5% availability for the Customer’s committed level, and only in one data center 

Billing: Monthly, based on resource usage that is measured in µVMs every 5 minutes 

2.1.2.12 Citrix Core µVM (IC-UVM-COR-CIT) 

Citrix Enterprise Core µVMs reside in a designated primary Virtustream data center, and are used for 

production, non-Internet-accessible workloads in the IZ. Additionally, an equivalent quantity of µVMs are 

reserved at a designated secondary Virtustream data center for ongoing operation in case of disaster 

events and during scheduled disaster recovery (DR) exercises. 
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Service Level: 99.999% availability for the Customer’s committed level at both the primary and secondary 

data centers 

DR RTO: Two (2) hours 

Billing: Monthly, based on resource usage that is measured in µVMs every 5 minutes 

Required 

· Storage – Replicated (See the IaaS Backup & Storage section for the replicated storage services) 

2.1.2.13 vHANA Installation and Setup Charge - Virtual Appliance (HM-HA-VIR-1T) 

Setup and configuration of the virtual HANA (vHANA) managed appliance. vHANA currently supports 

both the scale-up and scale-out HANA architectures. Maximum vHANA size is dependent on various 

factors including workload requirements and the data center location(s). 

Billing: One-time charge 

Required 

· SUSE Linux Enterprise Server (SLES) or Red Hat Enterprise Linux (RHEL) license (either Virtustream- or 

customer-provided) 

2.1.2.14 vHANA Enterprise Basic µVM Variable  (HM-UVV-BAS-ENT) 

vHANA Enterprise Basic µVMs are a virtual version of HANA that reside in one designated primary 

Virtustream data center, and are used for non-production, non-Internet-accessible workloads in the IZ. 

The vHANA Enterprise Basic µVMs must be paired with the High Memory Enterprise Core VM Fee 

(below). 

NOTE: Must be used to support SAP HANA. 

If not used solely for SAP HANA, then Virtustream reserves the right to convert this resource 

and its billing to an Enterprise Basic µVM. 

Each HANA system must have a minimum of 64GiB of memory. 

Service Level: 99.5% availability for the Customer’s committed level, and only in one data center 

Billing: Monthly, based on resource usage that is measured in µVMs every 5 minutes 

Required 

· vHANA Enterprise Basic VM Fee  (HM-VVM-BAS-ENT) 

· Tier 1 Storage (See the IaaS Backup & Storage section for the Tier 1 storage services) 

− For production, storage amount per SAP guidelines 

− For non-production, storage amount per Virtustream best practices 
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2.1.2.15 vHANA Enterprise Basic VM Fee  (HM-VVM-BAS-ENT) 

Applies to vHANA compute services for applications that require large amounts of memory (65GiB or 

more) and high µVM consumption (32 µVMs and above). 

This surcharge is paired with the vHANA Enterprise Basic µVM Variable fee (above). 

Billing: Monthly, per VM 

Required 

· vHANA Enterprise Basic µVM Variable  (HM-UVV-BAS-ENT) 

2.1.2.16 vHANA Enterprise Basic Plus µVM Variable (HM-UHV-BASP-ENT) 

vHANA Enterprise Basic Plus µVMs are a virtual version of HANA that reside in one designated primary 

Virtustream data center, and are used for non-production, non-Internet-accessible workloads in the IZ. 

The vHANA Enterprise Basic µVMs must be paired with the High Memory Enterprise Core VM Fee 

(below). 

NOTE: Must be used to support SAP HANA. 

If not used solely for SAP HANA, then Virtustream reserves the right to convert 

this resource and its billing to an Enterprise Basic Plus µVM. 

Each HANA system must have a minimum of 64GiB of memory. 

Service Level: 99.99% availability for the Customer’s committed level, and only in one data center 

Billing: Monthly, based on resource usage that is measured in µVMs every 5 minutes 

Required 

· vHANA Enterprise Basic Plus VM Fee (HM-HVM-BASP-ENT) 

· Tier 1 Storage (See the IaaS Backup & Storage section for the Tier 1 storage services) 

− For production, storage amount per SAP guidelines 

− For non-production, storage amount per Virtustream best practices 

2.1.2.17 vHANA Enterprise Basic Plus VM Fee (HM-HVM-BASP-ENT) 

Applies to vHANA compute services for applications that require large amounts of memory (64GiB or 

more) and high µVM consumption (32 µVMs and above). 

This surcharge is paired with the vHANA Enterprise Basic µVM Variable fee (above). 

Billing: Monthly, per VM 

Required 

· vHANA Enterprise Basic Plus µVM Variable (HM-UHV-BASP-ENT) 
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2.1.2.18 vHANA Enterprise Core µVM Variable  (HM-UVV-COR-ENT) 

vHANA is a virtual version of HANA that resides in a designated primary Virtustream data center, and is 

used for production, non-Internet-accessible workloads in the IZ. Additionally, an equivalent quantity of 

µVMs are reserved at a designated secondary Virtustream data center for ongoing operation in case of 

disaster events and during scheduled disaster recovery (DR) exercises. The vHANA Enterprise Core 

µVM type is recommended for workloads requiring 65GiBs of memory or more, that are expected to 

consume 32 or more µVMs, and must be paired with the vHANA Enterprise Core VM Fee (below). 

NOTE: Must be used to support SAP HANA. 

If not used solely for SAP HANA, Virtustream reserves the right to convert this resource and 

its billing to an Enterprise Core µVM.  

Each HANA system must have a minimum of 64GiB of memory. 

Service Level: 99.999% availability for the Customer’s committed level at both the primary and secondary 

data centers 

DR RTO: Two (2) hours – see note below 

NOTE: HANA RTO is dependent on the size of the HANA database. For most virtual HANA 

deployments with more than 2TB of RAM, a dedicated DR node that is enabled with HANA System 

Replication (HSR) is required to meet the two-hour RTO. It is possible to achieve a 2-hour RTO with 

larger virtual HANA systems without a dedicated DR node, but is dependent on the characteristics 

of the workload. 

Billing: Monthly, based on resource usage that is measured in µVMs every 5 minutes 

Required 

· vHANA Enterprise Core VM Fee  (HM-VVM-COR-ENT) 

· Storage – Replicated (See the IaaS Backup & Storage section for the replicated storage services) 

2.1.2.19 vHANA Enterprise Core VM Fee (HM-VVM-COR-ENT) 

Applies to vHANA compute services for applications that require large amounts of memory (65GiB or 

more) and high µVM consumption (32 µVMs and above).  

This surcharge is paired with the vHANA Enterprise Core µVM Variable fee (above). 

Billing: Monthly, per VM 

Required 

· vHANA Enterprise Core µVM Variable  (HM-UVV-COR-ENT) 
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2.1.2.20 vHANA Enterprise Reserved µVM (HM-UVM-RESV-ENT) 

vHANA Enterprise Reserved µVMs reside in one designated primary Virtustream data center in the 

Internal Zone, and are based on inactive VMs. This reserved compute capacity can be activated when 

necessary, to provide sufficient compute capacity for VMs for ongoing operation in case of disaster 

events and during scheduled disaster recovery (DR) exercises. Once the VMs become active, then the 

Customer will be charged using the rate for the Basic µVM. 

Billing: Based on amount of reserved µVMs 

2.1.2.21 High Memory Enterprise Basic µVM (IC-UHV-BAS-ENT) 

High Memory Enterprise Basic µVMs reside in one designated primary Virtustream data center, and are 

used for non-production, non-Internet-accessible workloads in the IZ. The High Memory Enterprise Basic 

µVM type is recommended for workloads requiring 65GiBs of memory or more, that are expected to 

consume 32 or more µVMs, and must be paired with the High Memory Enterprise Basic VM Fee (below).  

Service Level: 99.5% availability for the Customer’s committed level, and only in one data center 

Billing: Monthly, based on resource usage that is measured in µVMs every 5 minutes 

Required 

· High Memory Enterprise Basic VM Fee (IC-HVM-BAS-ENT) 

2.1.2.22 High Memory Enterprise Basic VM Fee (IC-HVM-BAS-ENT) 

Applies to compute services for applications that require large amounts of memory (65GiB or more) and 

high µVM consumption (32 µVMs and above). 

This surcharge is paired with the High Memory Enterprise Basic µVM fee (above). 

Billing: Monthly, per VM 

Required 

· High Memory Enterprise Basic µVM (IC-UHV-BAS-ENT) 

2.1.2.23 High Memory Enterprise Basic Plus µVM (IC-UHV-BASP-ENT) 

High Memory Enterprise Basic Plus µVMs reside in one designated primary Virtustream data center, and 

are used for non-production, non-Internet-accessible workloads in the IZ. The High Memory Enterprise 

Basic Plus µVM type is recommended for workloads in excess of 64GiBs of memory that are expected to 

consume 32 or more µVMs, and must be paired with the High Memory Enterprise Basic Plus VM Fee 

(below). 

Service Level: 99.99% availability for the Customer’s committed level, and only in one data center 

Billing: Monthly, based on resource usage that is measured in µVMs every 5 minutes 

Required 

· High Memory Enterprise Basic Plus VM Fee (IC-HVM-BASP-ENT) 
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2.1.2.24 High Memory Enterprise Basic Plus VM Fee (IC-HVM-BASP-ENT) 

Applies to compute services for applications that require large amounts of memory (64GiB or more) and 

high µVM consumption (32 µVMs and above). 

This surcharge is paired with the High Memory Enterprise Basic Plus µVM fee (above). 

Billing: Monthly, per VM 

Required 

· High Memory Enterprise Basic Plus µVM (IC-UHV-BASP-ENT) 

2.1.2.25 High Memory Enterprise Core µVM (IC-UHV-COR-ENT) 

High Memory Enterprise Core µVMs reside in a designated primary Virtustream data center, and are 

used for production, non-Internet-accessible workloads in the IZ. Additionally, an equivalent quantity of 

µVMs are reserved at a designated secondary Virtustream data center for ongoing operation in case of 

disaster events and during scheduled disaster recovery (DR) exercises. The High Memory Enterprise 

Core µVM type is recommended for workloads requiring 65GiBs of memory or more, that are expected to 

consume 32 or more µVMs, and must be paired with the High Memory Enterprise Core VM Fee (below). 

Service Level: 99.999% availability for the Customer’s committed level at both the primary and secondary 

data centers 

DR RTO: Two (2) hours 

Billing: Monthly, based on resource usage that is measured in µVMs every 5 minutes 

Required 

· High Memory Enterprise Core VM Fee (IC-HVM-COR-ENT) 

· Storage – Replicated (See the IaaS Backup & Storage section for the replicated storage services) 

2.1.2.26 High Memory Enterprise Core VM Fee (IC-HVM-COR-ENT) 

Applies to compute services for applications that require large amounts of memory (65GiB or more) and 

high µVM consumption (32 µVMs and above).  

This surcharge is paired with the High Memory Enterprise Core µVM fee (above). 

Billing: Monthly, per VM 

Required 

· High Memory Enterprise Core µVM  (IC-UHV-COR-ENT) 

2.1.2.27 High Memory Enterprise Reserved µVM (IC-UHV-RESV-ENT) 

High Memory Enterprise Reserved µVMs reside in one designated primary Virtustream data center in the 

Internal Zone, and are based on inactive VMs. This reserved compute capacity can be activated when 

necessary, to provide sufficient compute capacity for VMs for ongoing operation in case of disaster 

events and during scheduled disaster recovery (DR) exercises. Once the VMs become active, then the 

Customer will be charged using the rate for the Basic µVM. 
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Billing: Based on amount of reserved µVMs 

2.1.2.28 High Memory DMZ Basic µVM (IC-UHV-BAS-DMZ) 

High Memory DMZ Basic µVMs reside in one designated primary Virtustream data center, and are used 

for non-production, Internet-accessible workloads in the DMZ. The High Memory DMZ Basic µVM type is 

recommended for workloads requiring 65GiBs of memory or more, that are expected to consume 32 or 

more µVMs, and must be paired with the High Memory DMZ Basic VM Fee (below). 

Service Level: 99.4% availability for the Customer’s committed level. 

Billing: Monthly, based on resource usage that is measured in µVMs every 5 minutes 

Required 

· High Memory DMZ Basic VM Fee (IC-HVM-BAS-DMZ) 

2.1.2.29 High Memory DMZ Basic VM Fee (IC-HVM-BAS-DMZ) 

Applies to compute services for applications that require large amounts of memory (65GiB or more) and 

high µVM consumption (32 µVMs and above).  

This surcharge is paired with the High Memory DMZ Basic µVM Fee (above). 

Billing: Monthly, per VM 

 Required 

· High Memory DMZ Basic µVM  (IC-UHV-BAS-DMZ) 

2.1.2.30 High Memory DMZ Basic Plus µVM (IC-UHV-BASP-DMZ) 

High Memory DMZ Basic Plus µVMs reside in one designated primary Virtustream data center, and are 

used for non-production, Internet-accessible workloads in the DMZ. The High Memory DMZ Basic Plus 

µVM type is recommended for workloads in excess of 64GiBs of memory, and must be paired with the 

High Memory DMZ Basic Plus VM Fee (below).  

Service Level: 99.7% availability for the Customer’s committed level, and only in one data center 

Billing: Monthly, based on resource usage 

Required 

· High Memory DMZ Basic Plus VM Fee (IC-HVM-BASP-DMZ) 

2.1.2.31 High Memory DMZ Basic Plus VM Fee (IC-HVM-BASP-DMZ) 

Applies to compute services for applications that require large amounts of memory (64GiB or more) and 

high µVM consumption (32 µVMs and above).  

This surcharge is paired with the High Memory DMZ Basic Plus µVM Fee (above). 

Billing: Monthly, per VM. 
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Required 

· High Memory DMZ Basic Plus µVM (IC-UHV-BASP-DMZ) 

2.1.2.32 High Memory DMZ Core µVM (IC-UHV-COR-DMZ) 

High Memory DMZ Core µVMs reside in a designated primary Virtustream data center, and are used for 

production, non-Internet-accessible workloads in the IZ. Additionally, an equivalent quantity of µVMs are 

reserved at a designated secondary Virtustream data center for ongoing operation in case of disaster 

events and during scheduled disaster recovery (DR) exercises. The High Memory DMZ Core µVM type is 

recommended for workloads requiring 65GiBs of memory or more, that are expected to consume 32 or 

more µVMs, and must be paired with the High Memory DMZ Core VM Fee (below). 

Service Level: 99.9% availability for the Customer’s committed level at both the primary and secondary 

data centers 

DR RTO: Two (2) hours 

Billing: Monthly, based on resource usage that is measured in µVMs every 5 minutes 

Required 

· High Memory DMZ Core VM Fee (IC-HVM-COR-DMZ) 

· Storage – Replicated (See the IaaS Backup & Storage section for the replicated storage services) 

2.1.2.33 High Memory DMZ Core VM Fee (IC-HVM-COR-DMZ) 

Applies to compute services for applications that require large amounts of memory (65GiB or more) and 

high µVM consumption (32 µVMs and above).  

This surcharge is paired with the High Memory DMZ Core µVM Fee (above). 

Billing: Monthly, per VM 

Required 

· High Memory DMZ Core µVM  (IC-UHV-COR-DMZ) 

2.1.2.34 High Memory DMZ Reserved µVM (IC-UHV-RESV-DMZ) 

High Memory DMZ Reserved µVMs reside in one designated primary Virtustream data center in the DMZ, 

and are based on inactive VMs. This reserved compute capacity can be activated when necessary, to 

provide sufficient compute capacity for VMs for ongoing operation in case of disaster events and during 

scheduled disaster recovery (DR) exercises. Once the VMs become active, then the Customer will be 

charged using the rate for the Basic µVM. 

Billing: Based on amount of reserved µVMs 
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2.1.3 IaaS HANA Physical Appliances 

Unlike other Virtustream services in this SD, HANA physical appliances are not consumption based. Each 

is an individual hardware appliance, dedicated to an individual customer’s use. HANA’s high-

performance, in-memory database operation is specifically designed to host SAP and other applications 

with demanding in-memory database requirements. 

Virtustream provides the HANA appliances as hardware-only, allowing each customer to select the 

desired operating system based on their needs or preferences. Customers may provide their own 

operating system (OS) licenses, or subscribe to either SUSE Linux Enterprise Server (SUSE or SLES) or 

Red Hat Enterprise Linux (RHEL) through Virtustream. 

HANA appliances provided by Virtustream support either the HANA Scale-up architecture, or the HANA 

Scale-out architecture. The supported architecture is indicated in the Service Name as follows: 

· “Suite on HANA (SoH)/Standalone” indicates that the HANA appliance supports the HANA Scale-

up architecture. This deployment architecture requires that all available capacity be present in a 

single HANA appliance. The only way to add capacity is to increase the resources within a given 

appliance, or to replace the current appliance with a system with more capacity. SAP ERP Central 

Component (ECC) is an example of an application that uses the HANA Scale-up architecture. 

· “BW/Scale-out” indicates that the HANA appliance supports the HANA Scale-out architecture. This 

deployment architecture enables horizontal scalability. HANA capacity can be increased by adding 

additional appliances (nodes) to a “cluster.” SAP Business Warehouse (BW) is an example of an 

application that can use the HANA Scale-out architecture. 

 

NOTES: 

1. It is important to select the HANA appliance type that is appropriate for the intended application 

needs. 

2. The HANA appliance is hardware only. OS licenses can be provided by the Customer, or 

purchased through Virtustream. The Customer can provide the SAP license. 

 

2.1.3.1 HANA Appliance Installation and Setup - Physical Appliance (HM-HA-PHS-1T) 

As setup and configuration of the Physical HANA managed appliance, Virtustream will perform the 

following: 

· Procurement of Certified SAP HANA appliances or virtual HANA in an SAP Certified configuration 

(per contract) 

· Install redundant power feeds to server cabinets 

· Rack & Stack of HANA Appliances 

· Implement cross connects between xStream Cloud and HANA Appliances 

· Integrate existing Customer network for the new network requirements 
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· Install and configure SUSE or RHEL, per customer 

· Install and configure the HANA DB environment 

· Provide core HANA Database documentation information 

· HANA Backup configuration and assistance  

· Perform handover documentation review 

The following is not part of the HANA Appliance Installation and Setup, but Virtustream may provide these 

services upon written request and written approval of Customer at the time and material rates set forth in 

the associated SOW: 

· Install and configure the SAP environment along with the enhancement pack level, and patch level 

specified by Customer  

· Document full SAP environment 

· Install OS, SAP, and HANA monitoring and alerting configuration 

· HANA DB Security Assistance 

Billing: One-time charge, per appliance 

2.1.3.2 1 TB HANA Managed Appliance for SoH - Primary (HM-HA1-SOH-1TB) 

This is a single, dedicated physical HANA appliance with 1TiB of memory that resides in the Customer’s 

primary Virtustream data center.  

It is certified for use with (but does not include) the SAP “Suite on HANA” (SoH) and other applications 

that support the HANA Scale-up architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.3 1 TB HANA Managed Appliance for SoH - Secondary (HM-HA2-SOH-1TB) 

This is a single, dedicated physical HANA appliance with 1TiB of memory that resides in the Customer’s 

secondary Virtustream data center.  

It is certified for use with (but does not include) the SAP “Suite on HANA” (SoH) and other applications 

that support the HANA Scale-up architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.4 1.5 TB HANA Managed Appliance for SoH - Primary (HM-HA1-SOH-15) 

This is a single, dedicated physical HANA appliance with 1.5TiB of memory that resides in the Customer’s 

primary Virtustream data center.  
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It is certified for use with (but does not include) the SAP “Suite on HANA” (SoH) and other applications 

that support the HANA Scale-up architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.5 1.5 TB HANA Managed Appliance for SoH - Secondary (HM-HA2-SOH-15) 

This is a single, dedicated physical HANA appliance with 1.5TiB of memory that resides in the Customer’s 

secondary Virtustream data center.  

It is certified for use with (but does not include) the SAP “Suite on HANA” (SoH) and other applications 

that support the HANA Scale-up architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.6 2 TB HANA Managed Appliance for SoH - Primary (HM-HA1-SOH-2TB) 

This is a single, dedicated physical HANA appliance with 2TiB of memory that resides in the Customer’s 

primary Virtustream data center.  

It is certified for use with (but does not include) the SAP “Suite on HANA” (SoH) and other applications 

that support the HANA Scale-up architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.7 2 TB HANA Managed Appliance for SoH - Secondary (HM-HA2-SOH-2TB) 

This is a single, dedicated physical HANA appliance with 2TiB of memory that resides in the Customer’s 

secondary Virtustream data center.  

It is certified for use with (but does not include) the SAP “Suite on HANA” (SoH) and other applications 

that support the HANA Scale-up architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.8 3 TB HANA Managed Appliance for SoH - Primary (HM-HA1-SOH-3TB) 

This is a single, dedicated physical HANA appliance with 3TiB of memory that resides in the Customer’s 

primary Virtustream data center.  
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It is certified for use with (but does not include) the SAP “Suite on HANA” (SoH) and other applications 

that support the HANA Scale-up architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.9 3 TB HANA Managed Appliance for SoH - Secondary (HM-HA2-SOH-3TB) 

This is a single, dedicated physical HANA appliance with 3TiB of memory that resides in the Customer’s 

secondary Virtustream data center.  

It is certified for use with (but does not include) the SAP “Suite on HANA” (SoH) and other applications 

that support the HANA Scale-up architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.10 4 TB HANA Managed Appliance for SoH - Primary (HM-HA1-SOH-4TB) 

This is a single, dedicated physical HANA appliance with 4TiB of memory that resides in the Customer’s 

primary Virtustream data center.  

It is certified for use with (but does not include) the SAP “Suite on HANA” (SoH) and other applications 

that support the HANA Scale-up architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.11 4 TB HANA Managed Appliance for SoH - Secondary (HM-HA2-SOH-4TB) 

This is a single, dedicated physical HANA appliance with 4TiB of memory that resides in the Customer’s 

secondary Virtustream data center.  

It is certified for use with (but does not include) the SAP “Suite on HANA” (SoH) and other applications 

that support the HANA Scale-up architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.12 6 TB HANA Managed Appliance for SoH - Primary (HM-HA1-SOH-6TB) 

This is a single, dedicated physical HANA appliance with 6TiB of memory that resides in the Customer’s 

primary Virtustream data center. 
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It is certified for use with (but does not include) the SAP “Suite on HANA” (SoH) and other applications 

that support the HANA Scale-up architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.13 6 TB HANA Managed Appliance for SoH - Secondary (HM-HA2-SOH-6TB) 

This is a single, dedicated physical HANA appliance with 6TiB of memory that resides in the Customer’s 

secondary Virtustream data center.  

It is certified for use with (but does not include) the SAP “Suite on HANA” (SoH) and other applications 

that support the HANA Scale-up architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.14 8 TB HANA Managed Appliance for SoH - Primary (HM-HA1-SOH-8TB) 

This is a single, dedicated physical HANA appliance with 8TiB of memory that resides in the Customer’s 

primary Virtustream data center.  

It is certified for use with (but does not include) the SAP “Suite on HANA” (SoH) and other applications 

that support the HANA Scale-up architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.15 8 TB HANA Managed Appliance for SoH - Secondary (HM-HA2-SOH-8TB) 

This is a single, dedicated physical HANA appliance with 8TiB of memory that resides in the Customer’s 

secondary Virtustream data center.  

It is certified for use with (but does not include) the SAP “Suite on HANA” (SoH) and other applications 

that support the HANA Scale-up architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.16 9 TB HANA Managed Appliance for SoH - Primary (HM-HA1-SOH-9TB) 

This is a single, dedicated physical HANA appliance with 9TiB of memory that resides in the Customer’s 

primary Virtustream data center.  
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It is certified for use with (but does not include) the SAP “Suite on HANA” (SoH) and other applications 

that support the HANA Scale-up architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.17 9 TB HANA Managed Appliance for SoH - Secondary (HM-HA2-SOH-9TB) 

This is a single, dedicated physical HANA appliance with 9TiB of memory that resides in the Customer’s 

secondary Virtustream data center.  

It is certified for use with (but does not include) the SAP “Suite on HANA” (SoH) and other applications 

that support the HANA Scale-up architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.18 12 TB HANA Managed Appliance for SoH - Primary (HM-HA1-SOH-12TB) 

This is a single, dedicated physical HANA appliance with 12TiB of memory that resides in the Customer’s 

primary Virtustream data center.  

It is certified for use with (but does not include) the SAP “Suite on HANA” (SoH) and other applications 

that support the HANA Scale-up architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.19 12 TB HANA Managed Appliance for SoH - Secondary (HM-HA2-SOH-12TB) 

This is a single, dedicated physical HANA appliance with 12TiB of memory that resides in the Customer’s 

secondary Virtustream data center.  

It is certified for use with (but does not include) the SAP “Suite on HANA” (SoH) and other applications 

that support the HANA Scale-up architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.20 16 TB HANA Managed Appliance for SoH - Primary (HM-HA1-SOH-16TB) 

This is a single, dedicated physical HANA appliance with 16TiB of memory that resides in the Customer’s 

primary Virtustream data center.  
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It is certified for use with (but does not include) the SAP “Suite on HANA” (SoH) and other applications 

that support the HANA Scale-up architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.21 16 TB HANA Managed Appliance for SoH - Secondary (HM-HA2-SOH-16TB) 

This is a single, dedicated physical HANA appliance with 16TiB of memory that resides in the Customer’s 

secondary Virtustream data center.  

It is certified for use with (but does not include) the SAP “Suite on HANA” (SoH) and other applications 

that support the HANA Scale-up architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.22 1 TB HANA Managed Appliance (Single Node/Scale-Up) - Primary (HM-HA1-SN-1TB) 

This is a single, dedicated physical HANA appliance with 1TiB of memory that resides in the Customer’s 

primary Virtustream data center.  

It is certified for use with (but does not include) the SAP “Suite on HANA” (SoH) and other applications 

that support the HANA Scale-up architecture. 

If SAP “Suite on HANA” (SoH) is the single intended use for the HANA appliance, Virtustream offers an 

alternate, more cost effective SKU for that application: HM-HA1-SOH-1TB - 1 TB HANA Managed 

Appliance for SOH- Primary. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.23 1 TB HANA Managed Appliance (Single Node/Scale-Up) - Secondary (HM-HA2-SN-
1TB) 

This is a single, dedicated physical HANA appliance with 1TiB of memory that resides in the Customer’s 

secondary Virtustream data center.  

It is certified for use with (but does not include) the SAP “Suite on HANA” (SoH) and other applications 

that support the HANA Scale-up architecture. 

If SAP “Suite on HANA” (SoH) is the single intended use for the HANA appliance, Virtustream offers an 

alternate, more cost effective SKU for that application: HM-HA2-SOH-1TB - 1 TB HANA Managed 

Appliance for SOH- Secondary. 
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Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.24 2 TB HANA Managed Appliance (Single Node/Scale-Up) - Primary (HM-HA1-SN-2TB) 

This is a single, dedicated physical HANA appliance with 2TiB of memory that resides in the Customer’s 

primary Virtustream data center.  

It is certified for use with (but does not include) the SAP “Suite on HANA” (SoH) and other applications 

that support the HANA Scale-up architecture. 

If SAP “Suite on HANA” (SoH) is the single intended use for the HANA appliance, Virtustream offers an 

alternate, more cost effective SKU for that application: HM-HA1-SOH-2TB, 2 TB HANA Managed 

Appliance for SOH- Primary. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.25 2 TB HANA Managed Appliance (Single Node/Scale-Up) - Secondary (HM-HA2-SN-
2TB) 

This is a single, dedicated physical HANA appliance with 2TiB of memory that resides in the Customer’s 

secondary Virtustream data center.  

It is certified for use with (but does not include) the SAP “Suite on HANA” (SoH) and other applications 

that support the HANA Scale-up architecture. 

If SAP “Suite on HANA” (SoH) is the single intended use for the HANA appliance, Virtustream offers an 

alternate, more cost effective SKU for that application: HM-HA2-SOH-2TB, 2 TB HANA Managed 

Appliance for SOH- Secondary. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.26 1 TB HANA Managed Appliance for BW (Scale-Out) - Primary (HM-HA1-SO-1TB) 

This is a single, dedicated physical HANA appliance with 1TiB of memory that resides in the Customer’s 

primary Virtustream data center.  

It is certified for use with (but does not include) the SAP “Business Warehouse” (BW) business 

intelligence software and other applications that support the HANA Scale-out architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 
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Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.27 1 TB HANA Managed Appliance for BW (Scale-Out) - Secondary (HM-HA2-SO-1TB) 

This is a single, dedicated physical HANA appliance with 1TiB of memory that resides in the Customer’s 

secondary Virtustream data center.  

It is certified for use with (but does not include) the SAP “Business Warehouse” (BW) business 

intelligence software and other applications that support the HANA Scale-out architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.28 2 TB HANA Managed Appliance for BW (Scale-Out) - Primary (HM-HA1-SO-2TB) 

This is a single, dedicated physical HANA appliance with 2TiB of memory that resides in the Customer’s 

primary Virtustream data center.  

It is certified for use with (but does not include) the SAP “Business Warehouse” (BW) business 

intelligence software and other applications that support the HANA Scale-out architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.29 2 TB HANA Managed Appliance for BW (Scale-Out) - Secondary (HM-HA2-SO-2TB) 

This is a single, dedicated physical HANA appliance with 2TiB of memory that resides in the Customer’s 

secondary Virtustream data center.  

It is certified for use with (but does not include) the SAP “Business Warehouse” (BW) business 

intelligence software and other applications that support the HANA Scale-out architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.30 3 TB HANA Managed Appliance for BW (Scale-Out) - Primary (HM-HA1-SO-3TB) 

This is a single, dedicated physical HANA appliance with 3TiB of memory that resides in the Customer’s 

primary Virtustream data center.  

It is certified for use with (but does not include) the SAP “Business Warehouse” (BW) business 

intelligence software and other applications that support the HANA Scale-out architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 
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Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.31 3 TB HANA Managed Appliance for BW (Scale-Out) - Secondary (HM-HA2-SO-3TB) 

This is a single, dedicated physical HANA appliance with 3TiB of memory that resides in the Customer’s 

secondary Virtustream data center.  

It is certified for use with (but does not include) the SAP “Business Warehouse” (BW) business 

intelligence software and other applications that support the HANA Scale-out architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.32 4 TB HANA Managed Appliance for BW (Scale-Out) - Primary (HM-HA1-SO-4TB) 

This is a single, dedicated physical HANA appliance with 4TiB of memory that resides in the Customer’s 

primary Virtustream data center.  

It is certified for use with (but does not include) the SAP “Business Warehouse” (BW) business 

intelligence software and other applications that support the HANA Scale-out architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

2.1.3.33 4 TB HANA Managed Appliance for BW (Scale-Out) - Secondary (HM-HA2-SO-4TB) 

This is a single, dedicated physical HANA appliance with 4TiB of memory that resides in the Customer’s 

secondary Virtustream data center.  

It is certified for use with (but does not include) the SAP “Business Warehouse” (BW) business 

intelligence software and other applications that support the HANA Scale-out architecture. 

Service Level: 99.5% availability (99.95% availability with a High Availability configuration) 

Billing: Customer’s monthly fee provides individual use of the entire resource; there is no additional usage 

or overage charge 

 

2.1.4 OS, Database, and Other Software 

Virtustream provides licensing for the operating systems, databases, and other software listed below. 
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2.1.4.1 Microsoft SQL Standard (Per 2 cores) (IC-SW-MQL-STD) 

Microsoft SQL Server Standard Edition license for unlimited users per month, in accordance with the 

applicable EULA; see Section 6, End User License Terms.  

Licensing is purchased in increments of two (2) cores. The minimum is four (4) cores, and the maximum 

is 16 cores. 

Support from Virtustream is limited to license keys and downloads; software technical support is 

excluded.  

Billing: Monthly fee based on the number of VM cores devoted to hosting the SQL server; one billing unit 

per every two cores with a minimum allocation of two billing units per VM 

2.1.4.2 Microsoft SQL Enterprise (Per 2 cores) (IC-SW-MQL-ENT) 

Microsoft SQL Server, Enterprise Edition license for unlimited users per month (in accordance with 

applicable EULA; see Section 6, End User License Terms).  

Licensing is purchased in increments of two (2) cores. The minimum is four (4) cores, and the maximum 

number of cores based on OS.  

Support from Virtustream is limited to license keys and downloads; software technical support is 

excluded.  

Billing: Monthly fee based on the number of VM cores devoted to hosting the SQL server; one billing unit 

per every two cores with a minimum allocation of two billing units per VM 

2.1.4.3 SUSE Linux Enterprise for Physical HANA (IC-SW-SLES-PH) 

SUSE Linux Enterprise Server (SLES) for Intel® x86/x86-64 bit, for use with physical HANA appliances.  

Support from Virtustream is limited to license keys and downloads; software technical support is 

excluded.  

Billing: Monthly subscription fee per CPU Socket Pair 

2.1.4.4 vSUSE Linux Enterprise (IC-SW-SLES-MF) 

SUSE Linux Enterprise Server (SLES) for x86/x86-64 bit, for use with non-HANA VMs. 

Support from Virtustream is limited to license keys and downloads; software technical support is 

excluded.  

Billing: Monthly subscription fee per hosted VM 

2.1.4.5 Red Hat Enterprise Linux - Standard (Per OS) (IC-SW-RHL-STD) 

Red Hat Enterprise Linux (RHEL) for use with VMs that are configured with four or less vCPUs. 



Confidential and Proprietary Virtustream Cloud Platform Services  | 88 

 

If this product is included in the Services, then Customer hereby assents and agrees to the Cloud 

Software Subscription Agreement (see Section 6, End User License Terms) as of the Effective Date of 

this SD, and the Customer acknowledges they have reviewed the Agreement. License usage is tracked 

and billed on an actual usage basis. 

Support from Virtustream is limited to license keys and downloads; software technical support is 

excluded.  

Billing: Monthly subscription fee per hosted instance 

2.1.4.6 Red Hat Enterprise Linux - Enterprise (Per OS) (IC-SW-RHL-ENT) 

Red Hat Enterprise Linux (RHEL) for use with VMs that are configured with five or more vCPUs. 

If this product is included in the Services, then the Customer hereby assents and agrees to the Cloud 

Software Subscription Agreement (see Section 6, End User License Terms) as of the Effective Date of 

this SD, and the Customer acknowledges that they have reviewed the Agreement. License usage is 

tracked and billed on an actual usage basis. 

Support from Virtustream is limited to license keys and downloads; software technical support is 

excluded.  

Billing: Monthly subscription fee 

2.1.4.7 Microsoft OS (IC-SW-MSS-WIN) 

Windows Server OS (in accordance with applicable EULA; see Section 6, End User License Terms). 

Support from Virtustream is limited to license keys and downloads; software technical support is 

excluded.  

Billing: Monthly subscription fee, per instance 

2.1.4.8 Remote Desktop Services (Per User) (IC-SW-RDS-IF) 

Allows an end user to access a Microsoft Remote Desktop session host running on the Virtustream cloud 

platform.  

Virtustream support is limited to license keys and downloads; software technical support is excluded.  

Billing: Monthly per user 

 

2.1.5 IaaS Backup & Storage 

Backup 

Virtustream's Backup Service is a fully managed service designed to facilitate restoration of data to the 

server from which the data originated in the event the primary data is lost or corrupted. Virtustream is 
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responsible for all aspects of service delivery, including setup and configuration, ongoing management, 

24x7 monitoring, restorations (limited, as indicated below, unless the Customer purchases additional 

restorations) and problem resolution. The Backup service uses industry-leading, enterprise-class 

technologies (software and hardware) to back up protected data to disk-based systems that are located in 

Virtustream's secure data centers.  

Backups, and restorations from backups, are intended to address use cases such as lost or deleted files, 

database corruption, viruses, and/or other types of system corruption. Restorations from backups are 

used when the Production environment remains operational and there is a need to restore files, systems, 

or databases to a previous version. Restorations are not intended to be used for environments that are 

used for purposes such as sandboxes, testing, development, quality assurance, recovering from a 

disaster recovery event, or similar purposes. Restorations are also not meant to be used as a data 

migration tool. 

The customer's workloads are hosted in one of Virtustream's secure data centers; that data center is 

referred to as the customer's primary data center and local backups will reside on systems located within 

the primary data center. If the Customer chooses replicated system backup (which is the Virtustream 

standard offering that is used when architecting a Customer’s solution), then the local backups will be 

configured to replicate to a second Virtustream data center in an alternate geographic location for offsite 

storage and recovery purposes; that data center is referred to as the Customer's Secondary data center. 

Billing for Backups. The Virtustream policy for billing backup services is a monthly fee per account based 

on storage consumed (measured in GB). 

NOTES: 

· Backup cost for any new Virtustream customer must be estimated based on several factors such as 

retention period, daily change rate, and disk utilization. Actual billed amount is established upon the 

customer’s first bill, which is based on the true physical capacity that is consumed by the Customer. 

Monthly, Virtustream will use a physical capacity measurement to obtain the amount of physical space that 

is being used for data protection target storage that is required for a Customer’s backups, and will bill the 

customer based on the physical capacity consumed. 

· When a customer’s data is encrypted at rest, this may result in a slight increase (<10%) in storage 

utilization, which may also result in a slight cost increase. 

· Standard backup service includes 10 restorations (one per VM) per customer per month. Customers can 

purchase additional restorations for a separate cost. 

 

Backup policies. Standard Virtustream backup policy is as follows: 

· Production Storage: A full backup once weekly with daily incremental backups and a 30-day 

retention period; SAP HANA databases are fully backed up daily (vs. weekly) 

· Non-production Storage: A full backup once weekly with daily incremental backups and 14-day 

retention period 

· Database Logs: Backups every two to four hours 

· Non-standard backup policies and retention requirements will be considered on an individual 

customer basis 
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· Large backups (e.g., >5 TB) that cannot be completed during the standard backup window (e.g., 

>12 hours between 6 pm – 6 am local time) will be considered on an individual customer basis. 

 

2.1.5.1 System Backup Setup (IC-DP-BU-1T) 

One-time setup fee for setup and configuration of Customer’s supported backup environment. This setup 

fee does not include installing backup agents, configuring backups, and testing restores. 

Table 32. System Backup Setup Responsibilities 

Task Customer Virtustream 

Install new backup infrastructure in Virtustream data centers (e.g., data domain 
storage arrays for each data center, network connectivity) 

C, I R, A 

Integrate new infrastructure into customer virtual routing and forwarding (VRF) 
network and configure replication between data centers 

C, I R, A 

Configure replication between sites C, I R, A 

Customer applications (e.g., SQL, Exchange) on Customer VMs R, A C, I 

Billing: One-time charge, per account 

2.1.5.2 System Backup - Replicated (IC-DP-BU-REP) 

This service provides backups for supported file system, database, and database logs at the Customer’s 

primary Virtustream data center (see Definitions section for an explanation of “supported”). The backup is 

then replicated to Customer’s secondary Virtustream data center. 

Billing: Monthly fee per account based on storage consumed (measured in GB) 

Required 

· System Backup Setup (IC-DP-BU-1T) 

· Backup Restoration Request (IC-DP-BU-NRS) 

2.1.5.3 System Backup - Local Only (IC-DP-BU-LOC) 

This service provides backups for supported file system, database, and database logs at the Customer’s 

primary Virtustream data center (see Definitions section for an explanation of “supported”). 

Billing: Monthly fee per account based on storage consumed (measured in GB) 

Required 

· System Backup Setup (IC-DP-BU-1T) 

· Backup Restoration Request (IC-DP-BU-NRS) 
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Storage 

Virtustream offers two storage options: Local and Replicated, as explained below. 

· Local storage with latency service levels between 3ms and 40ms is maintained in a single data 

center, and the allocated storage is measured every 30 minutes to arrive at a monthly fee per GB 

of storage that is allocated, which is averaged across the month. 

· Replicated storage with latency service levels between 3ms and 40ms is persisted in the primary 

Virtustream data center, and is replicated to the secondary Virtustream data center, with an interval 

to provide a Recovery Point Objective (RPO) of 15 minutes. 

See Section 5.2, Storage Features for information about storage features, including SLOs and IOPS per 1 

TB for each type of storage tier. 

2.1.5.4 Tier 0 Block Storage - DMZ - Local Only (IC-STO-T0AD-LOC) 

Block storage with a Latency Service Level of 3ms that is maintained in a single data center with no 

replication capability. 

Billing: Monthly fee, based per GB of storage allocated; allocated storage is measured every 30 minutes, 

averaged across the month 

2.1.5.5 Tier 0 Block Storage - HZ - Local Only (IC-STO-T0AN-LOC) 

Block storage with a Latency Service Level of 3ms that is maintained in a single data center with no 

replication capability. 

Billing: Monthly fee, based per GB of storage allocated; allocated storage is measured every 30 minutes, 

averaged across the month 

2.1.5.6 Tier 0 Block Storage - IZ - Local Only (IC-STO-T0AI-LOC) 

Block storage with a Latency Service Level of 3ms that is maintained in a single data center with no 

replication capability.  

Billing: Monthly fee, based per GB of storage allocated; allocated storage is measured every 30 minutes, 

averaged across the month 

2.1.5.7 Tier 0 Block Storage Local - DMZ - Replicated to Tier 1 (IC-STO-T01D-REP) 

Data storage with a Latency Service Level of 3ms that is persisted in the Customer’s primary Virtustream 

data center, and replicated to Tier 1 Block Storage with a Latency Service Level of 10ms in a second data 

center. 

Service Level: Recovery Point Objective (RPO) of fifteen (15) minutes. 

Billing: Monthly fee, based per GB of storage allocated 
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2.1.5.8 Tier 0 Block Storage Local - HZ - Replicated to Tier 1 (IC-STO-T01N-REP) 

Data storage with a Latency Service Level of 3ms that is persisted in the Customer’s primary Virtustream 

data center, and replicated to Tier 1 Block Storage with a Latency Service Level of 10ms in a second data 

center.  

Service Level: Recovery Point Objective (RPO) of fifteen (15) minutes. 

Billing: Monthly fee, based per GB of storage allocated 

2.1.5.9 Tier 0 Block Storage Local - IZ - Replicated to Tier 1 (IC-STO-T01I-REP) 

Data storage with a Latency Service Level of 3ms that is persisted in the Customer’s primary Virtustream 

data center, and replicated to Tier 1 Block Storage with a Latency Service Level of 10ms in a second data 

center.  

Service Level: Recovery Point Objective (RPO) of fifteen (15) minutes. 

Billing: Monthly fee, based per GB of storage allocated 

2.1.5.10 Tier I Block Storage - DMZ - Local Only (IC-STO-T1AD-LOC) 

Block storage with a Latency Service Level of 10ms that is maintained in a single data center with no 

replication capability.  

Billing: Monthly fee, based per GB of storage allocated; allocated storage is measured every 30 minutes, 

averaged across the month 

2.1.5.11 Tier I Block Storage - HZ - Local Only (IC-STO-T1AN-LOC) 

Block storage with a Latency Service Level of 10ms that is maintained in a single data center with no 

replication capability.  

Billing: Monthly fee, based per GB of storage allocated; allocated storage is measured every 30 minutes, 

averaged across the month 

2.1.5.12 Tier I Block Storage - IZ - Local Only (IC-STO-T1AI-LOC) 

Block storage with a Latency Service Level of 10ms that is maintained in a single data center with no 

replication capability.  

Billing: Monthly fee, based per GB of storage allocated; allocated storage is measured every 30 minutes, 

averaged across the month 

2.1.5.13 Tier II Block Storage - DMZ - Local Only (IC-STO-T2AD-LOC) 

Block storage with a Latency Service Level of 20ms that is maintained in a single data center with no 

replication capability.  

Billing: Monthly fee, based per GB of storage allocated; allocated storage is measured every 30 minutes, 

averaged across the month 
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2.1.5.14 Tier II Block Storage - HZ - Local Only (IC-STO-T2AN-LOC) 

Block storage with a Latency Service Level of 20ms that is maintained in a single data center with no 

replication capability.  

Billing: Monthly fee, based per GB of storage allocated; allocated storage is measured every 30 minutes, 

averaged across the month 

2.1.5.15 Tier II Block Storage - IZ - Local Only (IC-STO-T2AI-LOC) 

Block storage with a Latency Service Level of 20ms that is maintained in a single data center with no 

replication capability.  

Billing: Monthly fee, based per GB of storage allocated; allocated storage is measured every 30 minutes, 

averaged across the month 

2.1.5.16 Tier III Block Storage - DMZ - Local Only (IC-STO-T3AD-LOC) 

Block storage with a Latency Service Level Objective of 40ms that is maintained in a single data center 

with no replication capability.  

Billing: Monthly fee, based per GB of storage allocated; allocated storage is measured every 30 minutes, 

averaged across the month 

2.1.5.17 Tier III Block Storage - HZ - Local Only (IC-STO-T3AN-LOC) 

Block storage with a Latency Service Level Objective of 40ms that is maintained in a single data center 

with no replication capability.  

Billing: Monthly fee, based per GB of storage allocated; allocated storage is measured every 30 minutes, 

averaged across the month 

2.1.5.18 Tier III Block Storage - IZ - Local Only (IC-STO-T3AI-LOC) 

Block storage with a Latency Service Level Objective of 40ms that is maintained in a single data center 

with no replication capability.  

Billing: Monthly fee, based per GB of storage allocated; allocated storage is measured every 30 minutes, 

averaged across the month 

2.1.5.19 Tier 0 Block Storage - DMZ - Replicated (IC-STO-T0AD-REP) 

Data storage with a Latency Service Level of 3ms that is persisted in the Customer’s primary Virtustream 

data center, and replicated to a second data center.  

Service Level: Recovery Point Objective (RPO) of fifteen (15) minutes. 

Billing: Monthly fee, based per GB of storage allocated 
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2.1.5.20 Tier 0 Block Storage - HZ - Replicated (IC-STO-T0AN-REP) 

Data storage with a Latency Service Level of 3ms that is persisted in the Customer’s primary Virtustream 

data center, and replicated to a second data center.  

Service Level: Recovery Point Objective (RPO) of fifteen (15) minutes. 

Billing: Monthly fee, based per GB of storage allocated 

2.1.5.21 Tier 0 Block Storage - IZ - Replicated (IC-STO-T0AI-REP) 

Data storage with a Latency Service Level of 3ms that is persisted in the Customer’s primary Virtustream 

data center, and replicated to a second data center.  

Service Level: Recovery Point Objective (RPO) of fifteen (15) minutes. 

Billing: Monthly fee, based per GB of storage allocated 

2.1.5.22 Tier I Block Storage - DMZ - Replicated (IC-STO-T1AD-REP) 

Data storage with a Latency Service Level of 10ms that is persisted in the Customer’s primary 

Virtustream data center, and replicated to a second data center.  

Service Level: Recovery Point Objective (RPO) of fifteen (15) minutes. 

Billing: Monthly fee, based per GB of storage allocated 

2.1.5.23 Tier I Block Storage - HZ - Replicated (IC-STO-T1AN-REP) 

Data storage with a Latency Service Level of 10ms that is persisted in the Customer’s primary 

Virtustream data center, and replicated to a second data center.  

Service Level: Recovery Point Objective (RPO) of fifteen (15) minutes. 

Billing: Monthly fee, based per GB of storage allocated 

2.1.5.24 Tier I Block Storage - IZ - Replicated (IC-STO-T1AI-REP) 

Data storage with a Latency Service Level of 10ms that is persisted in the Customer’s primary 

Virtustream data center, and replicated to a second data center.  

Service Level: Recovery Point Objective (RPO) of fifteen (15) minutes. 

Billing: Monthly fee, based per GB of storage allocated 

2.1.5.25 Tier II Block Storage - DMZ - Replicated (IC-STO-T2AD-REP) 

Data storage with a Latency Service Level of 20ms that is persisted in the Customer’s primary 

Virtustream data center, and replicated to a second data center.  
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Service Level: Recovery Point Objective (RPO) of fifteen (15) minutes. 

Billing: Monthly fee, based per GB of storage allocated 

2.1.5.26 Tier II Block Storage - HZ - Replicated (IC-STO-T2AN-REP) 

Data storage with a Latency Service Level of 20ms that is persisted in the Customer’s primary 

Virtustream data center, and replicated to a second data center.  

Service Level: Recovery Point Objective (RPO) of fifteen (15) minutes. 

Billing: Monthly fee, based per GB of storage allocated 

2.1.5.27 Tier II Block Storage - IZ - Replicated (IC-STO-T2AI-REP) 

Data storage with a Latency Service Level of 20ms that is persisted in the Customer’s primary 

Virtustream data center, and replicated to a second data center.  

Service Level: Recovery Point Objective (RPO) of fifteen (15) minutes. 

Billing: Monthly fee, based per GB of storage allocated 

2.1.5.28 Tier III Block Storage - DMZ - Replicated (IC-STO-T3AD-REP) 

Data storage with a Latency Service Level Objective of 40ms that is persisted in the Customer’s primary 

Virtustream data center, and replicated to a second data center.  

Service Level: Recovery Point Objective (RPO) of fifteen (15) minutes. 

Billing: Monthly fee, based per GB of storage allocated 

2.1.5.29 Tier III Block Storage - HZ - Replicated (IC-STO-T3AN-REP) 

Data storage with a Latency Service Level Objective of 40ms that is persisted in the Customer’s primary 

Virtustream data center, and replicated to a second data center.  

Service Level: Recovery Point Objective (RPO) of fifteen (15) minutes. 

Billing: Monthly fee, based per GB of storage allocated 

2.1.5.30 Tier III Block Storage - IZ - Replicated (IC-STO-T3AI-REP) 

Data storage with a Latency Service Level Objective of 40ms that is persisted in the Customer’s primary 

Virtustream data center, and replicated to a second data center.  

Service Level: Recovery Point Objective (RPO) of fifteen (15) minutes. 

Billing: Monthly fee, based per GB of storage allocated 
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2.1.6 IaaS Network 

Network Bandwidth is used for Internet-facing traffic, and requires a Virtustream Perimeter Firewall (see 

Section 2.2.1, Managed Perimeter Firewall for details). For example, this bandwidth is used to provide 

inbound access from systems on the public Internet to systems within the Demilitarized Zone (DMZ) of 

the Virtustream cloud solution. This network bandwidth service does not provide direct inbound access to 

systems in the IZ or direct access to the administrative interface of the Customer’s systems. When 

properly configured, any system in the Customer’s tenant environment – regardless of compute zone 

placement – may use this network bandwidth to initiate outbound Internet connections. 

The Customer will be allocated a designated amount of rate-limited Internet bandwidth, in increments of 

1Mbps, up to a maximum of 1,000Mbps/1Gbps depending on the data center. The Customer can only 

use up to the maximum amount of bandwidth that is allocated. USDC1 and USDC2 support up to 

100Mbps; all other data centers support up to 1Gbps. 

Internal Zone connections are limited to outbound initiated connections through the firewall. 

The Network Bandwidth service supports use of the Virtustream Load Balancer service (optional) that is 

explained in Section 2.1.7, IaaS Load Balancer. 

NOTE: See Section 2.2.2, IPSec VPN, for connectivity that is used for non-Internet-facing traffic. 

2.1.6.1 Network Bandwidth Fee - USDC2 (CS-NW-BWU2-NET) 

This Network Bandwidth service is for Internet-facing traffic in Virtustream’s San Francisco, CA, data 

center. Use of this network bandwidth provides public Internet access to systems in the DMZ. Internal 

Zone connections are limited to outbound initiated connections through the firewall.  

Billing: Monthly, based on the amount that is allocated to the Customer 

Required 

· Firewall Configuration/Setup (CS-FW-FW-1T) 

· Managed Perimeter Firewall (CS-FW-MPF-SVC) 

2.1.6.2 Network Bandwidth Fee - USDC3 (CS-NW-BWU3-NET) 

This Network Bandwidth service is for Internet-facing traffic in Virtustream’s Las Vegas, NV, data center. 

Use of this network bandwidth provides public Internet access to systems in the DMZ. Internal Zone 

connections are limited to outbound initiated connections through the firewall.  

It does not provide direct access to systems in the Internal Zone. Likewise, network bandwidth does not 

provide direct access to the administrative interface of the Customer’s systems.  

Internet Bandwidth requires a Virtustream Perimeter Firewall.  

Network Bandwidth also supports the use of the Virtustream Load Balancer service (optional). 

Billing: Monthly, based on the amount that is allocated to the Customer 
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Required 

· Firewall Configuration/Setup (CS-FW-FW-1T) 

· Managed Perimeter Firewall (CS-FW-MPF-SVC) 

2.1.6.3 Network Bandwidth Fee - USDC4 (CS-NW-BWU4-NET) 

This Network Bandwidth service is for Internet-facing traffic in Virtustream’s Sterling, VA, data center. Use 

of this network bandwidth provides public Internet access to systems in the DMZ. Internal Zone 

connections are limited to outbound initiated connections through the firewall.  

It does not provide direct access to systems in the Internal Zone. Likewise, network bandwidth does not 

provide direct access to the administrative interface of the Customer’s systems.  

Internet Bandwidth requires a Virtustream Perimeter Firewall.  

Network Bandwidth also supports the use of the Virtustream Load Balancer service (optional). 

Billing: Monthly, based on the amount that is allocated to the Customer 

Required 

· Firewall Configuration/Setup (CS-FW-FW-1T) 

· Managed Perimeter Firewall (CS-FW-MPF-SVC) 

2.1.6.4 Network Bandwidth Fee - USDC5 (CS-NW-BWU5-NET) 

This Network Bandwidth service is for Internet-facing traffic in Virtustream’s Dulles, VA, data center. Use 

of this network bandwidth provides public Internet access to systems in the DMZ. Internal Zone 

connections are limited to outbound initiated connections through the firewall.  

It does not provide direct access to systems in the Internal Zone. Likewise, network bandwidth does not 

provide direct access to the administrative interface of the Customer’s systems.  

Internet Bandwidth requires a Virtustream Perimeter Firewall.  

Network Bandwidth also supports the use of the Virtustream Load Balancer service (optional). 

Billing: Monthly, based on the amount that is allocated to the Customer 

Required 

· Firewall Configuration/Setup (CS-FW-FW-1T) 

· Managed Perimeter Firewall (CS-FW-MPF-SVC) 

2.1.6.5 Network Bandwidth Fee - USDC6 (CS-NW-BWU6-NET) 

This Network Bandwidth service is for Internet-facing traffic in Virtustream’s Pittsburgh, PA, data center. 

Use of this network bandwidth provides public Internet access to systems in the DMZ. Internal Zone 

connections are limited to outbound initiated connections through the firewall.  

It does not provide direct access to systems in the Internal Zone. Likewise, network bandwidth does not 

provide direct access to the administrative interface of the Customer’s systems.  
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Internet Bandwidth requires a Virtustream Perimeter Firewall.  

Network Bandwidth also supports the use of the Virtustream Load Balancer service (optional). 

Billing: Monthly, based on the amount that is allocated to the Customer 

Required 

· Firewall Configuration/Setup (CS-FW-FW-1T) 

· Managed Perimeter Firewall (CS-FW-MPF-SVC) 

2.1.6.6 Network Bandwidth Fee - UKDC1 (CS-NW-BWG1-NET) 

This Network Bandwidth service is for Internet-facing traffic in Virtustream’s London, UK, data center. Use 

of this network bandwidth provides public Internet access to systems in the DMZ. Internal Zone 

connections are limited to outbound initiated connections through the firewall.  

It does not provide direct access to systems in the Internal Zone. Likewise, network bandwidth does not 

provide direct access to the administrative interface of the Customer’s systems.  

Internet Bandwidth requires a Virtustream Perimeter Firewall.  

Network Bandwidth also supports the use of the Virtustream Load Balancer service (optional). 

Billing: Monthly, based on the amount that is allocated to the Customer 

Required 

· Firewall Configuration/Setup (CS-FW-FW-1T) 

· Managed Perimeter Firewall (CS-FW-MPF-SVC) 

2.1.6.7 Network Bandwidth Fee - UKDC3 - CAP (CS-NW-BWG4-NET) 

This Network Bandwidth service is for Internet-facing traffic in Virtustream’s London, UK, data center. Use 

of this network bandwidth provides public Internet access to systems in the DMZ. Internal Zone 

connections are limited to outbound initiated connections through the firewall.  

It does not provide direct access to systems in the Internal Zone. Likewise, network bandwidth does not 

provide direct access to the administrative interface of the Customer’s systems.  

Internet Bandwidth requires a Virtustream Perimeter Firewall.  

Network Bandwidth also supports the use of the Virtustream Load Balancer service (optional). 

Billing: Monthly, based on the amount that is allocated to the Customer 

Required 

· Firewall Configuration/Setup (CS-FW-FW-1T) 

· Managed Perimeter Firewall (CS-FW-MPF-SVC) 
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2.1.6.8 Network Bandwidth Fee - NLDC1 (CS-NW-BWG3-NET) 

This Network Bandwidth service is for Internet-facing traffic in Virtustream’s Amsterdam, NL, data center. 

Use of this network bandwidth provides public Internet access to systems in the DMZ. Internal Zone 

connections are limited to outbound initiated connections through the firewall.  

It does not provide direct access to systems in the Internal Zone. Likewise, network bandwidth does not 

provide direct access to the administrative interface of the Customer’s systems.  

Internet Bandwidth requires a Virtustream Perimeter Firewall.  

Network Bandwidth also supports the use of the Virtustream Load Balancer service (optional). 

Billing: Monthly, based on the amount that is allocated to the Customer 

Required 

· Firewall Configuration/Setup (CS-FW-FW-1T) 

· Managed Perimeter Firewall (CS-FW-MPF-SVC) 

2.1.6.9 Network Bandwidth Fee - DEDC1 (CS-NW-BWD1-NET) 

This Network Bandwidth service is for Internet-facing traffic in Virtustream’s Frankfurt, DE, data center. 

Use of this network bandwidth provides public Internet access to systems in the DMZ. Internal Zone 

connections are limited to outbound initiated connections through the firewall.  

It does not provide direct access to systems in the Internal Zone. Likewise, network bandwidth does not 

provide direct access to the administrative interface of the Customer’s systems.  

Internet Bandwidth requires a Virtustream Perimeter Firewall.  

Network Bandwidth also supports the use of the Virtustream Load Balancer service (optional). 

Billing: Monthly, based on the amount that is allocated to the Customer 

Required 

· Firewall Configuration/Setup (CS-FW-FW-1T) 

· Managed Perimeter Firewall (CS-FW-MPF-SVC) 

2.1.6.10 Network Bandwidth Fee - DEDC3 - VOD (CS-NW-BWD3-NET) 

This Network Bandwidth service is for Internet-facing traffic in Virtustream’s Rüsselsheim am Main, DE, 

data center. Use of this network bandwidth provides public Internet access to systems in the DMZ. 

Internal Zone connections are limited to outbound initiated connections through the firewall.  

It does not provide direct access to systems in the Internal Zone. Likewise, network bandwidth does not 

provide direct access to the administrative interface of the Customer’s systems.  

Internet Bandwidth requires a Virtustream Perimeter Firewall.  

Network Bandwidth also supports the use of the Virtustream Load Balancer service (optional). 
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Billing: Monthly, based on the amount that is allocated to the Customer 

Required 

· Firewall Configuration/Setup (CS-FW-FW-1T) 

· Managed Perimeter Firewall (CS-FW-MPF-SVC) 

2.1.6.11 Network Bandwidth Fee - FRDC1 (CS-NW-BWF1-NET) 

This Network Bandwidth service is for Internet-facing traffic in Virtustream’s Pantin, France, data center. 

Use of this network bandwidth provides public Internet access to systems in the DMZ. Internal Zone 

connections are limited to outbound initiated connections through the firewall.  

It does not provide direct access to systems in the Internal Zone. Likewise, network bandwidth does not 

provide direct access to the administrative interface of the Customer’s systems.  

Internet Bandwidth requires a Virtustream Perimeter Firewall.  

Network Bandwidth also supports the use of the Virtustream Load Balancer service (optional). 

Billing: Monthly, based on the amount that is allocated to the Customer 

Required 

· Firewall Configuration/Setup (CS-FW-FW-1T) 

· Managed Perimeter Firewall (CS-FW-MPF-SVC) 

2.1.6.12 Network Bandwidth Fee - FRDC2 - CAP (CS-NW-BWF2-NET) 

This Network Bandwidth service is for Internet-facing traffic in Virtustream’s Marcoussis, FR, data center. 

Use of this network bandwidth provides public Internet access to systems in the DMZ. Internal Zone 

connections are limited to outbound initiated connections through the firewall.  

It does not provide direct access to systems in the Internal Zone. Likewise, network bandwidth does not 

provide direct access to the administrative interface of the Customer’s systems.  

Internet Bandwidth requires a Virtustream Perimeter Firewall.  

Network Bandwidth also supports the use of the Virtustream Load Balancer service (optional). 

Billing: Monthly, based on the amount that is allocated to the Customer 

Required 

· Firewall Configuration/Setup (CS-FW-FW-1T) 

· Managed Perimeter Firewall (CS-FW-MPF-SVC) 

2.1.6.13 Network Bandwidth Fee - AUDC1 (CS-NW-BWA1-NET) 

This Network Bandwidth service is for Internet-facing traffic in Virtustream’s Sydney, AU, data center. Use 

of this network bandwidth provides public Internet access to systems in the DMZ. Internal Zone 

connections are limited to outbound initiated connections through the firewall.  
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It does not provide direct access to systems in the Internal Zone. Likewise, network bandwidth does not 

provide direct access to the administrative interface of the Customer’s systems.  

Internet Bandwidth requires a Virtustream Perimeter Firewall.  

Network Bandwidth also supports the use of the Virtustream Load Balancer service (optional). 

Billing: Monthly, based on the amount that is allocated to the Customer 

Required 

· Firewall Configuration/Setup (CS-FW-FW-1T) 

· Managed Perimeter Firewall (CS-FW-MPF-SVC) 

2.1.6.14 Network Bandwidth Fee - AUDC2 (CS-NW-BWA2-NET) 

This Network Bandwidth service is for Internet-facing traffic in Virtustream’s Canberra, AU, data center. 

Use of this network bandwidth provides public Internet access to systems in the DMZ. Internal Zone 

connections are limited to outbound initiated connections through the firewall.  

It does not provide direct access to systems in the Internal Zone. Likewise, network bandwidth does not 

provide direct access to the administrative interface of the Customer’s systems.  

Internet Bandwidth requires a Virtustream Perimeter Firewall.  

Network Bandwidth also supports the use of the Virtustream Load Balancer service (optional). 

Billing: Monthly, based on the amount that is allocated to the Customer 

Required 

· Firewall Configuration/Setup (CS-FW-FW-1T) 

· Managed Perimeter Firewall (CS-FW-MPF-SVC) 

2.1.6.15 Network Bandwidth Fee - JPDC1 (CS-NW-BWJ1-NET) 

This Network Bandwidth service is for Internet-facing traffic in Virtustream’s Tokyo, JP, data center. Use 

of this network bandwidth provides public Internet access to systems in the DMZ. Internal Zone 

connections are limited to outbound initiated connections through the firewall.  

It does not provide direct access to systems in the Internal Zone. Likewise, network bandwidth does not 

provide direct access to the administrative interface of the Customer’s systems.  

Internet Bandwidth requires a Virtustream Perimeter Firewall.  

Network Bandwidth also supports the use of the Virtustream Load Balancer service (optional). 

Billing: Monthly, based on the amount that is allocated to the Customer 

Required 

· Firewall Configuration/Setup (CS-FW-FW-1T) 

· Managed Perimeter Firewall (CS-FW-MPF-SVC) 
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2.1.6.16 Network Bandwidth Fee - JPDC2 (CS-NW-BWJ2-NET) 

This Network Bandwidth service is for Internet-facing traffic in Virtustream’s Osaka, JP, data center. Use 

of this network bandwidth provides public Internet access to systems in the DMZ. Internal Zone 

connections are limited to outbound initiated connections through the firewall.  

It does not provide direct access to systems in the Internal Zone. Likewise, network bandwidth does not 

provide direct access to the administrative interface of the Customer’s systems.  

Internet Bandwidth requires a Virtustream Perimeter Firewall.  

Network Bandwidth also supports the use of the Virtustream Load Balancer service (optional). 

Billing: Monthly, based on the amount that is allocated to the Customer 

Required 

· Firewall Configuration/Setup (CS-FW-FW-1T) 

· Managed Perimeter Firewall (CS-FW-MPF-SVC) 

2.1.6.17 Public IP Address (IPv6) (IC-NW-IPAD-V6) 

A public IPv6 address allocated from the Virtustream address block.  

Customer must provide DNS service.  

Billing: Monthly fee per assigned public IPv6 IP address block 

2.1.6.18 Public IP Address (IPv4) (IC-NW-IPAD-V4) 

A public IPv4 address allocated from the Virtustream address block.  

Customer must provide DNS service.  

Billing: Monthly fee per assigned public IPv4 IP address per month 

2.1.7 IaaS Load Balancer 

2.1.7.1 F5 Load Balancing Bandwidth Fee (IC-NW-FLBM-NET) 

Bandwidth fee that is charged for the Customer’s committed network bandwidth amount per Mbps per 

month for the Big-IP option in the IZ and/or DMZ within the Customer’s environment.  

Billing: Monthly fee per Mbps, based on the committed bandwidth amount 

Required  

· F5 Load Balancing Pool Management Fee – Basic 

or 

· F5 Load Balancing Pool Management Fee – Advanced 
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Load Balancer Pools 

A load balancer pool is a cluster of servers acting as a single logical entity. The load balancer uses 

various logic and monitoring to distribute workloads and single out a failed server (if any) to enable 

scalability and availability of the services provided by applications running on the clustered load balancer 

servers. 

2.1.7.2 F5 Load Balancer Pool Setup Charges - Basic (IC-NW-FLBB-1T) 

Virtustream will set up basic pools on the load balancer, which includes setting up Virtual Internet 

Protocol (the "front side" IP address that will pass through the load balancer), perimeter firewall (PFW), 

and subsequent testing and validation. Only basic pool instances without any iRule and Scripts for simple 

environments will be configured. 

Billing: One-time charge per basic load balancer pool that is configured by Virtustream 

Required 

· F5 Load Balancing Bandwidth Fee  

· F5 Load Balancing Pool Management Fee – Basic 

2.1.7.3 F5 Load Balancing Pool Management Fee - Basic (IC-NW-FLBB-MF) 

Virtustream will manage basic pools on the load balancer, which includes requests for actual load 

balancing, adding or deleting pool members, outage calls, monitoring, and other activities that are 

associated with managing basic pools. Only basic pool instances without any iRule and Scripts for simple 

environments will be managed. 

Billing: Monthly fee per basic pool 

Required 

· F5 Load Balancing Bandwidth Fee 

2.1.7.4 F5 Load Balancer Pool Setup Charges - Advanced (IC-NW-FLBA-1T) 

Virtustream will set up advanced pools on the load balancer, which includes setting up Virtual Internet 

Protocol (VIP), PFW, and subsequent testing and validation. Advanced pool instances with iRule and 

Scripts, particular in Exchange environments, will be configured. 

Billing: One-time charge per advanced load balancer pool that is configured by Virtustream 

Required 

· F5 Load Balancing Bandwidth Fee  

· F5 Load Balancing Pool Management Fee – Advanced 

2.1.7.5 F5 Load Balancing Pool Management Fee - Advanced (IC-NW-FLBA-MF) 

Virtustream will manage advanced pools on the load balancer. This will cover customer requests with 

actual load balancing, adding or deleting pool members, outage calls, monitoring etc., associated with 
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managing advanced pools. Only advanced pool instances with iRule and Scripts, particular in Exchange 

environments, will be managed. 

Billing: Monthly fee per advanced pool 

Required 

· F5 Load Balancing Bandwidth Fee 

 

2.1.8 IaaS Cloud & Storage Connect 

2.1.8.1 Cloud Connect - Standard (24 Ports Available) - Setup (DC-NWU3-XCS-1T) 

Installation of one 24-port, gigabit network switch in a Virtustream data center. Installation includes the 

necessary cabling to provide multiple colocation connections to the Virtustream cloud. 

Billing: One time, per instance 

2.1.8.2 Cloud Connect - Standard (24 ports available) (DC-NWU3-XCS-STD) 

One managed, 24-port gigabit network switch, providing colocation-to-cloud connectivity in a Virtustream 

data center. 

Billing: Monthly fee is based on the number of managed cloud connect standard switches, and the 

number of managed firewalls 

Required 

· Cloud Connect - Standard (24 Ports Available) - Setup (DC-NWU3-XCS-1T) 

2.1.8.3 Cloud Connect - HA (48 ports available) - Setup (DC-NWU3-XCH-1T) 

Installation of two 24-port, gigabit network switches (for High Availability - HA) in a Virtustream data 

center. Installation includes the necessary cabling, to provide multiple colocation HA connections to the 

Virtustream cloud. 

Billing: One time, per instance 

2.1.8.4 Cloud Connect - HA (48 ports available) (DC-NWU3-XCH-HA) 

Two managed, 24-port gigabit network switches (for a total of 48 ports), providing High Availability 

colocation-to-cloud connectivity in a Virtustream data center. 

Billing: Monthly fee is based on the number of managed cloud connect standard switches, and the 

number of managed firewalls 

Required 

· Cloud Connect - HA (48 ports available) - Setup (DC-NWU3-XCH-1T) 
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2.1.8.5 Storage Connect - Standard - Setup (DC-NWU3-SCS-1T) 

Installation of one Fiber Channel switch in a Virtustream data center. Installation includes the necessary 

cabling.  

Billing: One-time charge 

2.1.8.6 Storage Connect - Standard (DC-NWU3-SCS-STD) 

Single Fiber Channel switch providing storage connectivity in a Virtustream data center.  

Billing: Monthly fee, per switch 

Required 

· Storage Connect - Standard - Setup (DC-NWU3-SCS-1T) 

2.1.8.7 Storage Connect - HA - Setup (DC-NWU3-SCH-1T) 

Installation of two Fiber Channel switches in a Virtustream data center. Installation includes the necessary 

cabling.  

Billing: One-time charge 

2.1.8.8 Storage Connect - HA (DC-NWU3-SCH-HA) 

Dual Fiber Channel switches providing storage connectivity in a Virtustream data center. 

Billing: Monthly fee, per switch 

Required 

· Storage Connect - HA - Setup (DC-NWU3-SCH-1T) 

 

2.1.9 IaaS Ad Hoc Services 

Disaster Recovery (DR) 

Virtustream defines DR as the failover of processing from the primary data center (DC) to a secondary 

DC. Disaster Recovery scenarios apply when an outage at the primary DC is expected to be widespread, 

affecting a significant portion of the Customer’s critical systems, and is expected to last for an extended 

period of time. Critical systems are defined as any systems for which the Customer is using replicated 

storage and the Core µVM attribute for Compute should be set. Failover cannot be accomplished without 

using replicated storage and the Core µVM. 

DR is not intended to be used as a localized recovery method for a subset of servers or applications, and 

DR should not be completely dependent on remotely replicated backups for recovery. 

DR failovers in an actual declared disaster involve a complete failover of all replicated storage, the 

Customer’s networking virtual local area networks (VLANs), and the VMs that are located in the Core 

µVM resource pool, to a secondary DC. 
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DR Test Service 

Virtustream’s DR Test Service follows a pre-existing DR Test Plan that ensures the DR processes and 

only the defined scope of storage (data stores), VLANs and VMs and are tested. A customer-specific DR 

Test Plan must be developed prior to the DR test for a Customer’s environment. Virtustream has a DR 

Test Plan offering for working with the Customer to develop a DR Test Plan. Any Customer-developed 

DR Test Plan must be reviewed and approved by Virtustream.  

Virtustream will follow its internal DR methodology and services that are based on industry best practices, 

in coordination with the Customer’s staff for execution of DR tests. DR testing will be conducted as a 

single, self-contained test for the defined target list of VLANs, VMs and data stores as defined by the 

Customer per the DR Test Plan. Virtustream will work with the customer during the test planning process 

to verify the protection groups defined in the customer’s architecture to ensure that the DR environment is 

restored in a consistent state. 

The target VMs in the test will demonstrate the following DR functionality: 

1. Temporary disabling of primary data center services during the DR test period using a Fenced 

(“Bubble” – see the section below for explanation)/Full Network Failover scenario 

2. Replicate and make all target VMs and network access available to the failover data center 

3. Replicate and make data volumes for large database VMs available to the failover data center 

4. Log in to applications that are made available via the failover data center 

5. No data created in the failover DC will be replicated or synced back to the primary data center after 

the test concludes; all data in the failover data center will be deleted after the test concludes (i.e., 

this will not test the failback) 

A Virtustream-verified DR Test Plan must be in place before any DR test can be scheduled. The 

standard options for DR testing are shown in the table below. The test types and options are explained 

further below. 

The Customer and Virtustream will work together to determine the appropriate type of test that should be 

conducted. If during the DR test planning, the scope of the DR test deviates substantially from the 

Virtustream standard DR test plan, then a change request must be submitted, and the DR test becomes a 

custom test. 

For more information, Virtustream can provide the detailed DR Business Solution document upon 

request. 

 

DR Test Types 

Virtustream offers two types of DR tests – Fenced (“Bubble”) and Full Network Failover (MPLS/VPN). 

Both types are explained below. 

Fenced (aka “Bubble”) DR Test 

The Fenced DR test – also known as a Bubble DR test – is conducted with no disruption to the 

customer’s ongoing production workload. A stand-alone snapshot of the existing DR Internal Zone 

environment is taken, and is completely isolated from any other environments.  This has the advantage 

that normal production and DR systems are kept running, and normal production can continue while the 
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DR test is being conducted. Although highly unlikely, if an actual DR event occurs during the DR test, 

then the DR snapshot will be abandoned, and a real DR scenario will be executed. 

The limitation of the Bubble DR test is that no communication is allowed outside the Bubble. This means 

that complex environments needing access to Internet-facing external servers (e.g., credit card billing, 

RosettaNet, label printing software) must be replicated inside the Bubble too, or these environments must 

be removed from the scope of the DR test. 

Full Network Failover (MPLS/VPN) DR Test 

The Full Network Failover DR test is conducted with minimal disruption to the Customer’s ongoing 

production workload. The primary data center is failed over to the secondary data center, and Border 

Gateway Protocol (BGP) and/or Open Shortest Path First (OSPF) will be used to communicate the 

Autonomous System Number (ASN) and IP ranges to the Internet or an intranet. In this scenario, the 

primary DC is not available anymore, and normal user interaction must be stopped before the DR test is 

executed. 

The disadvantage of the Full Network Failover test is that the actual production systems are failed over to 

the secondary data center, resulting in production impact during the time frame defined via collaboration 

between the Customer and Virtustream, as documented in the DR Test Plan. 

The advantage of this DR test type is that all of the core systems are failed over “as is,” and 

communication with external systems, such as credit card billing, RosettaNet, and external label printing 

software, can also be tested. 

Graceful and Ungraceful DR Testing 

For the two DR test types described above, Virtustream can conduct a ‘graceful’ or an ‘ungraceful’ DR 

test. 

A “graceful” test means that all of the VMs are stopped, replication to the DR data center is forced to 

finish, and all of the VMs are returned to a “clean” state. This type of DR test is ideal for testing 

application-level consistency. 

An “ungraceful” test means that all of the VMs remain operational, replication to the DR data center is not 

allowed to finish (replication is abruptly stopped), after which all of the VMs are returned to a “crashed” 

state. This type of DR test is ideal for testing system-level crashes and database crashes, and their 

recovery. 

Summary of DR Test Options 

Fenced/Bubble Test Full Network Failover Test 

Graceful Bubble Graceful Full Network Failover  

Ungraceful Bubble Ungraceful Full Network Failover 

 

NOTE: DR testing only applies to Core µVMs and replicated storage. If there is a 

discrepancy between the Customer’s existing environment and the DR test environment 
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that is needed, then the Virtustream DR project manager will assist the Customer with 

submitting the necessary change requests to have µVMs moved from Basic to Core, or 

non-replicated storage to replicated storage. 

 

 

2.1.9.1 DR Planning Service Tier 1 (<20 VMs) (IC-SVC-DRP1-AH) 

The DR test planning process produces a DR Test Plan that specifies the scope of testing for 20 or less 

VMs, VLANs, and storage (datastores) to be tested; is specific to the Customer environment; and can be 

conducted with minimal disruption to the Customer’s ongoing production workload. 

Billing: Per planning charge 

2.1.9.2 DR Planning Service Tier 2 (<50 VMs) (IC-SVC-DRP2-AH) 

The DR test planning process produces a DR Test Plan that specifies the scope of testing for 50 or less 

VMs, VLANs, and storage (datastores) to be tested; is specific to the Customer environment; and can be 

conducted with minimal disruption to the Customer’s ongoing production workload. 

Billing: Per planning charge 

2.1.9.3 DR Planning Service Tier 3 (<100 VMs) (IC-SVC-DRP3-AH) 

The DR test planning process produces a DR Test Plan that specifies the scope of testing for 100 or less 

VMs, VLANs, and storage (datastores) to be tested; is specific to the Customer environment; and can be 

conducted with minimal disruption to the Customer’s ongoing production workload. 

Billing: Per planning charge 

2.1.9.4 DR Test Service Tier 1 (<20 VMs) (IC-SVC-DRT1-AH) 

Virtustream defines DR as the failover of processing from the primary data center to a secondary data 

center, in reaction to a data-center-wide emergency event. Tier 1 testing includes a maximum of 20 VMs, 

one VLAN for every five VMs, and one datastore for every two VMs. 

Virtustream’s DR Test Service follows the Customer’s pre-existing DR Test Plan (see DR Test Planning 

Tier 1, IC-SVC-DRP1-AH, above), and is comprised of three parts: Preparation, Failover, and Revert. 

Virtustream will work collaboratively with the Customer throughout the test to minimize disruption to the 

Customer’s ongoing production workload.  

RTO: 12 hours for complete failover to the secondary data center. 

Billing: One-time charge 

Prerequisite 

· DR Test Planning Tier 1: IC-SVC-DRP1-AH 
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2.1.9.5 DR Test Service Tier 2 (<50 VMs) (IC-SVC-DRT2-AH) 

Virtustream defines DR as the failover of processing from the primary data center to a secondary data 

center, in reaction to a data-center-wide emergency event. Tier 2 testing includes a maximum of 50 VMs, 

one VLAN for every five VMs, and one datastore for every two VMs. 

Virtustream’s DR Test Service follows the Customer’s pre-existing DR Test Plan (see DR Test Planning 

Tier 2, IC-SVC-DRP2-AH, above), and is comprised of three parts: Preparation, Failover, and Revert. 

Virtustream will work collaboratively with the Customer throughout the test to minimize disruption to the 

Customer’s ongoing production workload. 

RTO: 12 hours for complete failover to the secondary data center. 

Billing: One-time charge 

Prerequisite 

· DR Test Planning Tier 2: IC-SVC-DRP2-AH 

2.1.9.6 DR Test Service Tier 3 (<100 VMs) (IC-SVC-DRT3-AH) 

Virtustream defines DR as the failover of processing from the primary data center to a secondary data 

center, in reaction to a data-center-wide emergency event. Tier 3 testing includes a maximum of 100 

VMs, one VLAN for every five VMs, and one datastore for every two VMs. 

Virtustream’s DR Test Service follows the Customer’s pre-existing DR Test Plan (see DR Test Planning 

Tier 3, IC-SVC-DRP3-AH, above), and is comprised of three parts: Preparation, Failover, and Revert. 

Virtustream will work collaboratively with the Customer throughout the test to minimize disruption to the 

Customer’s ongoing production workload. 

RTO: 12 hours for complete failover to the secondary data center. 

Billing: One-time charge 

Prerequisite 

· DR Test Planning Tier 3: IC-SVC-DRP3-AH 

 

2.1.9.7 Backup Restoration Requests 

2.1.9.7.1 Backup Restoration Request AMS (IC-DP-BU-CRS) 

Additional Backup Restorations beyond the included 10-per-month across the entire Customer estate (on 

a per-VM basis) — for customers with Application Managed Services.  

Customers may also perform self-service backup restorations via a self-service interface. 

Billing: Per backup restoration 
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2.1.9.7.2 Backup Restoration Request (IC-DP-BU-NRS) 

Additional Backup Restorations beyond the included 10-per-month across the entire Customer estate (on 

a per-VM basis) — for customers without Application Managed Services.  

Customers may also perform self-service backup restorations via a self-service interface. 

Billing: Per backup restoration  
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2.2 Security Services: Network Level (Perimeter Defense) 

Virtustream provides the following optional network-level security services for the Customer Zone (CZ): 

· Managed Perimeter Firewall 

· Internet Protocol Security (IPSec) Virtual Private Network (VPN) 

· Intrusion Detection Service (IDS) 

The above-listed optional security services are explained in the subsections below. 

NOTE: The Customer must provide to Virtustream a security-specific Point of Contact (POC) list to 

ensure that Virtustream can quickly access (via email or phone) the appropriate parties when setting 

up, executing, and maintaining security services – e.g., sending reports to primary and secondary 

security contacts and other appropriate contacts, such as a member of the Customer’s Security 

team and a Windows administrator. Virtustream will notify the Customer POC via email or phone 

within 24 hours after determination of a valid security event (e.g., anomalies, alerts). It is the 

responsibility of the Customer to further investigate (within the CZ, which is above the hypervisor 

level), determine the course of action, and implement remedies as appropriate. Virtustream can 

assist the Customer in determining the appropriate course of action, and Virtustream will implement 

actions or remedies, as appropriate. 

2.2.1 Managed Perimeter Firewall 

Virtustream offers network-based virtual firewall contexts that perform stateful inspections – i.e., packet 

filtering and traffic normalization to ensure that packets have not been tampered with. A minimum of one 

Virtustream Perimeter Firewall is required at each of the Customer’s Virtustream data center locations 

that have Internet-facing bandwidth, and the Customer can purchase additional Virtustream Perimeter 

Firewalls as needed. 

The state of active connections is monitored and used to decide which packets to allow through the 

firewall. Session information, such as IP addresses and port numbers are recorded, which strengthens 

the security posture. Firewalls can be used as Open System Interconnection (OSI) Layer 3 gateways for 

Customer subnets, or as zone gateways. 

Firewall parameters (the firewall rule set) can be configured to meet the Customer’s needs. The default 

configuration is “Deny All,” which means that all actions are prohibited unless they are explicitly allowed. 

The Customer must provide the initial firewall configuration during setup of the firewall. Customers must 

purchase the Managed Perimeter Firewall service for any changes to the configuration after the initial 

setup and configuration of the firewall; no interface for Customers to directly edit the configuration is 

provided. 
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2.2.1.1 Firewall Configuration/Setup (CS-FW-FW-1T) 

Virtustream will install and configure a firewall at the network level within the Customer’s environment. 

Virtustream Perimeter Firewall services are required at each of the Customer’s Virtustream data center 

locations that have Internet-facing bandwidth. The Customer must provide the initial firewall configuration. 

The configuration must include the following: source host name and IP, destination host name and IP, 

protocol, and port. 

Billing: One-time charge per firewall 

Required 

· Network Bandwidth Fee - per Virtustream data center(s); see Section 2.1.6, IaaS Network 

· Managed Perimeter Firewall (CS-FW-MPF-SVC) 

2.2.1.2 Managed Perimeter Firewall (CS-FW-MPF-SVC) 

Virtustream provides a managed service for firewall configuration changes. After initial configuration of 

the firewall, the Customer will request configuration changes by submitting a change request to the 

Virtustream Service Desk. 

Billing: Monthly fee per VM in the DMZ 

Required 

· Firewall Configuration/Setup (CS-FW-FW-1T) 

2.2.2 IPSec VPN 

IPSec VPN is used for site-to-site connectivity (Customer’s site and a Virtustream data center), and does 

not support user-to-site VPN connectivity. For example, this connection is used for direct Customer 

access to the administrative console of systems deployed within the Virtustream cloud solution. IPSec 

VPN connectivity is frequently used to provide initial connectivity (e.g., for migrations during Customer 

onboarding) for Customers before implementation of an MPLS or other secure connection. 

The Customer will be allocated a designated amount of rate-limited VPN bandwidth, in increments of 

1Mbps, up to a maximum of 1,000Mbps/1Gbps depending on the data center. The Customer can only 

use up to the maximum amount of bandwidth that is allocated. USDC1 and USDC2 support up to 

100Mbps; all other data centers support up to 1Gbps. The Customer’s VPN connection will terminate at 

Virtustream’s multi-tenant VPN gateway on a Virtustream-provided public IP address, and will then be 

routed to the Customer’s IZ VRF using an IP address that is allocated from the Customer’s tenant space 

range. 

The Customer is responsible for Customer-side configuration of IPSec VPN. 

NOTE: See Section 2.1.6, IaaS Network, for connectivity that is used for Internet-facing traffic. 
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2.2.2.1 IPSec VPN Host-Side Configuration (CS-VPN-H-1T) 

Setup charge for the Virtustream side of the IPSec VPN Tunnel configuration at the Virtustream data 

center.  

Billing: One-time charge, per IPSec VPN Tunnel 

2.2.2.2 IPSec VPN Tunnel Managed Service (CS-VPN-T-SVC) 

Maintenance of IPSec VPN Tunnel between Virtustream data center and the Customer’s facility. 

Billing: Monthly, per VPN circuit 

2.2.2.3 IPSec VPN Bandwidth Fee - USDC2 (CS-VPN-U2-NET) 

This IPSec VPN bandwidth is intended for secure traffic via a site-to-site IPSec VPN connection between 

the Customer’s site and the secure Landing Zone in Virtustream’s data center in San Francisco, CA. 

Billing: Monthly, based on the amount that is allocated to the Customer 

Required 

· IPSec VPN Host-Side Configuration (CS-VPN-H-1T) 

2.2.2.4 IPSec VPN Bandwidth Fee - USDC3 (CS-VPN-U3-NET) 

This IPSec VPN bandwidth is intended for secure traffic via a site-to-site IPSec VPN connection between 

the Customer’s site and the secure Landing Zone in Virtustream’s data center in Las Vegas, NV. 

Billing: Monthly, based on the amount that is allocated to the Customer 

Required 

· IPSec VPN Host-Side Configuration (CS-VPN-H-1T) 

2.2.2.5 IPSec VPN Bandwidth Fee - USDC4 (CS-VPN-U4-NET) 

This IPSec VPN bandwidth is intended for secure traffic via a site-to-site IPSec VPN connection between 

the Customer’s site and the secure Landing Zone in Virtustream’s data center in Sterling, VA. 

Billing: Monthly, based on the amount that is allocated to the Customer 

Required 

· IPSec VPN Host-Side Configuration (CS-VPN-H-1T) 

2.2.2.6 IPSec VPN Bandwidth Fee - USDC5 (CS-VPN-U5-NET) 

This IPSec VPN bandwidth is intended for secure traffic via a site-to-site IPSec VPN connection between 

the Customer’s site and the secure Landing Zone in Virtustream’s data center in Dulles, VA. 

Billing: Monthly, based on the amount that is allocated to the Customer 
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Required 

· IPSec VPN Host-Side Configuration (CS-VPN-H-1T) 

2.2.2.7 IPSec VPN Bandwidth Fee - USDC6 (CS-VPN-U6-NET) 

This IPSec VPN bandwidth is intended for secure traffic via a site-to-site IPSec VPN connection between 

the Customer’s site and the secure Landing Zone in Virtustream’s data center in Pittsburgh, PA. 

Billing: Monthly, based on the amount that is allocated to the Customer 

Required 

· IPSec VPN Host-Side Configuration (CS-VPN-H-1T) 

2.2.2.8 IPSec VPN Bandwidth Fee - UKDC1 (CS-VPN-G1-NET) 

This IPSec VPN bandwidth is intended for secure traffic via a site-to-site IPSec VPN connection between 

the Customer’s site and the secure Landing Zone in Virtustream’s data center in London, UK. 

Billing: Monthly, based on the amount that is allocated to the Customer 

Required 

· IPSec VPN Host-Side Configuration (CS-VPN-H-1T) 

2.2.2.9 IPSec VPN Bandwidth Fee - UKDC3 - CAP (CS-VPN-G4-NET) 

This IPSec VPN bandwidth is intended for secure traffic via a site-to-site IPSec VPN connection between 

the Customer’s site and the secure Landing Zone in Virtustream’s data center in London, UK. 

Billing: Monthly, based on the amount that is allocated to the Customer 

Required 

· IPSec VPN Host-Side Configuration (CS-VPN-H-1T) 

2.2.2.10 IPSec VPN Bandwidth Fee - NLDC1 (CS-VPN-G3-NET) 

This IPSec VPN bandwidth is intended for secure traffic via a site-to-site IPSec VPN connection between 

the Customer’s site and the secure Landing Zone in Virtustream’s data center in Amsterdam, NL. 

Billing: Monthly, based on the amount that is allocated to the Customer 

Required 

· IPSec VPN Host-Side Configuration (CS-VPN-H-1T) 

2.2.2.11 IPSec VPN Bandwidth Fee - DEDC1 (CS-VPN-D1-NET) 

This IPSec VPN bandwidth is intended for secure traffic via a site-to-site IPSec VPN connection between 

the Customer’s site and the secure Landing Zone in Virtustream’s data center in Frankfurt, DE. 

Billing: Monthly, based on the amount that is allocated to the Customer 
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Required 

· IPSec VPN Host-Side Configuration (CS-VPN-H-1T) 

2.2.2.12 IPSec VPN Bandwidth Fee - DEDC3 - VOD (CS-VPN-D3-NET) 

This IPSec VPN bandwidth is intended for secure traffic via a site-to-site IPSec VPN connection between 

the Customer’s site and the secure Landing Zone in Virtustream’s data center in Rüsselsheim am Main, 

DE. 

Billing: Monthly, based on the amount that is allocated to the Customer 

Required 

· IPSec VPN Host-Side Configuration (CS-VPN-H-1T) 

2.2.2.13 IPSec VPN Bandwidth Fee - FRDC1 (CS-VPN-F1-NET) 

This IPSec VPN bandwidth is intended for secure traffic via a site-to-site IPSec VPN connection between 

the Customer’s site and the secure Landing Zone in Virtustream’s data center in Pantin, FR. 

Billing: Monthly, based on the amount that is allocated to the Customer 

Required 

· IPSec VPN Host-Side Configuration (CS-VPN-H-1T) 

2.2.2.14 IPSec VPN Bandwidth Fee - AUDC1 (CS-VPN-A1-NET) 

This IPSec VPN bandwidth is intended for secure traffic via a site-to-site IPSec VPN connection between 

the Customer’s site and the secure Landing Zone in Virtustream’s data center in Sydney, AU. 

Billing: Monthly, based on the amount that is allocated to the Customer 

Required 

· IPSec VPN Host-Side Configuration (CS-VPN-H-1T) 

2.2.2.15 IPSec VPN Bandwidth Fee - AUDC2 (CS-VPN-A2-NET) 

This IPSec VPN bandwidth is intended for secure traffic via a site-to-site IPSec VPN connection between 

the Customer’s site and the secure Landing Zone in Virtustream’s data center in Canberra, AU. 

Billing: Monthly, based on the amount that is allocated to the Customer 

Required 

· IPSec VPN Host-Side Configuration (CS-VPN-H-1T) 

2.2.2.16 IPSec VPN Bandwidth Fee - JPDC1 (CS-VPN-J1-NET) 

This IPSec VPN bandwidth is intended for secure traffic via a site-to-site IPSec VPN connection between 

the Customer’s site and the secure Landing Zone in Virtustream’s data center in Tokyo, JP. 

Billing: Monthly, based on the amount that is allocated to the Customer 
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Required 

· IPSec VPN Host-Side Configuration (CS-VPN-H-1T) 

2.2.2.17 IPSec VPN Bandwidth Fee - JPDC2 (CS-VPN-J2-NET) 

This IPSec VPN bandwidth is intended for secure traffic via a site-to-site IPSec VPN connection between 

the Customer’s site and the secure Landing Zone in Virtustream’s data center in Osaka, JP. 

Billing: Monthly, based on the amount that is allocated to the Customer 

Required 

· IPSec VPN Host-Side Configuration (CS-VPN-H-1T) 

 

2.2.3 Intrusion Detection Service (IDS) 

Virtustream offers an IDS to detect network-level threats against hosted assets. This is a passive 

detection system that will detect network traffic that matches signatures defined in an IDS policy for all 

network traffic between the Customer’s network and the network egress (Internet, WAN link to corporate 

network, or VPN). 

IDS detects both known and unknown threats – attacks that might otherwise take advantage of network 

vulnerabilities and unpatched systems – using vendor-supplied threat signatures (i.e., known threats). 

The IDS policy will also provide anomaly-based detection, which detects unknown threats based on 

atypical network behavior. Virtustream defines the initial IDS policy as follows: 

· IDS Filters 

− Signatures = severity critical and severity high  

− Action=monitor 

− Packet logging enabled 

· Rate-based Signatures (updated every two hours) – e.g., GlassFish.Login.Brute.Force, 

Iomega.StorCenter.Pro.NAS.Web.Authentication.Bypass, DotNetNuke.Padding.Oracle.Attack, and 

MS.Windows.WPAD.Proxy.Discovery.Response.Privilege.Elevation 

Virtustream’s Security Intelligence and Operations Center (SIOC) will maintain the IDS rule set, auto-

report generation, and delivery of reports to the Customer’s POC. Updated signatures (IDS threat 

information) are delivered daily from the IDS vendor to the Virtustream management console (the 

interface through which Virtustream receives the vendor-supplied threat updates), and are propagated to 

Virtustream Customer environments throughout each day. Virtustream will provide monthly reports as 

defined in the Customer’s SOW. If the Customer needs reports on a different schedule – e.g., hourly, 

daily, then Virtustream can provide reports on a Customer-defined schedule for an additional charge, 

which will be defined in the Customer’s SOW. 

Network IDS RACI 

The table below contains the tasks for network IDS, and who has responsibility for each task. 
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Task Customer Virtustream 

Determine the customer networks for Network IDS monitoring    R, A C/I 

Create a ticket for Network Operations to implement required changes 
and/or cabling 

I R 

Implement standard configuration on Network IDS appliances I R 

Implement network change(s) to enable Network IDS monitoring I R 

Verify network IDS is functioning as expected  I R 

Configure/verify logging as defined by the Customer’s Log Monitoring 
Service purchase (optional) 

I R 

 

Customers must purchase the Network Based Intrusion Detection System and Managed Service (CS-

IDS-NB1-SYS and/or CS-IDS-NB2-SYS below) for any changes to the configuration after the initial setup 

and configuration of the IDS; no interface for Customers to directly edit the configuration is provided. 

The services listed below are for separate setup and management of IDS in the primary and secondary 

Virtustream data centers. IDS can be installed and configured in the Customer’s primary and secondary 

Virtustream data centers, or in the primary Virtustream data center only. The Customer’s secondary 

Virtustream data center is used for ongoing operation in case of disaster events and during scheduled 

disaster recovery (DR) exercises. IDS services are billed only when systems are active in the associated 

data center. If no systems are active in the associated data center during a given billing period, then no 

IDS service fees will be charged. 

2.2.3.1 Network Based Intrusion Detection Primary Site Setup (CS-IDS-NB1-1T) 

Virtustream will install and configure the IDS at the Customer’s primary Virtustream data center. This 

service includes deployment and configuration of the IDS management and detection system, and initial 

IDS policy. 

See CS-IDS-NB2-1T below for IDS setup in a DR location (i.e., the Customer’s secondary Virtustream 

data center). 

Billing: One-time charge, per vLAN 

2.2.3.2 Network Based Intrusion Detection System and Managed Service - Primary (CS-IDS-
NB1-SYS) 

Virtustream will manage the network-based IDS at the Customer’s primary Virtustream data center, 

which includes checking signature updates, online status, and operational health of the IDS system. 

Anomalies that are detected are automatically sent to the Virtustream SIOC via the configured log 

system, and Virtustream will work with the Customer POC on escalation procedures and implementing 

changes to address anomalies. 

See CS-IDS-NB2-SYS below for IDS managed service in a DR location (i.e., the Customer’s secondary 

Virtustream data center). 
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Billing: Monthly, per vLAN 

Required 

· Network Based Intrusion Detection Primary Site Setup (CS-IDS-NB1-1T) 

2.2.3.3 Network Based Intrusion Detection Secondary Site Setup (CS-IDS-NB2-1T) 

Virtustream will install and configure the IDS at the Customer’s secondary Virtustream data center. This 

service includes deployment and configuration of the IDS management and detection system, and initial 

IDS policy. 

Billing: One-time charge, per vLAN 

2.2.3.4 Network Based Intrusion Detection System and Managed Service - Secondary (CS-
IDS-NB2-SYS) 

Virtustream will manage the network-based IDS at the Customer’s secondary Virtustream data center, 

which includes checking signature updates, online status, and operational health of the IDS system. 

Anomalies that are detected are automatically sent to the Virtustream SIOC via the configured log 

system, and Virtustream will work with the Customer POC on escalation procedures and implementing 

changes to address anomalies. 

Billing: Monthly, per vLAN 

Required 

· Network Based Intrusion Detection Secondary Site Setup (CS-IDS-NB2-1T) 

 

2.3 Security Services: VM Level and pHANA 

Virtustream provides the following optional security services for security of VMs and pHANA in the CZ: 

· Anti-Virus / Anti-Malware (AV/AM) 

· Intrusion Detection Service (IDS) and Firewall 

· File Integrity Monitoring (FIM) 

· VM-level Security Bundle (VLSB) - includes AV/AM, IDS/firewall, and FIM 

· Encryption (for data at rest) 

· Vulnerability Scanning (for OS-level scanning and network vulnerability) 

· Log Management 

· Two-Factor Authentication (2FA) 

The above-listed security services are explained in the subsections below. 

NOTES: 
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· If the Customer has purchased Log Management Service (see Section 2.3.7, Log Management 

Service), then all alerts will automatically be delivered to the Virtustream SIOC for review and 

validation (i.e., analyze the risk and threat level), and then the SIOC will notify the Customer POC 

of valid alerts via email. If the Customer has not purchased the Log Management Service, then all 

alerts will be delivered to a Customer-provided email address for review and validation. This 

service does not include any attempts at forensics or mitigation; Virtustream will detect and alert 

only, which includes analyzing the risk and threat level. 

· The Customer must provide to Virtustream a security-specific Point of Contact (POC) list to ensure 

that Virtustream can quickly access (via email or phone) the appropriate parties when setting up, 

executing, and maintaining security services – e.g., sending reports to primary and secondary 

security contacts and other appropriate contacts, such as a member of the Customer’s Security 

team and a Windows administrator. Virtustream will notify the Customer POC via email or phone 

within 24 hours after determination of a valid security event (e.g., anomalies, alerts). It is the 

responsibility of the Customer to further investigate (within the CZ, which is above the hypervisor 

level), determine the course of action, and implement remedies as appropriate. Virtustream can 

assist the Customer in determining the appropriate course of action, and Virtustream will implement 

actions or remedies, as appropriate. 

 

2.3.1 Anti-Virus / Anti-Malware (AV/AM) 

This service provides an agent that scans Windows- or Linux-based VMs for viruses and malware. 

Virtustream will configure the AV/AM policy, manage agent deployment, and provide regular pattern 

updates. The AV/AM policy includes the following: 

· Anti-virus Profile 

− Scan Mode=Full 

− Detect Viruses=Monitor  

The Customer will need to create or provide an account with administrative credentials for Virtustream to 

remotely access the Customer’s systems (e.g., the Customer’s operating systems). Accessing the 

Customer’s systems is only for the purpose of executing AV/AM-related activities such as exporting the 

logs to the Virtustream-provided syslog server for log aggregation. 

The services listed below are for separate setup and update/upgrade of AV/AM in the primary and 

secondary Virtustream data centers. AV/AM can be installed and configured in the Customer’s primary 

and secondary Virtustream data centers, or in the primary Virtustream data center only. The Customer’s 

secondary Virtustream data center is used for ongoing operation in case of disaster events and during 

scheduled disaster recovery (DR) exercises. IDS services are billed only when systems are active in the 

associated data center. If no systems are active in the associated data center during a given billing 

period, then no IDS service fees will be charged. 
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2.3.1.1 Anti-Virus Primary System Setup (CS-TM-AV1-1T) 

The Customer will define which VMs require AV/AM, and Virtustream will deploy an AV/AM agent to those 

systems in the Customer’s primary Virtustream data center. 

See CS-TM-AV2-1T below for AV/AM setup in a DR location (i.e., the Customer’s secondary Virtustream 

data center). 

NOTE: AV/AM is also available as part of the VM-Level Security Bundle (VLSB), which provides 

three beneficial security services at a reduced bundle cost. See Section 2.3.4, VM-Level Security 

Bundle (VLSB). 

Billing: One-time charge, per account 

2.3.1.2 Anti-Virus Primary System (CS-TM-AV1-SYS) 

Virtustream will apply threat updates (once per day), patches (multiple times per week), minor service 

pack releases, and major system upgrades for the AV/AM systems at the Customer’s primary 

Virtustream data center. 

See CS-TM-AV2-SYS for AV/AM updating and upgrading in a DR location (i.e., the Customer’s 

secondary Virtustream data center). 

NOTE: AV/AM is also available as part of the VM-Level Security Bundle (VLSB), which provides 

three beneficial security services at a reduced bundle cost. See Section 2.3.4, VM-Level Security 

Bundle (VLSB). 

Billing: Monthly fee, per account 

Required 

· Anti-Virus Primary System Setup (CS-TM-AV1-1T) 

2.3.1.3 Anti-Virus Secondary System Setup (CS-TM-AV2-1T) 

The Customer will define which VMs require AV/AM, and Virtustream will deploy an AV/AM agent to those 

systems in the Customer’s secondary Virtustream data center. 

NOTE: AV/AM is also available as part of the VM-Level Security Bundle (VLSB), which provides 

three beneficial security services at a reduced bundle cost. See Section 2.3.4, VM-Level Security 

Bundle (VLSB). 

Billing: One-time charge, per account 
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2.3.1.4 Anti-Virus Secondary System (CS-TM-AV2-SYS) 

Virtustream will apply threat updates (once per day), patches (multiple times per week), minor service 

pack releases, and major system upgrades for the AV/AM systems at the Customer’s secondary 

Virtustream data center.  

NOTE: AV/AM is also available as part of the VM-Level Security Bundle (VLSB), which provides 

three beneficial security services at a reduced bundle cost. See Section 2.3.4, VM-Level Security 

Bundle (VLSB). 

Billing: Monthly fee, per account 

Required 

· Anti-Virus Secondary System Setup (CS-TM-AV2-1T) 

2.3.1.5 Anti-Virus Managed Service (CS-TM-AV-SVC) 

Virtustream manages and maintains the per-VM agents that are employed by the AV/AM system.  

NOTE: AV/AM is also available as part of the VM-Level Security Bundle (VLSB), which provides 

three beneficial security services at a reduced bundle cost. See Section 2.3.4, VM-Level Security 

Bundle (VLSB). 

Billing: Monthly fee, per VM 

2.3.2 Intrusion Detection Service (IDS) and Firewall 

IDS 

Virtustream provides VM-based IDS services. IDS will be installed on the hypervisor server, and IDS 

can be enabled on individual VMs. IDS detects malicious activities occurring on hosts such as VMs. IDS 

protects against vulnerabilities as defined by Common Vulnerabilities and Exposures (CVE®), such as 

detecting propagation of ransomware. An initial ruleset (base policy) will be configured by Virtustream for 

host-specific vulnerabilities/exploits. Additions to this base policy are limited to 10 rules per month across 

the Customer’s entire cloud environment, or as defined in the SOW. Default rule sets may require further 

tuning to optimize performance. Incremental changes are limited to one (1) per VM per month across the 

Customer’s entire cloud environment, or as defined in the SOW. All rule and incremental changes must 

be submitted by the Customer via the Virtustream Service Desk. 

 

Firewall 

Virtustream provides VM-based firewall services, and will apply firewall rules at the VM level. This firewall 

can be used in place of iptables or Windows Firewall. An initial policy build is included with the purchase 

of the IDS and Firewall service. Incremental changes are limited to one (1) per VM per month across the 
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Customer’s entire cloud environment, or as defined in the SOW. All rule and incremental changes must 

be submitted by the Customer via the Virtustream Service Desk. 

 

The Customer will need to create or provide an account with administrative credentials for Virtustream to 

remotely access the Customer’s systems (e.g., the Customer’s operating systems). Accessing the 

Customer’s systems is only for the purpose of executing IDS and Firewall-related activities such as 

exporting the logs to the Virtustream-provided syslog server for log aggregation. 

The services listed below are for separate setup and update/upgrade of IDS and Firewall in the primary 

and secondary Virtustream data centers. IDS and Firewall can be installed and configured in the 

Customer’s primary and secondary Virtustream data centers, or in the primary Virtustream data center 

only. The Customer’s secondary Virtustream data center is used for ongoing operation in case of 

disaster events and during scheduled disaster recovery (DR) exercises. IDS and Firewall services are 

billed only when systems are active in the associated data center. If no systems are active in the 

associated data center during a given billing period, then no IDS and Firewall service fees will be 

charged. 

NOTE: A host-based firewall policy is deployed independently to each VM. Therefore, the logic for 

the policies should be kept as simple as possible to prevent performance impacts. 

 

2.3.2.1 Intrusion Detection and Firewall Primary System Setup (CS-TM-IDFW1-1T) 

Virtustream will set up the IDS and firewall monitoring and management system for VMs or pHANA in the 

Customer’s primary Virtustream data center. 

See CS-TM-IDFW2-1T for IDS and Firewall setup in a DR location (i.e., the Customer’s secondary 

Virtustream data center). 

NOTE: IDS and firewall are also available as part of the VM-Level Security Bundle (VLSB), which 

provides three beneficial security services at a reduced bundle cost. See Section 2.3.4, VM-Level 

Security Bundle (VLSB). 

Billing: One-time charge, per account 

2.3.2.2 Intrusion Detection and Firewall Primary System (CS-TM-IDFW1-SYS) 

For IDS, Virtustream will apply threat updates (once per day), patches (multiple times per week), minor 

service pack releases, major system upgrades, and IDS rule changes for the systems at the Customer’s 

primary Virtustream data center. Threat updates are delivered daily to the Virtustream management 

console (the interface through which Virtustream receives the vendor-supplied threat updates), and are 

propagated to Virtustream Customer environments throughout each day.  
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For Firewall, Virtustream will apply threat updates (once per day), patches (multiple times per week), 

minor service pack releases, major system upgrades, and firewall rule changes for the systems at the 

Customer’s primary Virtustream data center. Threat updates are delivered daily to the Virtustream 

management console, and are propagated to Virtustream Customer environments throughout each day. 

The Customer communicates IDS and firewall rule changes via the Virtustream Service Desk. See the 

description below for CS-TM-IDFW-SVC for more information. 

See CS-TM-IDFW2-SYS for IDS and Firewall updating and upgrading in a DR location (i.e., the 

Customer’s secondary Virtustream data center). 

NOTE: IDS and firewall are also available as part of the VM-Level Security Bundle (VLSB), which 

provides three beneficial security services at a reduced bundle cost. See Section 2.3.4, VM-Level 

Security Bundle (VLSB). 

Billing: Monthly fee, per account 

Required 

· Intrusion Detection and Firewall Primary System Setup (CS-TM-IDFW1-1T) 

2.3.2.3 Intrusion Detection and Firewall Secondary System Setup (CS-TM-IDFW2-1T) 

Virtustream will set up the IDS and firewall monitoring and management system for VMs or pHANA in the 

Customer’s secondary Virtustream data center. 

NOTE: IDS is also available as part of the VM-Level Security Bundle (VLSB), which provides three 

beneficial security services at a reduced bundle cost. 

Billing: One-time charge, per account 

2.3.2.4 Intrusion Detection and Firewall Secondary System (CS-TM-IDFW2-SYS) 

For IDS, Virtustream will apply threat updates (once per day), patches (multiple times per week), minor 

service pack releases, major system upgrades, and IDS rule changes for the systems at the Customer’s 

secondary Virtustream data center. Threat updates are delivered daily to the Virtustream management 

console, and are propagated to Virtustream Customer environments throughout each day.  

For Firewall, Virtustream will apply threat updates (once per day), patches (multiple times per week), 

minor service pack releases, major system upgrades, and firewall rule changes for the systems at the 

Customer’s secondary Virtustream data center. Threat updates are delivered daily to the Virtustream 

management console, and are propagated to Virtustream Customer environments throughout each day. 

The Customer communicates IDS and firewall rule changes via the Virtustream Service Desk. See the 

description below for CS-TM-IDFW-SVC for more information. 
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NOTE: IDS and firewall are also available as part of the VM-Level Security Bundle (VLSB), which 

provides three beneficial security services at a reduced bundle cost. See Section 2.3.4, VM-Level 

Security Bundle (VLSB). 

Billing: Monthly fee, per account 

Required 

· Intrusion Detection and Firewall Secondary System Setup (CS-TM-IDFW2-1T) 

2.3.2.5 Intrusion Detection and Firewall Managed Service (CS-TM-IDFW-SVC) 

Virtustream will manage IDS and firewall rule changes from Customers via service desk requests – i.e., 

the Customer submits a change request via the Virtustream Service Desk. Changes are limited to 10 per 

month for both IDS and Firewall across the Customer’s entire cloud environment, or as defined in the 

SOW. IDS signatures are updated daily as released by the software vendor. 

NOTE: IDS and firewall are also available as part of the VM-Level Security Bundle (VLSB), which 

provides three beneficial security services at a reduced bundle cost. See Section 2.3.4, VM-Level 

Security Bundle (VLSB). 

Billing: Monthly fee, per VM 

 

2.3.3 File Integrity Monitoring (FIM) 

The FIM module monitors for and detects changes to policy-defined files, directories, and their attributes 

that can impact the security of the hosts (i.e., VMs and pHANA), on protected systems. The files can be 

operating system files or application files. Any files of a transactional nature should be excluded, such as 

database files, event logs and application logs. Virtustream uses a default list of files to be monitored, and 

we work with the Customer to add Customer-specific files that will also be monitored, as defined in the 

Customer’s SOW. The files that will be monitored are defined by the Customer within a Virtustream-

provided template. An alert will be generated if any changes are made to the files, directories, and 

attributes that are being monitored. 

The Customer will need to create or provide an account with administrative credentials for Virtustream to 

remotely access the Customer’s systems (e.g., the Customer’s operating systems). Accessing the 

Customer’s systems is only for the purpose of executing AV/AM-related activities such as exporting the 

logs to the Virtustream-provided syslog server for log aggregation. 

The services listed below are for separate setup and update/upgrade of AV/AM in the primary and 

secondary Virtustream data centers. AV/AM can be installed and configured in the Customer’s primary 

and secondary Virtustream data centers, or in the primary Virtustream data center only. The Customer’s 

secondary Virtustream data center is used for ongoing operation in case of disaster events and during 

scheduled disaster recovery (DR) exercises. AV/AM services are billed only when systems are active in 
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the associated data center. If no systems are active in the associated data center during a given billing 

period, then no AV/AM service fees will be charged. 

2.3.3.1 File Integrity Monitoring Primary System Setup (CS-TM-FIM1-1T) 

Virtustream will install and configure a single instance of FIM in the in the Customer’s primary 

Virtustream data center based on the Customer’s specifications for alerting and reporting parameters 

delivered via a Virtustream-provided template. The template is provided to the Customer during the initial 

phase of Onboarding. Virtustream will work with the Customer on completing the template. 

See CS-TM-FIM2-1T below for FIM setup in a DR location (i.e., the Customer’s secondary Virtustream 

data center). 

NOTE: FIM is also available as part of the VM-Level Security Bundle (VLSB), which provides three 

beneficial security services at a reduced bundle cost. See Section 2.3.4, VM-Level Security Bundle 

(VLSB). 

Billing: One time charge, per account 

2.3.3.2 File Integrity Monitoring Primary System (CS-TM-FIM1-SYS) 

Virtustream will manage the FIM system, which includes applying patches (multiple times per week), 

minor service pack releases, and major system upgrades for the FIM system at the Customer’s primary 

Virtustream data center. 

See CS-TM-FIM2-SYS for AV/AM updating and upgrading in a DR location (i.e., the Customer’s 

secondary Virtustream data center). 

NOTE: FIM is also available as part of the VM-Level Security Bundle (VLSB), which provides three 

beneficial security services at a reduced bundle cost. See Section 2.3.4, VM-Level Security Bundle 

(VLSB). 

Billing: Monthly, per account 

Required 

· File Integrity Monitoring Primary System Setup (CS-TM-FIM1-1T) 

2.3.3.3 File Integrity Monitoring Secondary System Setup (CS-TM-FIM2-1T) 

Virtustream will install and configure a single instance of FIM in the in the Customer’s secondary 

Virtustream data center based on the Customer’s specifications for alerting and reporting parameters 

delivered via a Virtustream-provided template. The template is provided to the Customer during the initial 

phase of Onboarding. Virtustream will work with the Customer on completing the template. 
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NOTE: FIM is also available as part of the VM-Level Security Bundle (VLSB), which provides three 

beneficial security services at a reduced bundle cost. See Section 2.3.4, VM-Level Security Bundle 

(VLSB). 

Billing: One time charge, per account 

2.3.3.4 File Integrity Monitoring Secondary System (CS-TM-FIM2-SYS) 

Virtustream will manage the FIM system, which includes applying patches (multiple times per week), 

minor service pack releases, and major system upgrades for the FIM system at the Customer’s 

secondary Virtustream data center. 

NOTE: FIM is also available as part of the VM-Level Security Bundle (VLSB), which provides three 

beneficial security services at a reduced bundle cost. See Section 2.3.4, VM-Level Security Bundle 

(VLSB). 

Billing: Monthly, per account 

Required 

· File Integrity Monitoring Secondary System Setup (CS-TM-FIM2-1T) 

2.3.3.5 File Integrity Monitoring Managed Service (CS-TM-FIM-SVC) 

Virtustream will manage and implement FIM changes from the Customer via service desk requests – i.e., 

the Customer submits a change request via the Virtustream Service Desk. Changes are limited to 10 per 

month for FIM across the Customer’s entire cloud environment, or as defined in the SOW. 

NOTE: FIM is also available as part of the VM-Level Security Bundle (VLSB), which provides three 

beneficial security services at a reduced bundle cost. See Section 2.3.4, VM-Level Security Bundle 

(VLSB). 

Billing: Monthly fee, per VM 

Required 

· File Integrity Monitoring Primary System Setup (CS-TM-FIM1-1T) 

· File Integrity Monitoring Primary System (CS-TM-FIM1-SYS) 

2.3.4 VM-Level Security Bundle (VLSB) 

The VLSB, which can also be installed and managed on pHANA, is the full suite of optional, host-level 

security services offered by the endpoint protection software that is used at Virtustream for VMs. This 

bundle includes the following: 

· Anti-Virus/Anti-Malware (AV/AM) – Includes threat updates, patches, and upgrades 
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· Firewall and Intrusion Detection Services (IDS) – Includes threat updates, patches, and upgrades, 

plus managed firewall rule change requests 

· File Integrity Monitoring (FIM) – A system that monitors and detects changes to vital system 

elements, and delivers alerts and reports 

NOTE: See the descriptions for each of these services listed below for information about what 

Virtustream will provide for each service as part of the VLSB. 

Included 

· Anti-Virus Primary System (CS-TM-AV1-SYS) 

· Anti-Virus Managed Service (CS-TM-AV-SVC) 

· File Integrity Monitoring Primary System (CS-TM-FIM1-SYS) 

· File Integrity Monitoring Managed Service (CS-TM-FIM-SVC) 

· Intrusion Detection and Firewall Primary System (CS-TM-IDFW1-SYS) 

· Intrusion Detection and Firewall Managed Service (CS-TM-IDFW-SVC) 

The Customer will need to create or provide an account with administrative credentials for Virtustream to 

remotely access the Customer’s systems (e.g., the Customer’s operating systems). Accessing the 

Customer’s systems is only for the purpose of executing VLSB-related activities such as exporting the 

logs to the Virtustream-provided syslog server for log aggregation. 

The services listed below are for separate setup and update/upgrade of VLSB in the primary and 

secondary Virtustream data centers. The VLSB can be installed and configured in the Customer’s 

primary and secondary Virtustream data centers, or in the primary Virtustream data center only. The 

Customer’s secondary Virtustream data center is used for ongoing operation in case of disaster events 

and during scheduled disaster recovery (DR) exercises. VLSB services are billed only when systems are 

active in the associated data center. If no systems are active in the associated data center during a given 

billing period, then no VLSB service fees will be charged. 

2.3.4.1 VM-Level Security Bundle Primary System Setup (CS-TM-VLSB1-1T) 

The Customer will complete a Virtustream-provided specifications template, and Virtustream will deploy a 

Customer-specific VLSB environment with a Customer-specific policy configuration in the Customer’s 

primary Virtustream data center. VLSB setup includes the following: 

· A reporting console 

· Report delivery setup (for sending reports to the Customer POC) 

· Report cadence 

· Configuration of each of the VLSB services for the VMs, as defined by the Customer 

See CS-TM-VLSB2-1T below for VLSB setup in a DR location (i.e., the Customer’s secondary 

Virtustream data center). 
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NOTE: The bundle includes the services that are listed below. See the descriptions for each of 

these services for information about what Virtustream will provide for each service. 

Included 

· Anti-Virus Primary System (CS-TM-AV1-SYS) 

· Anti-Virus Managed Service (CS-TM-AV-SVC) 

· File Integrity Monitoring Primary System (CS-TM-FIM1-SYS) 

· File Integrity Monitoring Managed Service (CS-TM-FIM-SVC) 

· Intrusion Detection and Firewall Primary System (CS-TM-IDFW1-SYS) 

· Intrusion Detection and Firewall Managed Service (CS-TM-IDFW-SVC) 

 

Billing: One-time, per account 

2.3.4.2 VM-Level Security Bundle Primary System fee (CS-TM-VLSB1-SYS) 

Virtustream will apply threat updates (daily), patches (multiple times per week), minor service pack 

releases, major system upgrades, and changes for the VLSB system at the Customer’s primary 

Virtustream data center. Changes are limited to 10 per month across the Customer’s entire cloud 

environment, or as defined in the SOW. Threat updates are delivered daily to the Virtustream 

management console, and are propagated to Virtustream Customer environments throughout each day. 

See CS-TM-VLSB2-SYS for VLSB updating and upgrading in a DR location (i.e., the Customer’s 

secondary Virtustream data center). 

NOTE: The bundle includes the services that are listed below. See the descriptions for each of 

these services for information about what Virtustream will provide for each service. 

Included 

· Anti-Virus Primary System (CS-TM-AV1-SYS) 

· Anti-Virus Managed Service (CS-TM-AV-SVC) 

· File Integrity Monitoring Primary System (CS-TM-FIM1-SYS) 

· File Integrity Monitoring Managed Service (CS-TM-FIM-SVC) 

· Intrusion Detection and Firewall Primary System (CS-TM-IDFW1-SYS) 

· Intrusion Detection and Firewall Managed Service (CS-TM-IDFW-SVC) 

Billing: Monthly fee, per VM 

2.3.4.3 VM-Level Security Bundle Secondary System Setup (CS-TM-VLSB2-1T) 

The Customer will complete a Virtustream-provided specifications template, and Virtustream will deploy a 

Customer-specific VLSB environment with a Customer-specific policy configuration in the Customer’s 

primary Virtustream data center. VLSB setup includes the following: 

· A reporting console 
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· Report delivery setup (for sending reports to the Customer POC) 

· Report cadence 

· Configuration of each of the VLSB services for the VMs, as defined by the Customer 

NOTE: The bundle includes the services that are listed below. See the descriptions for each of 

these services for information about what Virtustream will provide for each service. 

Included 

· Anti-Virus Secondary System (CS-TM-AV2-SYS) 

· Anti-Virus Managed Service (CS-TM-AV-SVC) 

· File Integrity Monitoring Secondary System (CS-TM-FIM2-SYS) 

· File Integrity Monitoring Managed Service (CS-TM-FIM-SVC) 

· Intrusion Detection and Firewall Secondary System (CS-TM-IDFW2-SYS) 

· Intrusion Detection and Firewall Managed Service (CS-TM-IDFW-SVC) 

Billing: One-time, per account 

2.3.4.4 VM-Level Security Bundle Secondary System fee (CS-TM-VLSB2-SYS) 

Virtustream will apply threat updates (daily), patches (multiple times per week), minor service pack 

releases, major system upgrades, and changes for the VLSB system at the Customer’s secondary 

Virtustream data center. Changes are limited to 10 per month across the Customer’s entire cloud 

environment, or as defined in the SOW. Threat updates are delivered daily to the Virtustream 

management console, and are propagated to Virtustream Customer environments throughout each day. 

NOTE: The bundle includes the services that are listed below. See the descriptions for each of 

these services for information about what Virtustream will provide for each service. 

Included 

· Anti-Virus Secondary System (CS-TM-AV2-SYS) 

· Anti-Virus Managed Service (CS-TM-AV-SVC) 

· File Integrity Monitoring Secondary System (CS-TM-FIM2-SYS) 

· File Integrity Monitoring Managed Service (CS-TM-FIM-SVC) 

· Intrusion Detection and Firewall Secondary System (CS-TM-IDFW2-SYS) 

· Intrusion Detection and Firewall Managed Service (CS-TM-IDFW-SVC) 

Billing: Monthly fee, per VM 

2.3.4.5 VM-Level Security Bundle Service Fee (<101 VMs) (CS-TM-VLSBA-SVC) 

Ongoing monitoring of Customer VLSB system, including report delivery and distribution to the Customer 

POC(s), and alerting for protected VMs. 
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Billing: Monthly fee, per VM, for environments with fewer than 101 VMs 

2.3.4.6 VM-Level Security Bundle Service Fee (<1001 VMs) (CS-TM-VLSBB-SVC) 

Ongoing monitoring of Customer environment, including report delivery and distribution to the Customer 

POC(s), and alerting for protected VMs. 

Billing: Monthly fee, per VM, for environments with fewer than 1,001 VMs 

 

2.3.5 Encryption 

Virtustream provides targeted encryption within the CZ that includes encryption of selected directories, 

and/or databases at rest. This service does not include page/swap files, executable files, or system files. 

The data is encrypted when the service is deployed, and any ongoing data writes are also encrypted. This 

service also allows for policy-defined access restriction to data that is in protected directories. Reports 

containing encryption coverage and configuration information are available upon request. 

The Customer will need to create or provide an account with administrative credentials for Virtustream to 

remotely access the Customer’s systems (e.g., the Customer’s operating systems). Accessing the 

Customer’s systems is only for the purpose of executing Encryption-related activities. 

Virtustream can provide managed encryption at rest using AES-256 bit encryption, or the Customer can 

implement, use, and manage their own encryption tool, as agreed upon in the Customer’s SOW. 

NOTES: 

· Virtustream provides targeted directory-level encryption that meets HIPAA and PCI data protection 

requirements – via guard paths as specified by the Customer – as opposed to full disk encryption (FDE), 

which does not meet these data protection requirements. Virtustream does not provide full disk (whole disk) 

encryption. 

· Each Customer receives their own encryption key(s) and policies. These are segregated from other 

Customer keys and policies with strict access controls. 

· Encryption keys are specific to each Customer (i.e., not shared across Customers). 

 

2.3.5.1 Encryption Management System Setup (CS-ENC-SYSS-1T) 

Configuration of the Customer in the shared encryption management system (i.e., one tool that is used to 

manage encryption for all Virtustream Customers) to manage encryption agents. Upon request from the 

Customer via the Virtustream Service Desk, copies of the encryption keys can be securely provided to the 

Customer. Setup activities are as follows: 

· Configure the Customer’s Tenant Space in the encryption management system 

· Generate the Customer’s encryption keys using the encryption management system; Virtustream 

will hold the encryption keys 
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· Configure the access control policies for protected data, as defined by the Customer and provided 

to Virtustream via a Virtustream-provided template/form. 

Billing: One-time charge, per account 

Required 

· Encryption Management System Fee (CS-ENC-SYS-SYS) 

2.3.5.2 Encryption Management System Fee (CS-ENC-SYS-SYS) 

Virtustream will monitor and manage the operation of the encryption service and monitor for exceptions. If 

an exception is found, then Virtustream will notify the Customer POC within 24 hours. This service 

includes the following:  

· Provide encryption health reports (includes exceptions) as requested by the Customer with a limit 

of one per month 

· Provide continuous monitoring of the encryption health 

− Monitoring for ensuring that the encryption management system is operating within 

specifications 

− Customer agent is operating within specifications 

· Update encryption policies as requested by the Customer 

− Limited to five (5) changes per month per Customer account after onboarding period 

· Rotate key encryption keys 

− Limited to two (2) rotations per year on each key 

· Provide agent updates 

− Virtustream will monitor new agent releases and determine when agent updates are needed 

o Virtustream will plan and schedule updates with the Customer 

Billing: Monthly, per Customer account 

Required 

· Encryption Management System Setup (CS-ENC-SYSS-1T) 

2.3.5.3 Encryption Agent Setup  (CS-ENC-AGT-1T) 

Setup of encryption agent for each Customer-specified VM or pHANA appliance.  

“Agents” are software that resides on each VM or pHANA appliance that requires encryption capabilities. 

Agents enforce the encryption policy as defined in the encryption management system. 

Billing: One time, per VM or pHANA appliance 

Required 

If the Customer’s environment contains VMs: 

· Encryption Agent per VM (CS-ENC-AGT-MF) 

If the Customer’s environment contains pHANAs: 
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· Encryption Agent per Machine - pHANA (CS-ENC-AGP-MF) 

2.3.5.4 Encryption Agent per VM (CS-ENC-AGT-MF) 

Ongoing management of the encryption agents in the Customer’s environment. Agent policies will be 

configured to encrypt Customer-defined paths. 

Billing: Monthly, per VM on which the agent is installed 

Required 

· Encryption Agent Setup (CS-ENC-AGT-1T) 

2.3.5.5 Encryption Agent per Machine - pHANA (CS-ENC-AGP-MF) 

Ongoing management of the encryption agents in the Customer’s environment. Agent policies will be 

configured to encrypt Customer-defined paths. 

Billing: Monthly, per physical HANA appliance on which the agent is installed 

Required 

· Encryption Agent Setup (CS-ENC-AGT-1T) 

 

2.3.6 Vulnerability Scanning 

Virtustream offers a service for scanning Customer systems (operating systems and the network) for 

common vulnerabilities via a scanner that is deployed in the Customer’s network (i.e., the CZ). 

Vulnerability detection can be performed via credentialed login by the scanner, or by scanning a range of 

common ports and attempting to identify the underlying operating system. Virtustream recommends 

credentialed scans because they are more detailed, the results are more accurate, and the scan is 

less likely to impact services that are operational because all open ports do not have to be probed 

repeatedly. 

The monthly vulnerability scanning report(s) that the Customer receives will include severity levels (e.g., 

Critical, High, Medium, and Low) and remediation details for each vulnerability that is found. 

NOTES: 

· The scans will target the network and operating systems, excluding databases and/or web applications. 

The Cloud Platform is segmented to each Customer’s CZ, and is not shared between Customers. 

· Vulnerabilities that require zero-day (i.e., the vulnerability has just been detected and there is no known fix 

yet)/24-hour response time must be exposed to the Internet to be deemed by Virtustream’s Security team 

to be “Critical” in order to apply a patch to remedy the vulnerability. If a specific vulnerability is deemed to 

pose a critical threat to the Customer, as defined by Common Vulnerability Scoring System (CVSS) and 

additional architectural exposure factors (e.g., vulnerabilities that pose a significant threat to the Cloud 

Platform or the entire Customer environment), then every attempt will be made to coordinate out-of-cycle 

patching windows with the Customer. 
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Assumptions 

· For credentialed scanning, the Customer must provide Virtustream with an account for accessing 

the Customer’s systems (e.g., the Customer’s operating systems) in order to perform the 

vulnerability scans. 

· IP ranges for subnets that require scanning will be provided to Virtustream by the Customer. 

Virtustream will work with the Customer to obtain the IP ranges. 

· List of sensitive systems or systems that should be excluded from scanning will be provided by the 

Customer. 

· Any additional scans, reports, or troubleshooting (e.g., OS upgrade, assisting Customer with 

troubleshooting) that is beyond the scope of what is defined in the SOW will be billed on a Time 

and Materials basis. 

· Point of Contact (POC) list of Customer contacts will be provided to Virtustream to ensure that we 

can quickly access (via email or phone) the appropriate parties when building and maintaining the 

Vulnerability Scanning platform and architecture, and to whom the scanning reports need to be 

sent (e.g., primary and secondary contacts, such as a Windows administrator and a Linux 

administrator). 

· The Customer must provide to Virtustream a security-specific Point of Contact (POC) list to ensure 

that Virtustream can quickly access (via email or phone) the appropriate parties when setting up, 

executing, and maintaining security services – e.g., sending reports to primary and secondary 

security contacts and other appropriate contacts, such as a Windows administrator and a Linux 

administrator. 

· Virtustream will perform all maintenance on the vulnerability scanning system during a Virtustream-

defined maintenance window. This window will be a maximum of two (2) hours per week. 

· Vulnerability scanners and vulnerability management infrastructure will be managed and 

maintained by Virtustream. 

· Patching of all Customer systems is the Customer’s responsibility. Virtustream offers an optional 

managed service to provide patching of some Customer systems, such as operating systems. See 

the Virtustream AMS Service Description for details. 

· With exception of vulnerabilities that are categorized as Critical, information and actions to 

implement for risk acceptance or adjustment should be consolidated into a single monthly request 

that the Customer submits via the appropriate method – Virtustream Service Desk, Customer 

Service Portal, or other Virtustream-specified method. Critical vulnerabilities will be prioritized for 

implementation of adjustments. 

· Compliance scans are only available for devices for which vendor-supplied baselines (e.g., an audit 

file for a framework, such as PCI for a Windows 2012 server) are available for configuration audits. 

NOTE: For public sector Customers, if the Customer does not provide credentials in order to 

perform the vulnerability scan, then Virtustream will not be able to perform STIG or SCAP 

compliance scans. 
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RACI for Vulnerability Scanning 

Task Customer Virtustream 

Provide Point of Contact (POC) list of Customer contacts to Virtustream for 
accessing the appropriate subject matter experts with any questions that are 
related to vulnerability scanning and the Customer’s environment 

R, A C, I 

Provide contact information (i.e., an email address, other contact information) 
for the person or persons who will receive the vulnerability scanning reports – 
primary and secondary contacts, such as a Security team member and a 
Windows administrator). 

R, A C, I 

Provide IP ranges for subnets that require scanning * R, A C, I 

Provide network diagrams (if applicable, such as if the CZ has been 
customized) 

R, A C, I 

Review network diagrams to determine correct placement for the vulnerability 
scanners (if applicable) 

C, I R, A 

Implement vulnerability scanners within the Customer’s environment where 
appropriate, as defined in the SOW 

C, I R, A 

Provide list of sensitive systems or any systems that should be excluded from 
vulnerability scanning 

R, A C, I 

If credentialed scans will be used, then create and provide an account with 

login credentials for Virtustream to remotely access the Customer’s systems in 
order to perform the vulnerability scans 

R, A C, I 

Send the vulnerability scanning reports to the Customer-designated contact(s) C, I R, A 

Review vulnerability scanning reports and determine appropriate adjustments 
or actions to implement to mitigate risk. 

R, A C, I 

Submit ticket to the Virtustream Service Desk that lists the actions or 
adjustments that need to be implemented as a result of the vulnerability 
scanning findings. 

R, A C, I 

Implement actions or adjustments that are requested by the Customer C, I R, A 

Perform non-infrastructure patching that is related to vulnerability scanning ** R, A C, I 

Manage and maintain vulnerability scanners and vulnerability management 
infrastructure 

C, I R, A 

Perform vulnerability scanning maintenance within the maintenance window 
(maximum of two hours per week) 

C, I R, A 

* Virtustream will work with the Customer to obtain the IP ranges. 

** Virtustream offers an optional managed service to provide patching of some Customer systems, such 

as operating systems. See the Virtustream AMS Service Description for details. 

2.3.6.1 Vulnerability Scanning System Setup (CS-VS-IP-1T) 

Configuration of the Customer in the shared vulnerability scanning system (i.e., one tool that is used to 

manage vulnerability scanning for all Virtustream Customers) to manage networking and credential 

details. 
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· Create the Customer’s Tenant Space (the object in the vulnerability scanning system that 

represents the Customer’s network) and populate the Tenant Space with the Customer-provided IP 

ranges and exclusion list 

· Create scan engine virtual machine and pair with the vulnerability management console 

· Define schedule (per the SOW) and report templates 

Billing: One-time charge, per account 

Required 

· Vulnerability Scanning Managed Service - non Public IP (CS-VS-NPIP-SVC) 

Or 

· Vulnerability Scanning Managed Service - Public IP (CS-VS-PIP-SVC) 

2.3.6.2 Vulnerability Scanning Managed Service - non Public IP (CS-VS-NPIP-SVC) 

This service scans non-public IP endpoints within the Customer's POC Virtustream environment and 

generates reports on possible network vulnerabilities based on recognized signatures. Virtustream will 

configure an OS vulnerability scan of the Customer’s environment and ensure that all identified systems 

are being scanned. Virtustream will conduct these scans based on a mutually-agreed upon schedule as 

defined in the SOW.  

Two reports will be delivered to the designated Customer POC: a high-level overview and a detailed 

report. Virtustream will deliver the reports based on a mutually-agreed upon schedule as defined in the 

SOW. One report will be in PDF format, and serves as a high-level overview of the Customer’s 

environment and the other report is in .csv format, which includes details of the specific vulnerabilities. 

Virtustream security personnel will review the vulnerabilities with the Customer to understand and 

prioritize any issues found by the scan. At least one security analyst will meet via real-time audio and 

visual presentation with the Customer, at a mutually agreed-upon date and time, to discuss 

recommended actions for remediation of vulnerabilities. 

In summary, this managed service includes the following: 

· Authenticated or non-authenticated OS-level scanning and network vulnerability discovery 

· Up-to-date vulnerability signature detections 

· Monthly report delivery with recommended prioritization for remediation 

· Monthly 30-minute review of all findings (i.e., aggregate findings for all IP addresses that are being 

monitored) with Virtustream security personnel as detailed in each Customer’s SOW (additional 

review time may be offered depending upon the total number of IP addresses that are being 

monitored) 

Billing: Monthly, per non-public IP address 

2.3.6.3 Vulnerability Scanning Managed Service - Public IP (CS-VS-PIP-SVC) 

This service scans public IP endpoints within the Customer's Virtustream environment and generates 

reports on possible network vulnerabilities based on recognized signatures. Virtustream will configure an 

OS vulnerability scan of the Customer’s environment and ensure that all identified systems are being 
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scanned. Virtustream will conduct these scans based on a mutually-agreed upon schedule as defined in 

the SOW. 

Two reports will be delivered to the designated Customer POC: a high-level overview and a detailed 

report. Virtustream will deliver the reports based on a mutually-agreed upon schedule as defined in the 

SOW. One report will be in PDF format, and serves as a high-level overview of the Customer’s 

environment and the other report is in .csv format, which includes details of the specific vulnerabilities. 

Virtustream security personnel will review the vulnerabilities with the Customer to understand and 

prioritize any issues found by the scan. At least one security analyst will meet via real-time audio and 

visual presentation with the Customer, at a mutually agreed-upon date and time, to discuss 

recommended actions for remediation of vulnerabilities. 

In summary, this managed service includes the following: 

· Non-authenticated network discovery and vulnerability scanning 

· Up-to-date vulnerability signature detections 

· Monthly report delivery with recommended prioritization for remediation 

· Monthly 30-minute review of all findings (i.e., aggregate findings for all IP addresses that are being 

monitored) with Virtustream security personnel as detailed in each Customer’s SOW (additional 

review time may be offered depending upon the total number of IP addresses that are being 

monitored) 

Billing: Monthly, per public IP address 

2.3.6.4 Vulnerability Scanning Remedial Ad Hoc Scan (CS-VS-NPIP-AH) 

Virtustream will perform ad hoc vulnerability scans on the Customer’s environment, as defined in the 

Customer’s SOW. Up to four (4) ad hoc scans will be performed per month. The Customer will submit 

each request for an ad hoc scan via the Virtustream Service Desk. Virtustream will use best efforts to 

complete the scan within three business days of receipt of the request. Virtustream will conduct a 30-

minute review with the Customer; at least one security analyst will meet via real-time audio and visual 

presentation with the Customer, at a mutually agreed-upon date and time, to discuss recommended 

actions for remediation of vulnerabilities. 

Billing: One-time charge, per vulnerability scan 

2.3.7 Log Management Service 

The Log Management Service provides for aggregation of the following: 

· All operating system logs 

· Alerts from AV/AM, IDS and Firewall, FIM, and VLSB security services that are provided by 

Virtustream 

· Logs from any application that the Customer configures to export to a Virtustream-provided system 

log (syslog) server 
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As part of the Log Management Service, the Virtustream SIOC reviews the aggregated logs for alerting 

and Customer notification purposes – i.e., Virtustream receives the alert, validates it, and notifies the 

customer POC of validated alerts. The aggregated logs can be extracted and provided to the Customer 

for responding appropriately to requests for Legal purposes/forensic examination. Services relating to 

forensic examination can be provided for an additional charge. 

The Customer will need to create or provide an account with administrative credentials for Virtustream to 

remotely access the Customer’s systems (e.g., the Customer’s operating systems) in order to install the 

necessary agents. Accessing the Customer’s systems is only for the purpose of installing the agents to 

collect and export the logs to the Virtustream-provided syslog server for log aggregation. 

Logs are reviewed daily during business hours by the Virtustream SIOC for suspicious activity, which will 

be reported to contacts as defined in the Customer’s SOW. This does not include any attempts at 

forensics or mitigation; Virtustream will detect and alert only. 

Logs are storage-based and therefore, there is no defined retention policy for logs. If logs need to be 

stored for a specific amount of time, such as one year, then Virtustream recommends that the Customer 

use and maintain their own logs. 

Customers do not have access to the aggregated logs on the Virtustream-provided server. Customers 

can log in to their VMs to retrieve and review logs. Customers will have to set up their own syslog server 

and direct the VMs to export the logs to the Customer’s syslog server in order to access aggregated logs. 

   

2.3.7.1 Log Management System Setup (CS-VS-LM-1T) 

Virtustream will install and configure the log management system, which includes deployment of log 

aggregation VMs in the Customer’s environment and creation of the Customer’s Tenant Space in the log 

management tool. 

NOTE: Virtustream currently does not provide time-based (capacity-based) log retention. Also, due 

to the licensing agreement for the log management tool, Virtustream cannot transmit aggregate log 

data to the Customer. 

Billing: One-time charge, per system 

2.3.7.2 Log Management System Fee (CS-VS-LM-SYS) 

Fee for the log aggregation system, which provides up to 5 GB total aggregate log volume per day for all 

identified Customer systems, including Virtustream-provided security services (i.e., IDS and Firewall, 

AV/AM, FIM, or VLSB).  

Billing: Monthly fee, per system 

Required 

· Log Management System Setup (CS-VS-LM-1T) 
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NOTE: The service has a 5 GB upper limit for the total aggregate log volume per day for all 

managed VMs. Logging will work if volume exceeds license (a “violation”), but searching will not 

work. Five (5) license violations are allowed per month. The Customer will be billed for additional 

charges after five violations, and Virtustream will monitor and advise the Customer when additional 

log capacity licenses or tuning of logging devices will be necessary. 

2.3.7.3 Managed Log Management Service Setup (CS-VS-MLM-1T) 

Setup of the Log Management service includes secure deployment of logging agents to identified 

Customer systems, and configuration of any applications that export logs to a syslog server, for log 

aggregation. Setup also includes configuration of VLSB (either the individually-purchased components – 

AV/AM, FIM, and/or IDS and Firewall – or the full VLSB suite) to integrate with the Log Management 

service. 

Billing: One-time charge, per VM 

2.3.7.4 Managed Log Management Service (CS-VS-MLM-SVC) 

Per-VM fee for the log aggregation service, which includes patching, upgrades and maintenance of the 

logging agent across all VMs. 

Billing: Monthly fee, per VM 

Required 

· Managed Log Management Service Setup (CS-VS-MLM-1T) 

 

2.3.8 Two-Factor Authentication (2FA) 

Virtustream uses mandatory strong two-factor authentication (2FA) to securely access the Virtustream 

Portal for servicing needs with regard to the Customer’s environment. 

2.3.8.1 2FA Virtustream Portal Token Issue (CS-2F-VPT-1T) 

Virtustream will register and issue 2FA tokens for Virtustream employees (support teams) to securely 

access the Virtustream Portal to service the Customer’s environment. 

Billing: One-time charge when the token is issued (enrolled) 

NOTE: Customer gets two (2) tokens for free. 

2.3.8.2 2FA Virtustream Portal Token Fee (CS-2F-VPT-MF) 

Fee for ongoing use of each 2FA token for the Virtustream Portal.  

Billing: Monthly fee for tokens used to access the Virtustream Portal 
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NOTE: Customer gets two (2) tokens for free. 

Required 

· 2FA Virtustream Portal Token Issue (CS-2F-VPT-1T) 

 

2.4 Colocation 

Virtustream provides its cloud platform services via the data centers listed in the subsections below. In 

addition, Virtustream provides colocation space for Customer equipment. 

2.4.1 US Data Center 1 (Washington, DC) 

NOTE: US Data Center 1 – USDC1 – only supports existing Virtustream customers that need to 

expand their existing environment within this data center. 

2.4.2 US Data Center 2 (San Francisco, CA) 

2.4.2.1 Fiber Cross Connect - USDC2 - Installation (DC-NWU2-XCF-1T) 

Virtustream will install fiber Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 

Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 10Gbs 

Transmission Distance. Virtually unlimited within the data center 

Billing: One-time charge per Cross Connect 

2.4.2.2 Fiber Cross Connect - USDC2 (DC-NWU2-XCF-MF) 

Virtustream will manage the fiber Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center. 

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 
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Billing: Monthly, per Cross Connect 

Required 

· Fiber Cross Connect - USDC2 - Installation (DC-NWU2-XCF-1T) 

2.4.2.3 Copper Cross Connect - USDC2 - Installation (DC-NWU2-XCC-1T) 

Virtustream will install copper Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 1Gbs 

Transmission Distance. Up to 300 feet within the data center. Due to wiring channel locations and other 

factors, the wiring distance between data center racks may be substantially longer than a simple straight 

line.  

Billing: One-time charge per Cross Connect 

2.4.2.4 Copper Cross Connect - USDC2 (DC-NWU2-XCC-MF) 

Virtustream will manage the copper Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Billing: Monthly, per Cross Connect 

Required 

· Copper Cross Connect - USDC2 - Installation (DC-NWU2-XCC-1T) 

2.4.2.5 Rack Installation - USDC2 (DC-RKU2-RK-1T) 

This service provides installation of a 42-unit (42U) rack, 2x power distribution unit (PDU), and power 

installation. 

Billing: One-time, per 42U rack unit 
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2.4.2.6 Rackspace - 42U - USDC2 (DC-RKU2-RK-42U) 

Provides data center space for hosting a dedicated, single-tenant rack. Each rack provides 40 rack units 

(RU) of useable space, and can support a maximum power draw of 20 kW.  

Billing: Monthly, per rack space 

Required 

· Rackpower - Per kW – USDC2 (DC-PWU2-KW-42U) 

2.4.2.7 Rackpower - Per kW - USDC2 (DC-PWU2-KW-42U) 

Provides power to devices in the dedicated, single-tenant rack (DC-RKU2-RK-42U). Billed as a fixed fee 

on a monthly basis. If additional power is used within a month, then there will be an additional charge at 

the agreed fee per kW.  

Billing: Monthly, per kW 

Required 

· Rack Installation – USDC2 (DC-RKU2-RK-1T) 

· Rackspace – 42U – USDC2 (DC-RKU2-RK-42U) 

2.4.2.8 Hotel Rack (1U) - Managed Colo - USDC2 (DC-RKU2-RK-HR) 

This service provides the Customer with one (1) rack unit (RU) within a shared, 42-unit rack in a 

Virtustream data center. Included with this service are 2x 1G Copper interfaces. 

Billing: Monthly, per 1U slot 

2.4.2.9 Equipment Deployment - Per equipment - USDC2 (DC-RKU2-DLP-1T) 

Virtustream will deploy equipment, which includes two (2) hours for deployment time. Thereafter, 

Virtustream charges per time and material using the appropriate remote eyes and hand’s service (DC-

SVC-REU2-AH). 

Billing: One-time charge, per equipment deployment 

2.4.3 US Data Center 3 (Las Vegas, NV) 

2.4.3.1 Fiber Cross Connect - USDC3 - Installation (DC-NWU3-XCF-1T) 

Virtustream will install fiber Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 
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Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 10Gbs 

Transmission Distance. Virtually unlimited within the data center 

Billing: One-time charge per Cross Connect 

2.4.3.2 Fiber Cross Connect - USDC3 (DC-NWU3-XCF-MF) 

Virtustream will manage the fiber Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 

Billing: Monthly, per Cross Connect 

Required 

· Fiber Cross Connect - USDC3 - Installation (DC-NWU3-XCF-1T) 

2.4.3.3 Copper Cross Connect - USDC3 - Installation (DC-NWU3-XCC-1T) 

Virtustream will install copper Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 1Gbs 

Transmission Distance. Up to 300 feet within the data center. Due to wiring channel locations and other 

factors, the wiring distance between data center racks may be substantially longer than a simple straight 

line.  

Billing: One-time charge per Cross Connect 

2.4.3.4 Copper Cross Connect - USDC3 (DC-NWU3-XCC-MF) 

Virtustream will manage the copper Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center. 
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The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Billing: Monthly, per Cross Connect 

Required 

· Copper Cross Connect - USDC3 - Installation (DC-NWU3-XCC-1T) 

2.4.3.5 Rack Installation - USDC3 (DC-RKU3-RK-1T) 

This service provides installation of a 42-unit (42U) rack, 2x power distribution unit (PDU), and power 

installation. 

Billing: One-time, per 42U rack unit 

2.4.3.6 Rackspace - 42U - USDC3 (DC-RKU3-RK-42U) 

Provides data center space for hosting a dedicated, single-tenant rack. Each rack provides 40 rack units 

(RU) of useable space, and can support a maximum power draw of 20 kW.  

Billing: Monthly, per rack space 

Required 

· Rackpower - Per kW – USDC3 (DC-PWU3-KW-42U) 

2.4.3.7 Rackpower - Per kW - USDC3 (DC-PWU3-KW-42U) 

Provides power to devices in the dedicated, single-tenant rack (DC-RKU3-RK-42U). Billed as a fixed fee 

on a monthly basis. If additional power is used within a month, then there will be an additional charge at 

the agreed fee per kW.  

Billing: Monthly, per kW 

Required 

· Rack Installation – USDC3 (DC-RKU3-RK-1T) 

· Rackspace – 42U – USDC3 (DC-RKU3-RK-42U) 

2.4.3.8 Hotel Rack (1U) - Managed Colo - USDC3 (DC-RKU3-RK-HR) 

This service provides the Customer with one (1) rack unit (RU) within a shared, 42-unit rack in a 

Virtustream data center. Included with this service are 2x 1G Copper interfaces. 

Billing: Monthly, per 1U slot 

2.4.3.9 Equipment Deployment - Per equipment - USDC3  (DC-RKU3-DLP-1T) 

Virtustream will deploy equipment, which includes two (2) hours for deployment time. Thereafter, 

Virtustream charges per time and material using the appropriate remote eyes and hand’s service (DC-

SVC-REU3-AH). 
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Billing: One-time charge, per equipment deployment 

 

2.4.4 US Data Center 4 (Sterling, VA) 

2.4.4.1 Fiber Cross Connect - USDC4 - Installation (DC-NWU4-XCF-1T) 

Virtustream will install fiber Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 

Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 10Gbs 

Transmission Distance. Virtually unlimited within the data center 

Billing: One-time charge per Cross Connect 

2.4.4.2 Fiber Cross Connect - USDC4 (DC-NWU4-XCF-MF) 

Virtustream will manage the fiber Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 

Billing: Monthly, per Cross Connect 

Required 

· Fiber Cross Connect - USDC4 - Installation (DC-NWU4-XCF-1T) 

2.4.4.3 Copper Cross Connect - USDC4 - Installation (DC-NWU4-XCC-1T) 

Virtustream will install copper Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 
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Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 1Gbs 

Transmission Distance. Up to 300 feet within the data center. Due to wiring channel locations and other 

factors, the wiring distance between data center racks may be substantially longer than a simple straight 

line.  

Billing: One-time charge per Cross Connect 

2.4.4.4 Copper Cross Connect - USDC4 (DC-NWU4-XCC-MF) 

Virtustream will manage the copper Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Billing: Monthly, per Cross Connect 

Required 

· Copper Cross Connect - USDC4 - Installation (DC-NWU4-XCC-1T) 

2.4.4.5 Rack Installation - USDC4 (DC-RKU4-RK-1T) 

This service provides installation of a 42-unit (42U) rack, 2x power distribution unit (PDU), and power 

installation. 

Billing: One-time, per 42U rack unit 

2.4.4.6 Rackspace - 42U - USDC4 (DC-RKU4-RK-42U) 

Provides data center space for hosting a dedicated, single-tenant rack. Each rack provides 40 rack units 

(RU) of useable space, and can support a maximum power draw of 20 kW.  

Billing: Monthly, per rack space 

Required 

· Rackpower - Per kW – USDC4 (DC-PWU4-KW-42U) 

2.4.4.7 Rackpower - Per kW - USDC4 (DC-PWU4-KW-42U) 

Provides power to devices in the dedicated, single-tenant rack (DC-RKU4-RK-42U). Billed as a fixed fee 

on a monthly basis. If additional power is used within a month, then there will be an additional charge at 

the agreed fee per kW.  

Billing: Monthly, per kW 
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Required 

· Rack Installation – USDC4 (DC-RKU4-RK-1T) 

· Rackspace – 42U – USDC4 (DC-RKU4-RK-42U) 

2.4.4.8 Hotel Rack (1U) - Managed Colo - USDC4 (DC-RKU4-RK-HR) 

This service provides the Customer with one (1) rack unit (RU) within a shared, 42-unit rack in a 

Virtustream data center. Included with this service are 2x 1G Copper interfaces. 

Billing: Monthly, per 1U slot 

2.4.4.9 Equipment Deployment - Per equipment - USDC4 (DC-RKU4-DLP-1T) 

Virtustream will deploy equipment, which includes two (2) hours for deployment time. Thereafter, 

Virtustream charges per time and material using the appropriate remote eyes and hand’s service (DC-

SVC-REU4-AH). 

Billing: One-time charge, per equipment deployment 

 

2.4.5 US Data Center 5 (Dulles, VA) 

2.4.5.1 Fiber Cross Connect - USDC5 - Installation (DC-NWU5-XCF-1T) 

Virtustream will install fiber Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 

Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 10Gbs 

Transmission Distance. Virtually unlimited within the data center 

Billing: One-time charge per Cross Connect 

2.4.5.2 Fiber Cross Connect - USDC5 (DC-NWU5-XCF-MF) 

Virtustream will manage the fiber Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center.  
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The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 

Billing: Monthly, per Cross Connect 

Required 

· Fiber Cross Connect - USDC5 - Installation (DC-NWU5-XCF-1T) 

2.4.5.3 Copper Cross Connect - USDC5 - Installation (DC-NWU5-XCC-1T) 

Virtustream will install copper Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 1Gbs 

Transmission Distance. Up to 300 feet within the data center. Due to wiring channel locations and other 

factors, the wiring distance between data center racks may be substantially longer than a simple straight 

line.  

Billing: One-time charge per Cross Connect 

2.4.5.4 Copper Cross Connect - USDC5  (DC-NWU5-XCC-MF) 

Virtustream will manage the copper Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Billing: Monthly, per Cross Connect 

Required 

· Copper Cross Connect - USDC5 - Installation (DC-NWU5-XCC-1T) 

2.4.5.5 Rack Installation - USDC5 (DC-RKU5-RK-1T) 

This service provides installation of a 42-unit (42U) rack, 2x power distribution unit (PDU), and power 

installation. 

Billing: One-time, per rack unit 
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2.4.5.6 Rackspace - 42U - USDC5 (DC-RKU5-RK-42U) 

Provides data center space for hosting a dedicated, single-tenant rack. Each rack provides 40 rack units 

(RU) of useable space, and can support a maximum power draw of 20 kW.  

Billing: Monthly, per rack space 

Required 

· Rackpower - Per kW – USDC5 (DC-PWU5-KW-42U) 

2.4.5.7 Rackpower - Per kW - USDC5 (DC-PWU5-KW-42U) 

Provides power to devices in the dedicated, single-tenant rack (DC-RKU5-RK-42U). Billed as a fixed fee 

on a monthly basis. If additional power is used within a month, then there will be an additional charge at 

the agreed fee per kW.  

Billing: Monthly, per kW 

Required 

· Rack Installation – USDC5 (DC-RKU5-RK-1T) 

· Rackspace – 42U – USDC5 (DC-RKU5-RK-42U) 

2.4.5.8 Hotel Rack (1U) - Managed Colo - USDC5 (DC-RKU5-RK-HR) 

This service provides the Customer with one (1) rack unit (RU) within a shared, 42-unit rack in a 

Virtustream data center. Included with this service are 2x 1G Copper interfaces. 

Billing: Monthly, per 1U slot 

2.4.5.9 Equipment Deployment - Per equipment - USDC5 (DC-RKU5-DLP-1T) 

Virtustream will deploy equipment, which includes two (2) hours for deployment time. Thereafter, 

Virtustream charges per time and material using the appropriate remote eyes and hand’s service (DC-

SVC-REU5-AH). 

Billing: One-time charge, per equipment deployment 

 

2.4.6 US Data Center 6 (Pittsburgh, PA) 

2.4.6.1 Fiber Cross Connect - USDC6 - Installation (DC-NWU6-XCF-1T) 

Virtustream will install fiber Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 
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Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 10Gbs 

Transmission Distance. Virtually unlimited within the data center 

Billing: One-time charge per Cross Connect 

2.4.6.2 Fiber Cross Connect - USDC6 (DC-NWU6-XCF-MF) 

Virtustream will manage the fiber Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 

Billing: Monthly, per Cross Connect 

Required 

· Fiber Cross Connect - USDC6 - Installation (DC-NWU6-XCF-1T) 

2.4.6.3 Copper Cross Connect - USDC6 - Installation (DC-NWU6-XCC-1T) 

Virtustream will install copper Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 1Gbs 

Transmission Distance. Up to 300 feet within the data center. Due to wiring channel locations and other 

factors, the wiring distance between data center racks may be substantially longer than a simple straight 

line.  

Billing: One-time charge per Cross Connect 

2.4.6.4 Copper Cross Connect - USDC6  (DC-NWU6-XCC-MF) 

Virtustream will manage the copper Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center. 
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The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Billing: Monthly, per Cross Connect 

Required 

· Copper Cross Connect - USDC6 - Installation (DC-NWU6-XCC-1T) 

2.4.6.5 Rack Installation - USDC6 (DC-RKU6-RK-1T) 

This service provides installation of a 42-unit (42U) rack, 2x power distribution unit (PDU), and power 

installation. 

Billing: One-time, per 42U rack unit 

2.4.6.6 Rackspace - 42U - USDC6 (DC-RKU6-RK-42U) 

Provides data center space for hosting a dedicated, single-tenant rack. Each rack provides 40 rack units 

(RU) of useable space, and can support a maximum power draw of 20 kW.  

Billing: Monthly, per rack space 

Required 

· Rackpower - Per kW – USDC6 (DC-PWU6-KW-42U) 

2.4.6.7 Rackpower - Per kW - USDC6 (DC-PWU6-KW-42U) 

Provides power to devices in the dedicated, single-tenant rack (DC-RKU6-RK-42U). Billed as a fixed fee 

on a monthly basis. If additional power is used within a month, then there will be an additional charge at 

the agreed fee per kW.  

Billing: Monthly, per kW 

Required 

· Rack Installation - USDC6 (DC-RKU6-RK-1T) 

· Rackspace - 42U - USDC6 (DC-RKU6-KW-42U) 

2.4.6.8 Hotel Rack (1U) - Managed Colo - USDC6 (DC-RKU6-RK-HR) 

This service provides the Customer with one (1) rack unit (RU) within a shared, 42-unit rack in a 

Virtustream data center. Included with this service are 2x 1G Copper interfaces. 

Billing: Monthly, per 1U slot 

2.4.6.9 Equipment Deployment - Per equipment - USDC6 (DC-RKU6-DLP-1T) 

Virtustream will deploy equipment, which includes two (2) hours for deployment time. Thereafter, 

Virtustream charges per time and material using the appropriate remote eyes and hand’s service (DC-

SVC-REU6-AH). 
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Billing: One-time charge, per equipment deployment 

 

2.4.7 UK Data Center 1 (London, UK) 

2.4.7.1 Fiber Cross Connect - UKDC1 - Installation (DC-NWG1-XCF-1T) 

Virtustream will install fiber Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 

Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 10Gbs 

Transmission Distance. Virtually unlimited within the data center 

Billing: One-time charge per Cross Connect 

2.4.7.2 Fiber Cross Connect - UKDC1 (DC-NWG1-XCF-MF) 

Virtustream will manage the fiber Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 

Billing: Monthly, per Cross Connect 

Required 

· Fiber Cross Connect - UKDC1 - Installation (DC-NWG1-XCF-1T) 

2.4.7.3 Copper Cross Connect - UKDC1 - Installation (DC-NWG1-XCC-1T) 

Virtustream will install copper Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 
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Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 1Gbs 

Transmission Distance. Up to 300 feet within the data center. Due to wiring channel locations and other 

factors, the wiring distance between data center racks may be substantially longer than a simple straight 

line.  

Billing: One-time charge per Cross Connect 

Required 

· Copper Cross Connect - UKDC1 (DC-NWG1-XCC-MF) 

2.4.7.4 Copper Cross Connect - UKDC1 (DC-NWG1-XCC-MF) 

Virtustream will manage the copper Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Billing: Monthly, per Cross Connect 

Required 

· Copper Cross Connect - UKDC1 - Installation (DC-NWG1-XCC-1T) 

2.4.7.5 Rack Installation - UKDC1 (DC-RKG1-RK-1T) 

This service provides installation of a 42-unit (42U) rack, 2x power distribution unit (PDU), and power 

installation. 

Billing: One-time, per 42U rack unit 

2.4.7.6 Rackspace - 42U - UKDC1 (DC-RKG1-RKS-42U) 

Provides data center space for hosting a dedicated, single-tenant rack. Each rack provides 40 rack units 

(RU) of useable space, and can support a maximum power draw of 20 kW.  

Billing: Monthly, per rack space 

Required 

· Rackpower - Per kW – UKDC1 (DC-PWG1-KW-42U) 

2.4.7.7 Rackpower - Per kW - UKDC1 (DC-PWG1-KW-42U) 

Provides power to devices in the dedicated, single-tenant rack (DC-RKG1-RK-42U). Billed as a fixed fee 

on a monthly basis. If additional power is used within a month, then there will be an additional charge at 

the agreed fee per kW.  
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Billing: Monthly, per kW 

Required 

· Rack Installation - UKDC1 (DC-RKG1-RK-1T) 

· Rackspace - 42U - UKDC1 (DC-RKG1-RKS-42U) 

2.4.7.8 Hotel Rack (1U) - Managed Colo - UKDC1 (DC-RKG1-RK-HR) 

This service provides the Customer with one (1) rack unit (RU) within a shared, 42-unit rack in a 

Virtustream data center. Included with this service are 2x 1G Copper interfaces. 

Billing: Monthly, per 1U slot 

2.4.7.9 Equipment Deployment - Per equipment - UKDC1 (DC-RKG1-DLP-1T) 

Virtustream will deploy equipment, which includes two (2) hours for deployment time. Thereafter, 

Virtustream charges per time and material using the appropriate remote eyes and hand’s service (DC-

SVC-REG1-AH). 

Billing: One-time charge, per equipment deployment 

2.4.7.10 Colo - Rack (1U) - 265W Power - UKDC1 (DC-RKG1-RKW-HR) 

Provides 2x 1G Copper interfaces per rack unit. 

Billing: Monthly, per rack unit 

Required 

· Remote eyes and hands - UKDC1 (1 Hour) (DC-SVC-REG1-AH) 

 

 

2.4.8 UK Data Center 2 (London, UK) 

NOTE: This data center is typically only used for colocation of Customer equipment. 

2.4.8.1 Fiber Cross Connect Installation - UKDC2 (DC-NWG2-XCF-1T) 

Virtustream will install fiber Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 
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Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 10Gbs 

Transmission Distance. Virtually unlimited within the data center 

Billing: One-time charge per Cross Connect 

2.4.8.2 Fiber Cross Connect - UKDC2 (DC-NWG2-XCF-MF) 

Virtustream will manage the fiber Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 

Billing: Monthly, per Cross Connect 

Required 

· Fiber Cross Connect Installation - UKDC2 (DC-NWG2-XCF-1T) 

2.4.8.3 Copper Cross Connect - UKDC2 - Installation (DC-NWG2-XCC-1T) 

Virtustream will install copper Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 1Gbs 

Transmission Distance. Up to 300 feet within the data center. Due to wiring channel locations and other 

factors, the wiring distance between data center racks may be substantially longer than a simple straight 

line.  

Billing: One-time charge per Cross Connect 

Required 

· Copper Cross Connect - UKDC2 (DC-NWG2-XCC-MF) 
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2.4.8.4 Copper Cross Connect - UKDC2 (DC-NWG2-XCC-MF) 

Virtustream will manage the copper Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Billing: Monthly, per Cross Connect 

Required 

· Copper Cross Connect - UKDC2 - Installation (DC-NWG2-XCC-1T) 

2.4.8.5 Rack Installation - UKDC2 (DC-RKG2-RK-1T) 

This service provides installation of a 42-unit (42U) rack, 2x power distribution unit (PDU), and power 

installation. 

Billing: One-time, per 42U rack unit 

2.4.8.6 Rackspace - 42U - UKDC2 - CAP (DC-RKG2-RKS-20U) 

Provides data center space for hosting a dedicated, single-tenant rack. Each rack provides 40 rack units 

(RU) of useable space, and can support a maximum power draw of 20 kW.  

Billing: Monthly, per rack space 

 

2.4.9 UK Data Center 3 (London, UK) 

2.4.9.1 Fiber Cross Connect - UKDC3 - CAP - Installation (DC-NWG4-XCF-1T) 

Virtustream will install fiber Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 

Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 10Gbs 

Transmission Distance. Virtually unlimited within the data center 

Billing: One-time charge per Cross Connect 
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2.4.9.2 Fiber Cross Connect - UKDC3 - CAP (DC-NWG4-XCF-MF) 

Virtustream will manage the fiber Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 

Billing: Monthly, per Cross Connect 

Required 

· Fiber Cross Connect - UKDC3 - CAP - Installation (DC-NWG4-XCF-1T) 

2.4.9.3 Copper Cross Connect - UKDC3 - CAP - Installation (DC-NWG4-XCC-1T) 

Virtustream will install copper Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 1Gbs 

Transmission Distance. Up to 300 feet within the data center. Due to wiring channel locations and other 

factors, the wiring distance between data center racks may be substantially longer than a simple straight 

line.  

Billing: One-time charge per Cross Connect 

Required 

· Copper Cross Connect - UKDC3 - CAP (DC-NWG4-XCC-MF) 

2.4.9.4 Copper Cross Connect - UKDC3 - CAP (DC-NWG4-XCC-MF) 

Virtustream will manage the copper Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Billing: Monthly, per Cross Connect 

Required 

· Copper Cross Connect - UKDC3 - CAP - Installation (DC-NWG4-XCC-1T) 
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2.4.9.5 Rack Installation - UKDC3 - CAP (DC-RKG4-RK-1T) 

This service provides installation of a 42-unit (42U) rack, 2x power distribution unit (PDU), and power 

installation. 

Billing: One-time, per 42U rack unit 

2.4.9.6 Rackspace - 42U - UKDC3 - CAP (DC-RKG4-RK-42U) 

Provides data center space for hosting a dedicated, single-tenant rack. Each rack provides 40 rack units 

(RU) of useable space, and can support a maximum power draw of 20 kW.  

Billing: Monthly, per rack space 

Required 

· Rackpower - Per kW – UKDC3 (DC-PWG4-KW-42U) 

2.4.9.7 Rackpower - Per kW - UKDC3 - CAP (DC-PWG4-KW-42U) 

Provides power to devices in the dedicated, single-tenant rack (DC-RKG4-RK-42U). Billed as a fixed fee 

on a monthly basis. If additional power is used within a month, then there will be an additional charge at 

the agreed fee per kW.  

Billing: Monthly, per kW 

Required 

· Rack Installation – UKDC3 (DC-RKG4-RK-1T) 

· Rackspace – 42U – UKDC3 (DC-RKG4-RK-42U) 

2.4.9.8 Hotel Rack (1U) - Managed Colo - UKDC3 - CAP (DC-RKG4-RK-HR) 

This service provides the Customer with one (1) rack unit (RU) within a shared, 42-unit rack in a 

Virtustream data center. Included with this service are 2x 1G Copper interfaces. 

Billing: Monthly, per 1U slot 

2.4.9.9 Equipment Deployment - Per equipment - UKDC3 - CAP  (DC-RKG4-DLP-1T) 

Virtustream will deploy equipment, which includes two (2) hours for deployment time. Thereafter, 

Virtustream charges per time and material using the appropriate remote eyes and hand’s service (DC-

SVC-REG4-AH). 

Billing: One-time charge, per equipment deployment.  

2.4.9.10 Colo - Rack (1U) - 265W Power - UKDC3 - CAP (DC-RKG4-RKW-HR) 

Provides 2x 1G Copper interfaces per rack unit. 

Billing: Monthly, per rack unit 
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Required 

· Remote eyes and hands - UKDC3 - CAP (1 Hour) (DC-SVC-REG4-AH) 

 

2.4.10 NL Data Center 1 (Amsterdam, NL) 

2.4.10.1 Fiber Cross Connect - NLDC1 - Installation (DC-NWG3-XCF-1T) 

Virtustream will install fiber Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 

Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 10Gbs 

Transmission Distance. Virtually unlimited within the data center 

Billing: One-time charge per Cross Connect 

2.4.10.2 Fiber Cross Connect - NLDC1 (DC-NWG3-XCF-MF) 

Virtustream will manage the fiber Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 

Billing: Monthly, per Cross Connect 

Required 

· Fiber Cross Connect - NLDC1 - Installation (DC-NWG3-XCF-1T) 

2.4.10.3 Copper Cross Connect - NLDC1 - Installation (DC-NWG3-XCC-1T) 

Virtustream will install copper Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 
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Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 1Gbs 

Transmission Distance. Up to 300 feet within the data center. Due to wiring channel locations and other 

factors, the wiring distance between data center racks may be substantially longer than a simple straight 

line.  

Billing: One-time charge per Cross Connect 

Required 

· Copper Cross Connect - NLDC1 (DC-NWG3-XCC-MF) 

2.4.10.4 Copper Cross Connect - NLDC1 (DC-NWG3-XCC-MF) 

Virtustream will manage the copper Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Billing: Monthly, per Cross Connect 

Required 

· Copper Cross Connect - NLDC1 - Installation (DC-NWG3-XCC-1T) 

2.4.10.5 Rack Installation - NLDC1 (DC-RKG3-RK-1T) 

This service provides installation of a 42-unit (42U) rack, 2x power distribution unit (PDU), and power 

installation. 

Billing: One-time, per 42U rack unit 

2.4.10.6 Rackspace - 42U - NLDC1 (DC-RKG3-RKS-42U) 

Provides data center space for hosting a dedicated, single-tenant rack. Each rack provides 40 rack units 

(RU) of useable space, and can support a maximum power draw of 20 kW.  

Billing: Monthly, per rack space 

Required 

· Rackpower - Per kW – NLDC1 (DC-PWG3-KW-42U) 

2.4.10.7 Rackpower - Per kW - NLDC1 (DC-PWG3-KW-42U) 

Provides power to devices in the dedicated, single-tenant rack (DC-RKG3-RKS-42U). Billed as a fixed fee 

on a monthly basis. If additional power is used within a month, then there will be an additional charge at 

the agreed fee per kW.  
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Billing: Monthly, per kW 

Required 

· Rack Installation – NLDC1 (DC-RKG3-RK-1T) 

· Rackspace – 42U – NLDC1 (DC-RKG3-RKS-42U) 

2.4.10.8 Hotel Rack (1U) - Managed Colo - NLDC1 (DC-RKG3-RK-HR) 

This service provides the Customer with one (1) rack unit (RU) within a shared, 42-unit rack in a 

Virtustream data center. Included with this service are 2x 1G Copper interfaces. 

Billing: Monthly, per 1U slot 

2.4.10.9 Equipment Deployment - Per equipment - NLDC1 (DC-RKG3-DLP-1T) 

Virtustream will deploy equipment, which includes two (2) hours for deployment time. Thereafter, 

Virtustream charges per time and material using the appropriate remote eyes and hand’s service (DC-

SVC-REG1-AH). 

Billing: One-time charge, per equipment deployment 

 

2.4.11 DE Data Center 1 (Frankfurt, DE) 

2.4.11.1 Fiber Cross Connect - DEDC1 - Installation (DC-NWD1-XCF-1T) 

Virtustream will install fiber Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 

Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 10Gbs 

Transmission Distance. Virtually unlimited within the data center 

Billing: One-time charge per Cross Connect 

2.4.11.2 Fiber Cross Connect - DEDC1 (DC-NWD1-XCF-MF) 

Virtustream will manage the fiber Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center.  
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The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 

Billing: Monthly, per Cross Connect 

Required 

· Fiber Cross Connect - DEDC1 - Installation (DC-NWD1-XCF-1T) 

2.4.11.3 Copper Cross Connect - DEDC1 - Installation (DC-NWD1-XCC-1T) 

Virtustream will install copper Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 1Gbs 

Transmission Distance. Up to 300 feet within the data center. Due to wiring channel locations and other 

factors, the wiring distance between data center racks may be substantially longer than a simple straight 

line.  

Billing: One-time charge per Cross Connect 

Required 

· Copper Cross Connect - DEDC1 (DC-NWD1-XCC-MF) 

2.4.11.4 Copper Cross Connect - DEDC1 (DC-NWD1-XCC-MF) 

Virtustream will manage the copper Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Billing: Monthly, per Cross Connect 

Required 

· Copper Cross Connect - DEDC1 - Installation (DC-NWD1-XCC-1T) 

2.4.11.5 Rack Installation - DEDC1 (DC-RKD1-RK-1T) 

This service provides installation of a 42-unit (42U) rack, 2x power distribution unit (PDU), and power 

installation. 



Confidential and Proprietary Virtustream Cloud Platform Services  | 162 

 

Billing: One-time, per 42U rack unit 

2.4.11.6 Rackspace - 42U - DEDC1 (DC-RKD1-RK-42U) 

Provides data center space for hosting a dedicated, single-tenant rack. Each rack provides 40 rack units 

(RU) of useable space, and can support a maximum power draw of 20 kW.  

Billing: Monthly, per rack space 

Required 

· Rackpower - Per kW - DEDC1 (DC-PWD1-KW-42U) 

2.4.11.7 Rackpower - Per kW - DEDC1 (DC-PWD1-KW-42U) 

Provides power to devices in the dedicated, single-tenant rack (DC-RKD1-RK-42U). Billed as a fixed fee 

on a monthly basis. If additional power is used within a month, then there will be an additional charge at 

the agreed fee per kW.  

Billing: Monthly, per kW 

Required 

· Rack Installation – DEDC1 (DC-RKD1-RK-1T) 

· Rackspace – 42U – DEDC1 (DC-RKD1-RK-42U) 

2.4.11.8 Hotel Rack (1U) - Managed Colo - DEDC1 (DC-RKD1-RK-HR) 

This service provides the Customer with one (1) rack unit (RU) within a shared, 42-unit rack in a 

Virtustream data center. Included with this service are 2x 1G Copper interfaces. 

Billing: Monthly, per 1U slot 

2.4.11.9 Equipment Deployment - Per equipment - DEDC1  (DC-RKD1-DLP-1T) 

Virtustream will deploy equipment, which includes two (2) hours for deployment time. Thereafter, 

Virtustream charges per time and material using the appropriate remote eyes and hand’s service (DC-

SVC-RED1-AH). 

Billing: One-time charge, per equipment deployment 

 

2.4.12 DE Data Center 3 (Rüsselsheim am Main, DE) 

2.4.12.1 Fiber Cross Connect - DEDC3 - VOD - Installation (DC-NWD3-XCF-1T) 

Virtustream will install fiber Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center.  
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The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 

Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 10Gbs 

Transmission Distance. Virtually unlimited within the data center 

Billing: One-time charge per Cross Connect 

2.4.12.2 Fiber Cross Connect - DEDC3 - VOD (DC-NWD3-XCF-MF) 

Virtustream will manage the fiber Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 

Billing: Monthly, per Cross Connect 

Required 

· Fiber Cross Connect - DEDC3 - VOD - Installation (DC-NWD3-XCF-1T) 

2.4.12.3 Copper Cross Connect - DEDC3 - VOD - Installation (DC-NWD3-XCC-1T) 

Virtustream will install copper Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 1Gbs 

Transmission Distance. Up to 300 feet within the data center. Due to wiring channel locations and other 

factors, the wiring distance between data center racks may be substantially longer than a simple straight 

line.  

Billing: One-time charge per Cross Connect 

Required 

· Copper Cross Connect - DEDC3 - VOD (DC-NWD3-XCC-MF) 
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2.4.12.4 Copper Cross Connect - DEDC3 - VOD (DC-NWD3-XCC-MF) 

Virtustream will manage the copper Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Billing: Monthly, per Cross Connect 

Required 

· Copper Cross Connect - DEDC3 - VOD - Installation (DC-NWD3-XCC-1T) 

2.4.12.5 Rack Installation - DEDC3 - VOD (DC-RKD3-RK-1T) 

This service provides installation of a 42-unit (42U) rack, 2x power distribution unit (PDU), and power 

installation. 

Billing: One-time, per 42U rack unit 

2.4.12.6 Rackspace - 42U - DEDC3 - VOD (DC-RKD3-RK-42U) 

Provides data center space for hosting a dedicated, single-tenant rack. Each rack provides 40 rack units 

(RU) of useable space, and can support a maximum power draw of 20 kW.  

Billing: Monthly, per rack space 

Required 

· Rackpower - Per kW - DEDC3 - VOD (DC-PWD3-KW-42U) 

2.4.12.7 Rackpower - Per kW - DEDC3 - VOD (DC-PWD3-KW-42U) 

Provides power to devices in the dedicated, single-tenant rack (DC-RKD1-RK-42U). Billed as a fixed fee 

on a monthly basis. If additional power is used within a month, then there will be an additional charge at 

the agreed fee per kW.  

Billing: Monthly, per kW 

Required 

· Rack Installation – DEDC3 - VOD (DC-RKD3-RK-1T) 

· Rackspace – 42U – DEDC3 - VOD (DC-RKD3-RK-42U) 

2.4.12.8 Hotel Rack (1U) - Managed Colo - DEDC3 - VOD (DC-RKD3-RK-HR) 

This service provides the Customer with one (1) rack unit (RU) within a shared, 42-unit rack in a 

Virtustream data center. Included with this service are 2x 1G Copper interfaces. 

Billing: Monthly, per 1U slot 
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2.4.12.9 Equipment Deployment - Per equipment - DEDC3 - VOD  (DC-RKD3-DLP-1T) 

Virtustream will deploy equipment, which includes two (2) hours for deployment time. Thereafter, 

Virtustream charges per time and material using the appropriate remote eyes and hand’s service (DC-

SVC-REG1-AH). 

Billing: One-time charge, per equipment deployment 

 

2.4.13 FR Data Center 1 (Pantin, FR) 

2.4.13.1 Fiber Cross Connect - FRDC1 - Installation (DC-NWF1-XCF-1T) 

Virtustream will install fiber Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 

Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 10Gbs 

Transmission Distance. Virtually unlimited within the data center 

Billing: One-time charge per Cross Connect 

2.4.13.2 Fiber Cross Connect - FRDC1 (DC-NWF1-XCF-MF) 

Virtustream will manage the fiber Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 

Billing: Monthly, per Cross Connect 

Required 

· Fiber Cross Connect - FRDC1 - Installation (DC-NWF1-XCF-1T) 

2.4.13.3 Copper Cross Connect - FRDC1 - Installation (DC-NWF1-XCC-1T) 

Virtustream will install copper Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 
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co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 1Gbs 

Transmission Distance. Up to 300 feet within the data center. Due to wiring channel locations and other 

factors, the wiring distance between data center racks may be substantially longer than a simple straight 

line.  

Billing: One-time charge per Cross Connect 

Required 

· Copper Cross Connect - FRDC1 (DC-NWF1-XCC-MF) 

2.4.13.4 Copper Cross Connect - FRDC1 (DC-NWF1-XCC-MF) 

Virtustream will manage the copper Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Billing: Monthly, per Cross Connect 

Required 

· Copper Cross Connect - FRDC1 - Installation (DC-NWF1-XCC-1T) 

2.4.13.5 Rack Installation - FRDC1 (DC-RKF1-RK-1T) 

This service provides installation of a 42-unit (42U) rack, 2x power distribution unit (PDU), and power 

installation. 

Billing: One-time, per 42U rack unit 

2.4.13.6 Rackspace - 42U - FRDC1 (DC-RKF1-RK-42U) 

Provides data center space for hosting a dedicated, single-tenant rack. Each rack provides 40 rack units 

(RU) of useable space, and can support a maximum power draw of 20 kW.  

Billing: Monthly, per rack space 

Required 

· Rackpower - Per kW – FRDC1 (DC-PWF1-KW-42U) 
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2.4.13.7 Rackpower - Per kW - FRDC1 (DC-PWF1-KW-42U) 

Provides power to devices in the dedicated, single-tenant rack (DC-RKF1-RK-42U). Billed as a fixed fee 

on a monthly basis. If additional power is used within a month, then there will be an additional charge at 

the agreed fee per kW.  

Billing: Monthly, per kW 

Required 

· Rack Installation – FRDC1 (DC-RKF1-RK-1T) 

· Rackspace – 42U – FRDC1 (DC-RKF1-RK-42U) 

2.4.13.8 Hotel Rack (1U) - Managed Colo - FRDC1 (DC-RKF1-RK-HR) 

This service provides the Customer with one (1) rack unit (RU) within a shared, 42-unit rack in a 

Virtustream data center. Included with this service are 2x 1G Copper interfaces. 

Billing: Monthly, per 1U slot 

2.4.13.9 Equipment Deployment - Per equipment - FRDC1  (DC-RKF1-DLP-1T) 

Virtustream will deploy equipment, which includes two (2) hours for deployment time. Thereafter, 

Virtustream charges per time and material using the appropriate remote eyes and hand’s service (DC-

SVC-REF1-AH). 

Billing: One-time charge, per equipment deployment 

2.4.13.10 Colo - Rack (1U) - 265W Power - FRDC1 (DC-RKF1-RKW-HR) 

Provides 2x 1G Copper interfaces per rack unit. 

Billing: Monthly, per rack unit 

Required 

· Remote eyes and hands - FRDC1 (1 Hour) (DC-SVC-REF1-AH) 

 

2.4.14 AU Data Center 1 (Sydney, AU) 

2.4.14.1 Fiber Cross Connect - AUDC1 - Installation (DC-NWA1-XCF-1T) 

Virtustream will install fiber Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 
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Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 10Gbs 

Transmission Distance. Virtually unlimited within the data center 

Billing: One-time charge per Cross Connect 

2.4.14.2 Fiber Cross Connect - AUDC1 (DC-NWA1-XCF-MF) 

Virtustream will manage the fiber Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 

Billing: Monthly, per Cross Connect 

Required 

· Fiber Cross Connect - AUDC1 - Installation (DC-NWA1-XCF-1T) 

2.4.14.3 Copper Cross Connect - AUDC1 - Installation (DC-NWA1-XCC-1T) 

Virtustream will install copper Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 1Gbs 

Transmission Distance. Up to 300 feet within the data center. Due to wiring channel locations and other 

factors, the wiring distance between data center racks may be substantially longer than a simple straight 

line.  

Billing: One-time charge per Cross Connect 

Required 

· Copper Cross Connect - AUDC1 (DC-NWA1-XCC-MF) 
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2.4.14.4 Copper Cross Connect - AUDC1  (DC-NWA1-XCC-MF) 

Virtustream will manage the copper Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Billing: Monthly, per Cross Connect 

Required 

· Copper Cross Connect - AUDC1 - Installation (DC-NWA1-XCC-1T) 

2.4.14.5 Rack Installation - AUDC1 (DC-RKA1-RK-1T) 

This service provides installation of a 42-unit (42U) rack, 2x power distribution unit (PDU), and power 

installation. 

Billing: One-time, per 42U rack unit 

2.4.14.6 Rackspace - 42U - AUDC1 (DC-RKA1-RK-42U) 

Provides data center space for hosting a dedicated, single-tenant rack. Each rack provides 40 rack units 

(RU) of useable space, and can support a maximum power draw of 20 kW.  

Billing: Monthly, per rack space 

Required 

· Rackpower - Per kW - AUDC1 (DC-PWA1-KW-42U) 

2.4.14.7 Rackpower - Per kW - AUDC1 (DC-PWA1-KW-42U) 

Provides power to devices in the dedicated, single-tenant rack (DC-RKA1-RK-42U). Billed as a fixed fee 

on a monthly basis. If additional power is used within a month, then there will be an additional charge at 

the agreed fee per kW.  

Billing: Monthly, per kW. 

Required 

· Rack Installation – AUDC1 (DC-RKA1-RK-1T) 

· Rackspace – 42U – AUDC1 (DC-RKA1-RK-42U) 

2.4.14.8 Hotel Rack (1U) - Managed Colo - AUDC1 (DC-RKA1-RK-HR) 

This service provides the Customer with one (1) rack unit (RU) within a shared, 42-unit rack in a 

Virtustream data center. Included with this service are 2x 1G Copper interfaces. 

Billing: Monthly, per 1U slot 
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2.4.14.9 Equipment Deployment - Per equipment - AUDC1 (DC-RKA1-DLP-1T) 

Virtustream will deploy equipment, which includes two (2) hours for deployment time. Thereafter, 

Virtustream charges per time and material using the appropriate remote eyes and hand’s service (DC-

SVC-REA1-AH). 

Billing: One-time charge, per equipment deployment 

 

2.4.15 AU Data Center 2 (Canberra, AU) 

2.4.15.1 Fiber Cross Connect - AUDC2 - Installation (DC-NWA2-XCF-1T) 

Virtustream will install fiber Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 

Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 10Gbs 

Transmission Distance. Virtually unlimited within the data center 

Billing: One-time charge per Cross Connect 

2.4.15.2 Fiber Cross Connect - AUDC2 (DC-NWA2-XCF-MF) 

Virtustream will manage the fiber Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 

Billing: Monthly, per Cross Connect 

Required 

· Fiber Cross Connect - AUDC2 - Installation (DC-NWA2-XCF-1T) 

2.4.15.3 Copper Cross Connect - AUDC2 - Installation (DC-NWA2-XCC-1T) 

Virtustream will install copper Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 
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co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 1Gbs 

Transmission Distance. Up to 300 feet within the data center. Due to wiring channel locations and other 

factors, the wiring distance between data center racks may be substantially longer than a simple straight 

line.  

Billing: One-time charge per Cross Connect 

Required 

· Copper Cross Connect - AUDC2 (DC-NWA2-XCC-MF) 

2.4.15.4 Copper Cross Connect - AUDC2  (DC-NWA2-XCC-MF) 

Virtustream will manage the copper Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Billing: Monthly, per Cross Connect 

Required 

· Copper Cross Connect - AUDC2 - Installation (DC-NWA2-XCC-1T) 

2.4.15.5 Rack Installation - AUDC2 (DC-RKA2-RK-1T) 

This service provides installation of a 42-unit (42U) rack, 2x power distribution unit (PDU), and power 

installation. 

Billing: One-time, per 42U rack unit 

2.4.15.6 Rackspace - 42U - AUDC2 (DC-RKA2-RK-42U) 

Provides data center space for hosting a dedicated, single-tenant rack. Each rack provides 40 rack units 

(RU) of useable space, and can support a maximum power draw of 20 kW.  

Billing: Monthly, per rack space 

Required 

· Rackpower - Per kW - AUDC2 (DC-PWA2-KW-42U) 
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2.4.15.7 Rackpower - Per kW - AUDC2 (DC-PWA2-KW-42U) 

Provides power to devices in the dedicated, single-tenant rack (DC-RKA2-RK-42U). Billed as a fixed fee 

on a monthly basis. If additional power is used within a month, then there will be an additional charge at 

the agreed fee per kW.  

Billing: Monthly, per kW 

Required 

· Rack Installation – AUDC2 (DC-RKA2-RK-1T) 

· Rackspace – 42U – AUDC2 (DC-RKA2-RK-42U) 

2.4.15.8 Hotel Rack (1U) - Managed Colo - AUDC2 (DC-RKA2-RK-HR) 

This service provides the Customer with one (1) rack unit (RU) within a shared, 42-unit rack in a 

Virtustream data center. Included with this service are 2x 1G Copper interfaces. 

Billing: Monthly, per 1U slot 

2.4.15.9 Equipment Deployment - Per equipment - AUDC2 (DC-RKA2-DLP-1T) 

Virtustream will deploy equipment, which includes two (2) hours for deployment time. Thereafter, 

Virtustream charges per time and material using the appropriate remote eyes and hand’s service (DC-

SVC-REA2-AH). 

Billing: One-time charge, per equipment deployment 

2.4.16 JP Data Center 1 (Tokyo, JP) 

2.4.16.1 Fiber Cross Connect - JPDC1 - Installation (DC-NWJ1-XCF-1T) 

Virtustream will install fiber Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 

Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 10Gbs 

Transmission Distance. Virtually unlimited within the data center 

Billing: One-time charge per Cross Connect 
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2.4.16.2 Fiber Cross Connect - JPDC1 (DC-NWJ1-XCF-MF) 

Virtustream will manage the fiber Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 

Billing: Monthly, per Cross Connect 

Required 

· Fiber Cross Connect - JPDC1 - Installation (DC-NWJ1-XCF-1T) 

2.4.16.3 Copper Cross Connect - JPDC1 - Installation (DC-NWJ1-XCC-1T) 

Virtustream will install copper Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 1Gbs 

Transmission Distance. Up to 300 feet within the data center. Due to wiring channel locations and other 

factors, the wiring distance between data center racks may be substantially longer than a simple straight 

line.  

Billing: One-time charge per Cross Connect 

Required 

· Copper Cross Connect - JPDC1 (DC-NWJ1-XCC-MF) 

2.4.16.4 Copper Cross Connect - JPDC1  (DC-NWJ1-XCC-MF) 

Virtustream will manage the copper Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Billing: Monthly, per Cross Connect 

Required 

· Copper Cross Connect - JPDC1 - Installation (DC-NWJ1-XCC-1T) 
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2.4.16.5 Rack Installation - JPDC1 (DC-RKJ1-RK-1T) 

This service provides installation of a 42-unit (42U) rack, 2x power distribution unit (PDU), and power 

installation. 

Billing: One-time, per 42U rack unit 

2.4.16.6 Rackspace - 42U - JPDC1 (DC-RKJ1-RK-42U) 

Provides data center space for hosting a dedicated, single-tenant rack. Each rack provides 40 rack units 

(RU) of useable space, and can support a maximum power draw of 20 kW.  

Billing: Monthly, per rack space 

Required 

· Rackpower - Per kW - JPDC1 (DC-PWJ1-KW-42U) 

2.4.16.7 Rackpower - Per kW - JPDC1 (DC-PWJ1-KW-42U) 

Provides power to devices in the dedicated, single-tenant rack (DC-RKJ1-RK-42U). Billed as a fixed fee 

on a monthly basis. If additional power is used within a month, then there will be an additional charge at 

the agreed fee per kW.  

Billing: Monthly, per kW 

Required 

· Rack Installation – JPDC1 (DC-RKJ1-RK-1T) 

· Rackspace – 42U – JPDC1 (DC-RKJ1-RK-42U) 

2.4.16.8 Hotel Rack (1U) - Managed Colo - JPDC1 (DC-RKJ1-RK-HR) 

This service provides the Customer with one (1) rack unit (RU) within a shared, 42-unit rack in a 

Virtustream data center. Included with this service are 2x 1G Copper interfaces. 

Billing: Monthly, per 1U slot 

2.4.16.9 Equipment Deployment - Per equipment - JPDC1 (DC-RKJ1-DLP-1T) 

Virtustream will deploy equipment, which includes two (2) hours for deployment time. Thereafter, 

Virtustream charges per time and material using the appropriate remote eyes and hand’s service (DC-

SVC-REJ1-AH). 

Billing: One-time charge, per equipment deployment 

2.4.17 JP Data Center 2 (Osaka, JP) 

2.4.17.1 Fiber Cross Connect - JPDC2 - Installation (DC-NWJ2-XCF-1T) 

Virtustream will install fiber Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 
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co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 

Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 10Gbs 

Transmission Distance. Virtually unlimited within the data center 

Billing: One-time charge per Cross Connect 

2.4.17.2 Fiber Cross Connect - JPDC2 (DC-NWJ2-XCF-MF) 

Virtustream will manage the fiber Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center.  

The fiber version of Cross Connect provides both higher bandwidth and greater transmission distance 

than the copper version. 

Billing: Monthly, per Cross Connect 

Required 

· Fiber Cross Connect - JPDC2 - Installation (DC-NWJ2-XCF-1T) 

2.4.17.3 Copper Cross Connect - JPDC2 - Installation (DC-NWJ2-XCC-1T) 

Virtustream will install copper Cross Connect, which is used for MPLS connectivity, and other non-VPN 

connectivity. Cross Connect is necessary to provide a connection between a customer’s rack-installed, 

co-located equipment and the Customer’s other Virtustream provided, cloud-based services in the data 

center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Installation Time (typical). Five to eight business days; varies based on the distance between connection 

points 

Bandwidth. Up to 1Gbs 

Transmission Distance. Up to 300 feet within the data center. Due to wiring channel locations and other 

factors, the wiring distance between data center racks may be substantially longer than a simple straight 

line.  

Billing: One-time charge per Cross Connect 
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Required 

· Copper Cross Connect - JPDC2  (DC-NWJ2-XCC-MF) 

2.4.17.4 Copper Cross Connect - JPDC2  (DC-NWJ2-XCC-MF) 

Virtustream will manage the copper Cross Connect that is necessary to provide a connection between a 

customer’s rack-installed, co-located equipment and the Customer’s other Virtustream provided, cloud-

based services in the data center. 

The copper version of Cross Connect is both lower bandwidth and capable of a shorter transmission 

distance than the fiber version — but at a lower cost. 

Billing: Monthly, per Cross Connect 

Required 

· Copper Cross Connect - JPDC2 - Installation (DC-NWJ2-XCC-1T) 

2.4.17.5 Rack Installation - JPDC2 (DC-RKJ2-RK-1T) 

This service provides installation of a 42-unit (42U) rack, 2x power distribution unit (PDU), and power 

installation. 

Billing: One-time, per 42U rack unit 

2.4.17.6 Rackspace - 42U - JPDC2 (DC-RKJ2-RK-42U) 

Provides data center space for hosting a dedicated, single-tenant rack. Each rack provides 40 rack units 

(RU) of useable space, and can support a maximum power draw of 20 kW.  

Billing: Monthly, per rack space 

Required 

· Rackpower - Per kW - JPDC2 (DC-PWA2-KW-42U) 

2.4.17.7 Rackpower - Per kW - JPDC2 (DC-PWJ2-KW-42U) 

Provides power to devices in the dedicated, single-tenant rack (DC-RKJ2-RK-42U). Billed as a fixed fee 

on a monthly basis. If additional power is used within a month, then there will be an additional charge at 

the agreed fee per kW.  

Billing: Monthly, per kW 

Required 

· Rack Installation – JPDC2 (DC-RKJ2-RK-1T) 

· Rackspace – 42U – JPDC2 (DC-RKJ2-RK-42U) 

2.4.17.8 Hotel Rack (1U) - Managed Colo - JPDC2 (DC-RKJ2-RK-HR) 

This service provides the Customer with one (1) rack unit (RU) within a shared, 42-unit rack in a 

Virtustream data center. Included with this service are 2x 1G Copper interfaces. 
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Billing: Monthly, per 1U slot 

2.4.17.9 Equipment Deployment - Per equipment - JPDC2 (DC-RKJ2-DLP-1T) 

Virtustream will deploy equipment, which includes two (2) hours for deployment time. Thereafter, 

Virtustream charges per time and material using the appropriate remote eyes and hand’s service (DC-

SVC-REJ2-AH). 

Billing: One-time charge, per equipment deployment 

 

2.4.18 Remote Management 

2.4.18.1 Remote eyes and hands - USDC2 (1 Hour) (DC-SVC-REU2-AH) 

This service provides Customer with on-site data center technician service at the USDC2 data center 

during Business Hours. This service can be used to enable Virtustream to perform manual tasks that 

require direct, hands-on contact with equipment in colocation or hotel space. 

Billing: Monthly, per base rate (per customer’s contract) per hour 

2.4.18.2 Remote eyes and hands - USDC3 (1 Hour) (DC-SVC-REU3-AH) 

This service provides Customer with on-site data center technician service at the USDC3 data center 

during Business Hours. This service can be used to enable Virtustream to perform manual tasks that 

require direct, hands-on contact with equipment in colocation or hotel space. 

Billing: Monthly, per base rate (per customer’s contract) per hour 

2.4.18.3 Remote eyes and hands - USDC4 (1 Hour) (DC-SVC-REU4-AH) 

This service provides Customer with on-site data center technician service at the USDC4 data center 

during Business Hours. This service can be used to enable Virtustream to perform manual tasks that 

require direct, hands-on contact with equipment in colocation or hotel space. 

Billing: Monthly, per base rate (per customer’s contract) per hour 

2.4.18.4 Remote eyes and hands - USDC5 (1 Hour) (DC-SVC-REU5-AH) 

This service provides Customer with on-site data center technician service at the USDC5 data center 

during Business Hours. This service can be used to enable Virtustream to perform manual tasks that 

require direct, hands-on contact with equipment in colocation or hotel space. 

Billing: Monthly, per base rate (per customer’s contract) per hour 
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2.4.18.5 Remote eyes and hands - USDC6 (1 Hour) (DC-SVC-REU6-AH) 

This service provides Customer with on-site data center technician service at the USDC6 data center 

during Business Hours. This service can be used to enable Virtustream to perform manual tasks that 

require direct, hands-on contact with equipment in colocation or hotel space. 

Billing: Monthly, per base rate (per customer’s contract) per hour 

2.4.18.6 Remote eyes and hands - UKDC1 (1 Hour) (DC-SVC-REG1-AH) 

This service provides Customer with on-site data center technician service at the UKDC1 data center 

during Business Hours. This service can be used to enable Virtustream to perform manual tasks that 

require direct, hands-on contact with equipment in colocation or hotel space. 

Billing: Monthly, per base rate (per customer’s contract) per hour 

2.4.18.7 Remote eyes and hands - UKDC3 - CAP (1 Hour) (DC-SVC-REG4-AH) 

This service provides Customer with on-site data center technician service at the UKDC3 data center 

during Business Hours. This service can be used to enable Virtustream to perform manual tasks that 

require direct, hands-on contact with equipment in colocation or hotel space. 

Billing: Monthly, per base rate (per customer’s contract) per hour 

2.4.18.8 Remote eyes and hands - NLDC1 (1 Hour) (DC-SVC-REG3-AH) 

This service provides Customer with on-site data center technician service at the NLDC1 data center 

during Business Hours. This service can be used to enable Virtustream to perform manual tasks that 

require direct, hands-on contact with equipment in colocation or hotel space. 

Billing: Monthly, per base rate (per customer’s contract) per hour 

2.4.18.9 Remote eyes and hands - DEDC1 (1 Hour) (DC-SVC-RED1-AH) 

This service provides Customer with on-site data center technician service at the DEDC1 data center 

during Business Hours. This service can be used to enable Virtustream to perform manual tasks that 

require direct, hands-on contact with equipment in colocation or hotel space. 

Billing: Monthly, per base rate (per customer’s contract) per hour 

2.4.18.10 Remote eyes and hands - DEDC3 - VOD (1 Hour) (DC-SVC-RED3-AH) 

This service provides Customer with on-site data center technician service at the DEDC1 data center 

during Business Hours. This service can be used to enable Virtustream to perform manual tasks that 

require direct, hands-on contact with equipment in colocation or hotel space. 

Billing: Monthly, per base rate (per customer’s contract) per hour 
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2.4.18.11 Remote eyes and hands - FRDC1 (1 Hour) (DC-SVC-REF1-AH) 

This service provides Customer with on-site data center technician service at the FRDC1 data center 

during Business Hours. This service can be used to enable Virtustream to perform manual tasks that 

require direct, hands-on contact with equipment in colocation or hotel space. 

Billing: Monthly, per base rate (per customer’s contract) per hour 

2.4.18.12 Remote eyes and hands - FRDC2 - CAP (1 Hour) (DC-SVC-REF2-AH) 

This service provides Customer with on-site data center technician service at the FRDC2 data center 

during Business Hours. This service can be used to enable Virtustream to perform manual tasks that 

require direct, hands-on contact with equipment in colocation or hotel space. 

Billing: Monthly, per base rate (per customer’s contract) per hour 

2.4.18.13 Remote eyes and hands - AUDC1 (1 Hour) (DC-SVC-REA1-AH) 

This service provides Customer with on-site data center technician service at the AUDC1 data center 

during Business Hours. This service can be used to enable Virtustream to perform manual tasks that 

require direct, hands-on contact with equipment in colocation or hotel space. 

Billing: Monthly, per base rate (per customer’s contract) per hour 

2.4.18.14 Remote eyes and hands - AUDC2 (1 Hour) (DC-SVC-REA2-AH) 

This service provides Customer with on-site data center technician service at the AUDC2 data center 

during Business Hours. This service can be used to enable Virtustream to perform manual tasks that 

require direct, hands-on contact with equipment in colocation or hotel space. 

Billing: Monthly, per base rate (per customer’s contract) per hour 

2.4.18.15 Remote eyes and hands - JPDC1 (1 Hour) (DC-SVC-REJ1-AH) 

This service provides Customer with on-site data center technician service at the JPDC1 data center 

during Business Hours. This service can be used to enable Virtustream to perform manual tasks that 

require direct, hands-on contact with equipment in colocation or hotel space. 

Billing: Monthly, per base rate (per customer’s contract) per hour 

2.4.18.16 Remote eyes and hands - JPDC2 (1 Hour) (DC-SVC-REJ2-AH) 

This service provides Customer with on-site data center technician service at the JPDC2 data center 

during Business Hours. This service can be used to enable Virtustream to perform manual tasks that 

require direct, hands-on contact with equipment in colocation or hotel space. 

Billing: Monthly, per base rate (per customer’s contract) per hour 
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2.5 IaaS Compliance 

2.5.1 PCI Compliance fee (IC-CMP-PCI-SCV) 

To provide assurance to Virtustream IaaS customers that its global-based IaaS cloud is compliant with 

the current Payment Card Industry Data Security Standard (PCI DSS), upon request from the Customer, 

Virtustream will provide the most current report on PCI compliance. 

The report documents that Virtustream has implemented the policies, procedures, and safeguards that 

are required to comply with most current PCI DSS. The compliance assessment for the current PCI DSS 

is focused on the following areas: 

· Build and maintain a secure network 

· Protect cardholder data 

· Maintain a vulnerability management program 

· Implement strong access control measures 

· Regularly monitor and test networks 

· Maintain an information security policy 

The scope of the assessment includes Virtustream’s offices in Vienna, VA; London, England; Pantin, 

France; and Amsterdam, Netherlands. 

Billing: Monthly, per account 

2.5.2 HIPAA Compliance fee (IC-CMP-HIPA-SVC) 

To provide assurance to Virtustream IaaS customers that its U.S.-based IaaS cloud is compliant with the 

HIPAA Security Rule, upon request by the Customer, Virtustream will provide the most current HIPAA 

Executive Summary Report. 

This report documents that Virtustream has implemented the policies, procedures, and safeguards that 

are required to comply with the HIPAA Security Rule. The compliance assessment for the current HIPAA 

Security Rule is focused on the following areas: 

· Administrative Safeguards 

· Physical Safeguards 

· Technical Safeguards 

· Organizational, Policies, Procedures, and Documentation Requirements 

The HIPAA Executive Summary Report also includes confirmation that Virtustream meets Health 

Information Technology for Economic and Clinical Health Act (HITECH) reporting requirements. The 

scope of the assessment includes Virtustream’s offices in Atlanta, GA; San Francisco, CA; and Bethesda, 

MD. The scope of the assessment also includes Virtustream’s data centers located in Vienna, VA; 

Sterling, VA; Las Vegas, NV; and San Francisco, CA. 

Billing: Monthly, per account 
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3 Platform Operations Responsibilities 

The parties’ responsibilities after Onboarding are summarized in the table below. 

Table 33. Platform Operations Responsibilities 

Task Customer Virtustream 

Submit firewall change requests with valid information and Customer internal 
approval 

R C 

Implement firewall change requests C R 

Submit load balancing change requests with valid information and Customer 
internal approval 

R C 

Implement load balancing change requests C R 

Maintain network routing domain within Customer premise R C 

Assign Internet Protocol subnets within Virtustream data centers C R 

Manage Internet Protocol address assignments within Customer dedicated 
subnets 

R C 

Maintain OS and Application security to avoid resource misuse due to security 
incidents 

R C 

Submit VPN change requests with valid information and Customer internal 
approval 

R C 

Implement VPN change requests C R 

Define backup schedules, retentions, and policies R S 

Configure backups based on requirements C R 

Troubleshoot application issues for Customer installed and managed 
applications 

R C 

Install and manage guest OS and application   R C 

Submit backup restore requests with valid information R C 

Perform backup restores C R 

Verify backup restore results R C 

Secure the proper access rights or maintenance and support services with 
respect to any component (e.g., hardware, software, network, maintenance) 
installed or managed by Customer 

R I 

R: Responsible for ensuring that the task or deliverable is completed accurately and timely; the “doer.” 

A: Accountable is the authority who approves the work of R before it is effective.  

S: Support R as necessary to complete the task or deliverable.  

C: Consulted reviews output or progress necessary to complete the task or deliverable.  

I: Informed needs to be notified of results, completion, or deliverable but need not necessarily be 

consulted. 
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NOTE: When Virtustream is In the Support role or Consulted, Virtustream may charge Customer 

T&M for resources used. 
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4 Change Control Procedures; Third Party Materials 

4.1 Notice of Changes 

Virtustream will give the Customer advance notice of any changes being applied to Services that may 

affect the Customer in accordance with Virtustream’s change management procedures. Notices of 

changes are disseminated by Virtustream through means of electronic mail distribution lists and other 

appropriate media as determined by Virtustream. If Emergency Maintenance is required due to an 

Incident, Virtustream will give the Customer notice as is reasonably possible, without impeding the 

resolution of the Incident. 
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5 Scope of Cloud Platform Services 

5.1 µVM Features 

This chart describes overall features offered with the µVMs. The Order Form shall set forth the 

Customer’s specifically-selected µVMs. 

Table 34. µVM Features 

Feature / Characteristic 
Enterprise  
Basic µVM 

Enterprise  
Core µVM 

DMZ  
Basic µVM 

DMZ  
Core µVM 

Has an availability service 
level (see the Virtustream 
SLA Description document 

for details) 

YES YES YES YES 

Storage replication can be 
provided for an additional 
charge 

YES YES YES YES 

High Availability within data 
center 

YES YES YES YES 

Disaster Recovery protection NO YES (provided 
Customer also 
purchases Tier 0, 1, 
2, or 3 Block 
Storage - 
Replicated) 

NO YES (provided 
Customer also 
purchases Tier 0, 
1, 2, or 3 Block 
Storage - 
Replicated) 

Site resources Single Site Dual Sites Single Site Dual Sites 

5.1.1 Minimum MRCs and On Demand 

The µVM volumes (Core, Basic Plus, and Basic µVMs) as of the Service Date are set forth in the 

applicable Statement of Work (SOW) – refer to the minimum Monthly Recurring Charges (“MRCs”). An 

overage of up to 20% of the minimum MRCs for the µVMs is available in the Cloud platform. Virtustream 

does not guarantee resource availability of additional µVMs beyond the +20% overage buffer, and these 

additional µVMs will not be used in calculating Availability. See the Virtustream SLA document and the 

applicable SOW. 

 

5.2 Storage Features 

Virtustream’s local and replicated storage tiers align with intended performance needs. Below is 

information about the storage tiers, including SLOs. 
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Table 35. Storage Features 

Feature / Characteristic Tier 0 Tier 1 Tier 2 Tier 3 

Storage latency service 
level objective (SLO) 

≤ 3ms 

3,000 IOPS per 1 
TB, up to 3ms 
response time 

≤ 10ms 

2,000 IOPS per 1 
TB, up to 10ms 
response time 

≤ 20ms 

1,000 IOPS per 1 
TB, up to 20ms 
response time 

Best Effort 

≤ 40ms 

Availability SLO 99.999% 99.999% 99.999% 99.999% 

Storage replication can be 
provided for an additional 
charge when choosing the 
“Replicated” option 

YES YES YES YES 

High Availability within data 
center 

YES YES YES YES 

Use Cases Virtual Desktop 
Infrastructure 
(VDI), In-Memory 
Database (DB) 

High Transaction 
DB, Virtual HANA 

Standard DB & 
Applications, 
Operating System 
Images 

Low Activity (i.e., 
user files) or 
Archive Data 

 

5.2.1 Minimum MRCs and On Demand 

5.2.1.1 Storage Volume 

The storage volumes (which consists of Tier 0/1/2/3 storage in per GB quantities) as of the Service Start 

Date are set forth in the applicable Statement of Work (SOW) – refer to the minimum Monthly Recurring 

Charges (“MRCs”). See the SOW for details. 

5.2.1.2 Disk Geometries 

Notwithstanding the table above, Virtustream reserves the right at any time, without notice, to change the 

underlying disk technologies and geometries. In the event that Virtustream changes the underlying disk 

technologies and geometries, Virtustream’s Service Levels for Storage I/O and Latency will not be 

changed. 

5.3 Service Responsiveness 

In addition to our SLAs and SLOs, Virtustream strives to provide service response to ensure that we 

provide our customers with the best possible cloud solution and services. Below is information about our 

target response times. 

Service Description Target Response Times 

Data restoration from 
backup 

Time taken to initiate restoration from backup Restore initiated within 4 
hours of Customer request 
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Service Description Target Response Times 

Monitoring, Response, 
and Notification 

Availability Monitoring. Virtustream will monitor for 
availability of all devices/services for which an uptime 
and/or performance SLA is defined. 

 

Fault Monitoring. Virtustream monitors status events on 
servers and network devices including availability, process 
status, file system capacity, and backup success/failure. 
Virtustream will also monitor for server hardware faults. 

 

Performance Monitoring. Virtustream monitors key 
performance metrics for the operating system (e.g., CPU, 
RAM, and Disk), and select applications (e.g., process 
statistics, users, throughput) and databases (e.g., 
caching, performance, transaction success). 

 

Security Monitoring. Virtustream will actively monitor the 
Virtustream infrastructure and services for vulnerabilities 
and proactively remediate any identified vulnerabilities. 
Virtustream will provide security-focused monitoring of 
customer devices and environments in alignment to the 
security 

Virtustream will notify the 
Customer of alerts that 
affect service and device 
availability or performance 
within 30 minutes of the 
alert, assuming the alert is 
regarding a P1 incident. 

 

 



Confidential and Proprietary Virtustream Cloud Platform Services  | 187 

 

6 End User License Terms 

Per agreement with Microsoft® and Red Hat®, Virtustream provides the license terms below for the 

Customer. 

6.1 Microsoft 
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6.2 Red Hat 
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7 Definitions 

All capitalized terms used but not defined in this SD shall have the same meaning as those set out in the 

Master Service Agreement, or as set forth below. 

Term Definition 

Availability On a per-VM or HANA Appliance basis: 

“Availability” means the period in a month that the Services are available, excluding 

Scheduled Downtime and shall be calculated as follows:    

Availability = Maximum Availability – Unscheduled Downtime /  Maximum Availability x 100 

Minimum MRCs Minimum Monthly Recurring Charges: The minimum cost for the Services that Customer 
will pay to Virtustream each month during the term of the Agreement and/or SOW. 

Customer As defined in the MSA with which this service description document is associated. 

DR (Disaster 
Recovery) Event 

In the case of a catastrophic failure at a Virtustream data center, Virtustream may declare a 
DR event. 

Disaster Recovery 
Protection 

Core µVMs and storage replication are protected in the case of a Disaster Recovery (DR) 
Event. Compute resources in the Customer’s secondary Virtustream data center are 
reserved to replicate core µVMs from the Customer’s primary Virtustream data center. 

Downtime 
Scheduled or unscheduled time during which the Services are not available to the 
Customer. 

DMZ 

Demilitarized Zone, which is a term that refers to the area in the Cloud environment that is 
external facing (such as the Internet or other untrusted service), and is therefore more 
vulnerable. The DMZ is for use by workloads that need to be directly accessible from the 
Internet. 

Dual Site 
Live/operational resources are presentable within two data centers — a single instance of 
which may run live/operational at the primary data center or, in a test, recovery, or disaster 
mode at the secondary data center. 

Emergency 
Maintenance 

Periods of time, during the term of an applicable Order Form, that full access to and use of 
the Services is interrupted or otherwise unavailable due to maintenance activities that 
Virtustream must perform, within the timeframe that is not fit into the Scheduled Downtimes 
notification window, to restore services or address known critical risks. For the avoidance 
of doubt, all Emergency Maintenance (including the dates and maximum duration thereof) 
must be communicated by Virtustream to Customer with written notice prior to the 
maintenance events. Virtustream must use its best efforts to minimize the duration of any 
interruption or unavailability of the Services. 

Fiber Channel 
Also known as Fibre Channel, this is network technology that is used to connect data 
storage to servers for high throughput and lower latency than other technologies. 

High Availability/ 
HA within data 
center 

In the event of a host failure, Virtustream will restart VMs on another host within the 
Virtustream cloud that were running on the failed host. This capability is known as High 
Availability. 

HSR 
HANA System Replication, which is used for synchronizing data in HANA systems between 
two data centers in case of disaster events. 

Incident  
A fault that negatively impacts the service that the Customer is receiving. An event which is 
not part of the standard operation of a Service and which causes or may cause disruption 
to, or a reduction in, the quality of Services. 

IOPS Input/output operations per second for storage devices. 
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Term Definition 

LAN 
Local Area Network implemented within a Virtustream data center; does not include 
connectivity between Virtustream data centers or between a Virtustream data center and a 
Customer’s location. 

Maximum 
Availability 

The total number of minutes in a calendar month, less the Scheduled Downtime. 

Mbps The measure of network bandwidth measured in Megabits per second. 

Non-replicated Customer data is not replicated to an alternative site. 

Order Form 
The document that is used to record the products and/or services that the Customer is 
purchasing. 

Service Date 
For each environment, this is the date upon which the environment is available to the 
Customer for the Customer’s use. 

Service Desk 
The function or group within Virtustream tasked with the delivery of the services defined in 
this document. 

Service Level Availability of the Service in a calendar month. 

Service Level 
Agreement 

The defined terms/timeframes that Virtustream is expected to adhere to in providing the 
contracted services to the Customer. The remedy for the customer when these 
terms/timeframes are not met is for Virtustream to provide service level credits (defined 
below). 

Service Level 
Credit 

Percentage of a Customer’s monthly fees that are refunded to the Customer due to inability 
to meet the applicable Service Level. 

Scheduled 
Downtime 

Periods of time, during the term of an applicable Order Form, that full access to and use of 
the Services is interrupted or otherwise unavailable due to: (a) scheduled upgrades or 
maintenance to the Virtustream network or Virtustream's equipment; or (b) any other 
mutually agreed upon reason or purpose; provided that, in order for an interruption or other 
unavailability of access to and use of the Services to remain qualified as Scheduled 
Downtime, Virtustream must use its best efforts to minimize the duration of any interruption 
or unavailability of the Services. For the avoidance of doubt, all Scheduled Downtime 
(including the dates and maximum duration thereof) due to scheduled upgrades or 
maintenance must be communicated by Virtustream to Customer with written notice of at 
least seven (7) calendar days. Emergency Maintenance is not Scheduled Downtime. 

Single Site Live/operational resources are available within a single Virtustream data center. 

Site 
Premises or location to and from where Virtustream agrees to provide a Service as defined 
in this SD. 

Storage 
An amount of disk space, which is agreed by Virtustream to be provisioned to the 
Customer for the Customer’s data and VMs. 

Storage Replication 
Data is replicated in near real-time from the designated primary Virtustream data center to 
the designated secondary Virtustream data center. 

Supported 

Refers to systems and software (e.g., operating systems, host systems, hypervisors, 
databases) that are currently serviced by the vendors of the systems and software. 
Virtustream cannot support systems and software that are no longer serviced by the 
vendors. Please see the following for examples of currently supported systems and 
software: the Dell EMC support matrices, the Microsoft Lifecycle Policy, and the SAP 
Product Availability Matrix. “Supported” also means Virtustream will make commercially-
viable, best-effort attempts in this regard, but will ultimately defer to the publicly-available 
interoperability statements, and cannot service that which cannot be supported. 

Tenant Space 
Resources allocated within each tool that Virtustream uses – e.g., the Vulnerability 
Scanning tool – for each specific customer in order to execute services for the customer. 

http://www.emc.com/products/interoperability/index.htm
https://support.microsoft.com/en-us/lifecycle
https://support.sap.com/release-upgrade-maintenance/pam.html
https://support.sap.com/release-upgrade-maintenance/pam.html
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Term Definition 

Unscheduled 
Downtime 

The inability of the Customer to access the Services, and this inability to access the 
Services is due to a cause that is within the control of Virtustream; provided, however, an 
application server instance being unavailable shall not be considered Unscheduled 
Downtime if the application environment is still available. In addition, a High Availability 
failover is not considered Unscheduled Downtime. 

Virtustream data 
center 

The Virtustream facility or facilities from which Services are provided. 

Virtual Machine or 
VM 

A virtual machine, sometimes referred to as a virtual server, existing within the 
Virtustream’s Cloud Platform. 

VPN Virtual Private Network 

Virtustream IaaS 
Platform 

Virtustream’s cloud computing platform which provides Customer with a secure cloud 
computing capability in a multi-tenanted environment. 

 

For RASCI charts: 

Responsible: the party responsible for ensuring that the task, function, or deliverable described is 

completed accurately and timely; often known as the “doer.” 

Accountable: the party to whom "R" is accountable and is the authority who approves or signs off on 

work before it is effective.  

Support: the party who provides resources or plays a supporting role to the extent reasonably necessary 

to complete the task, function, or deliverable. When Virtustream is in the Support role, Virtustream 

may charge Customer on a time and materials basis for its resources used to “Support.” 

Consulted: the party who reviews output or progress necessary to complete the task, function, or 

deliverable. When Virtustream is “Consulted,” Virtustream may charge Customer on a time and 

materials basis for its resources used to “Consult.”  

Informed: the party who needs to be notified of results, completion, or deliverable, but need not 

necessarily be consulted. 
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8 Service and Billing Nomenclature 

The table below is provided for Customers to see the services described in this document and how they 

directly match the service names that are used for billing. 

Note: On a customer’s bill, there may be additional characters after what is shown in the “Billing 

Name” column below. For example, the billing name for Enterprise Basic Plus µVM may appear on 

a customer’s bill as “Ent Basic Plus µVM UU”. 

Service ID Service Name Billing Name 

IaaS Services 

Onboarding and Migration 

IC-ONB-FUL-1T IaaS Onboarding - Full IaaS Onboarding Full Setup 

IC-ONB-BAS-1T IaaS Onboarding - Basic IaaS Onboarding Basic Setup 

IC-ONB-BEM-1T IaaS Onboarding – Basic Enhanced Migration IaaS ONB Enh Migr Setup 

IC-ONB-BES-1T IaaS Onboarding – Basic Enhanced Migration 
with SAP checks 

IaaS ONB Enh Migr w/ SAP Setup 

IC-ONB-BMM-1T IaaS Onboarding – Basic Enhanced 
Migration/Production 

IaaS ONB Enh Migr Prod Setup 

IC-ONB-BSM-1T IaaS Onboarding – Basic Enhanced Migration 
with SAP checks/Production 

IaaS ONB Enh Migr w/ SAP Prod Setup 

IC-ONB-VMI-1T IaaS Onboarding – Virtual Machine Import IaaS ONB VM Import Setup 

IC-ONB-VMS-1T IaaS Onboarding – Virtual Machine Import with 
SAP checks 

IaaS ONB VM Import w/ SAP Setup 

IC-ONB-SS-1T IaaS Onboarding - Self-Service IaaS Onboarding Self-Service Setup 

IC-ONB-EML-1T Enhanced Mig Tool SW License Setup Enhanced Mig Tool SW License Setup 

IC-ONB-SEM-1T Enhanced Migration Tool Setup and 
Configuration 

Enhanced Mig Tool Setup & Config 

   

Compute 

IC-UVM-BAS-ENT Enterprise Basic µVM Ent Basic µVM 

IC-UVM-BASP-ENT Enterprise Basic Plus µVM Ent Basic Plus µVM 

IC-UVM-COR-ENT Enterprise Core µVM Ent Core µVM 

IC-UVM-RESV-ENT Enterprise Reserved µVM   Ent Reserved µVM 

IC-UVM-BAS-DMZ DMZ Basic µVM DMZ Basic µVM 

IC-UVM-BASP-DMZ DMZ Basic Plus µVM DMZ Basic Plus µVM 

IC-UVM-COR-DMZ DMZ Core µVM DMZ Core µVM 

IC-UVM-RESV-DMZ DMZ Reserved µVM   DMZ Reserved µVM 

IC-UVM-BAS-ORA Oracle Cluster Basic µVM Oracle Cluster Basic µVM 

IC-UVM-COR-ORA Oracle Cluster Core µVM Oracle Cluster Core µVM 

IC-UVM-BAS-CIT Citrix Basic µVM Citrix Basic µVM 

IC-UVM-COR-CIT Citrix Core µVM Citrix Core µVM 

HM-HA-VIR-1T vHANA Installation and Setup Charge - Virtual 
Appliance 

vHANA Install Setup-Virtual Appliance 

HM-UVV-BAS-ENT vHANA Enterprise Basic µVM Variable  vHANA Ent Basic µVM Var 

HM-VVM-BAS-ENT vHANA Enterprise Basic VM Fee  vHANA Ent Basic VM Fee 

HM-UHV-BASP-ENT vHANA Enterprise Basic Plus µVM Variable vHANA Ent Basic Plus µVM Var 

HM-HVM-BASP-ENT vHANA Enterprise Basic Plus VM Fee vHANA Ent Basic Plus VM Fee 
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Service ID Service Name Billing Name 

HM-UVV-COR-ENT vHANA Enterprise Core µVM Variable  vHANA Ent Core µVM Var 

HM-VVM-COR-ENT vHANA Enterprise Core VM Fee  vHANA Ent Core VM Fee 

HM-UVM-RESV-ENT vHANA Enterprise Reserved µVM   vHANA Ent Reserved µVM 

IC-UHV-BAS-ENT High Memory Enterprise Basic µVM  High Memory Ent Basic µVM 

IC-HVM-BAS-ENT High Memory Enterprise Basic VM Fee High Memory Ent Basic VM Fee 

IC-UHV-BASP-ENT High Memory Enterprise Basic Plus µVM High Memory Ent Basic Plus µVM 

IC-HVM-BASP-ENT High Memory Enterprise Basic Plus VM Fee High Memory Ent Basic Plus VM Fee 

IC-UHV-COR-ENT High Memory Enterprise Core µVM  High Memory Ent Core µVM 

IC-HVM-COR-ENT High Memory Enterprise Core VM Fee High Memory Ent Core VM Fee 

IC-UHV-RESV-ENT High Memory Enterprise Reserved µVM   High Memory Ent Reserved µVM 

IC-UHV-BAS-DMZ High Memory DMZ Basic µVM  High Memory DMZ Basic µVM 

IC-HVM-BAS-DMZ High Memory DMZ Basic VM Fee High Memory DMZ Basic VM Fee 

IC-UHV-BASP-DMZ High Memory DMZ Basic Plus µVM  

IC-HVM-BASP-DMZ High Memory DMZ Basic Plus VM Fee  

IC-UHV-COR-DMZ High Memory DMZ Core µVM  High Memory DMZ Core µVM 

IC-HVM-COR-DMZ High Memory DMZ Core VM Fee High Memory DMZ Core VM Fee 

IC-UHV-RESV-DMZ High Memory DMZ Reserved µVM   High Memory DMZ Reserved µVM 

   

HANA Physical Appliances 

HM-HA-PHS-1T HANA Appliance Installation and Setup - 
Physical Appliance 

pHANA Appliance Install & Setup 

HM-HA1-SOH-1TB 1 TB HANA Managed Appliance for SoH - 
Primary 

1 TB HANA SoH Primary 

HM-HA2-SOH-1TB 1 TB HANA Managed Appliance for SoH - 
Secondary 

1 TB HANA SoH Secondary 

HM-HA1-SOH-15 1.5 TB HANA Managed Appliance for SoH - 
Primary 

1.5 TB HANA SoH Primary 

HM-HA2-SOH-15 1.5 TB HANA Managed Appliance for SoH - 
Secondary 

1.5 TB HANA SoH Secondary 

HM-HA1-SOH-2TB 2 TB HANA Managed Appliance for SoH - 
Primary 

2 TB HANA SoH Primary 

HM-HA2-SOH-2TB 2 TB HANA Managed Appliance for SoH - 
Secondary 

2 TB HANA SoH Secondary 

HM-HA1-SOH-3TB 3 TB HANA Managed Appliance for SoH - 
Primary 

3 TB HANA SoH Primary 

HM-HA2-SOH-3TB 3 TB HANA Managed Appliance for SoH - 
Secondary 

3 TB HANA SoH Secondary 

HM-HA1-SOH-4TB 4 TB HANA Managed Appliance for SoH - 
Primary 

4 TB HANA SoH Primary 

HM-HA2-SOH-4TB 4 TB HANA Managed Appliance for SoH - 
Secondary 

4 TB HANA SoH Secondary 

HM-HA1-SOH-6TB 6 TB HANA Managed Appliance for SoH - 
Primary 

6 TB HANA SoH Primary 

HM-HA2-SOH-6TB 6 TB HANA Managed Appliance for SoH - 
Secondary 

6 TB HANA SoH Secondary 

HM-HA1-SOH-8TB 8 TB HANA Managed Appliance for SoH - 
Primary 

8 TB HANA SoH Primary 

HM-HA2-SOH-8TB 8 TB HANA Managed Appliance for SoH - 
Secondary 

8 TB HANA SoH Secondary 

HM-HA1-SOH-9TB 9 TB HANA Managed Appliance for SoH - 
Primary 

9 TB HANA SoH Primary 

HM-HA2-SOH-9TB 9 TB HANA Managed Appliance for SoH - 
Secondary 

9 TB HANA SoH Secondary 
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Service ID Service Name Billing Name 

HM-HA1-SOH-12TB 12 TB HANA Managed Appliance for SoH - 
Primary 

12 TB HANA SoH Primary 

HM-HA2-SOH-12TB 12 TB HANA Managed Appliance for SoH - 
Secondary 

12 TB HANA SoH Secondary 

HM-HA1-SOH-16TB 16 TB HANA Managed Appliance for SoH - 
Primary 

16 TB HANA SoH Primary 

HM-HA2-SOH-16TB 16 TB HANA Managed Appliance for SoH - 
Secondary 

16 TB HANA SoH Secondary 

HM-HA1-SN-1TB 1 TB HANA Managed Appliance (Single 
Node/Scale-Up) - Primary 

1 TB HANA Scale-Up Primary 

HM-HA2-SN-1TB 1 TB HANA Managed Appliance (Single 
Node/Scale-Up) - Secondary 

1 TB HANA Scale-Up Secondary 

HM-HA1-SN-2TB 2 TB HANA Managed Appliance (Single 
Node/Scale-Up) - Primary 

2 TB HANA Scale-Up Primary 

HM-HA2-SN-2TB 2 TB HANA Managed Appliance (Single 
Node/Scale-Up) - Secondary 

2 TB HANA Scale-Up Secondary 

HM-HA1-SO-1TB 1 TB HANA Managed Appliance for BW (Scale-
Out) - Primary 

1 TB HANA BW Scale-Out Primary 

HM-HA2-SO-1TB 1 TB HANA Managed Appliance for BW (Scale-
Out) - Secondary 

1 TB HANA BW Scale-Out Secondary 

HM-HA1-SO-2TB 2 TB HANA Managed Appliance for BW (Scale-
Out) - Primary 

2 TB HANA BW Scale-Out Primary 

HM-HA2-SO-2TB 2 TB HANA Managed Appliance for BW (Scale-
Out) - Secondary 

2 TB HANA BW Scale-Out Secondary 

HM-HA1-SO-3TB 3 TB HANA Managed Appliance for BW (Scale-
Out) - Primary 

3 TB HANA BW Scale-Out Primary 

HM-HA2-SO-3TB 3 TB HANA Managed Appliance for BW (Scale-
Out) - Secondary 

3 TB HANA BW Scale-Out Secondary 

HM-HA1-SO-4TB 4 TB HANA Managed Appliance for BW (Scale-
Out) - Primary 

4 TB HANA BW Scale-Out Primary 

HM-HA2-SO-4TB 4 TB HANA Managed Appliance for BW (Scale-
Out) - Secondary 

4 TB HANA BW Scale-Out Secondary 

   

OS, Database, and Other Software 

IC-SW-MQL-STD Microsoft SQL Standard (Per 2 cores) Microsoft SQL Std per/2 cores 

IC-SW-MQL-ENT Microsoft SQL Enterprise (Per 2 cores) Microsoft SQL Ent per/2 cores 

IC-SW-SLES-PH SUSE Linux Enterprise for Physical HANA SUSE Linux Ent for Physical HANA 

IC-SW-SLES-MF vSUSE Linux Enterprise vSUSE Linux Ent 

IC-SW-RHL-STD Red Hat Enterprise Linux - Standard (Per OS) Red Hat Ent Linux Std 

IC-SW-RHL-ENT Red Hat Enterprise Linux - Enterprise (Per OS) Red Hat Ent Linux Ent 

IC-SW-MSS-WIN Microsoft OS Microsoft OS 

IC-SW-RDS-IF Remote Desktop Services (Per User) Remote Desktop Services per/User 

   

Backup and Storage 

IC-DP-BU-1T System Backup Setup Sys Backup Setup 

IC-DP-BU-REP System Backup - Replicated Sys Backup Rep 

IC-DP-BU-LOC System Backup - Local Only Sys Backup Loc 

IC-STO-T0AD-LOC Tier 0 Block Storage - DMZ - Local Only T0 Storage DMZ Loc 

IC-STO-T0AN-LOC Tier 0 Block Storage - HZ - Local Only T0 Storage HZ Loc 

IC-STO-T0AI-LOC Tier 0 Block Storage - IZ - Local Only T0 Storage IZ Loc 

IC-STO-T01D-REP Tier 0 Block Storage Local - DMZ - Replicated 
to Tier 1 

T0 Storage Loc DMZ Rep to T1 
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IC-STO-T01N-REP Tier 0 Block Storage Local - HZ - Replicated to 
Tier 1 

T0 Storage Loc HZ Rep to T1 

IC-STO-T01I-REP Tier 0 Block Storage Local - IZ - Replicated to 
Tier 1 

T0 Storage Loc IZ Rep to T1 

IC-STO-T1AD-LOC Tier I Block Storage - DMZ - Local Only T1 Storage DMZ Loc 

IC-STO-T1AN-LOC Tier I Block Storage - HZ - Local Only T1 Storage HZ Loc 

IC-STO-T1AI-LOC Tier I Block Storage - IZ - Local Only T1 Storage IZ Loc 

IC-STO-T2AD-LOC Tier II Block Storage - DMZ - Local Only T2 Storage DMZ Loc 

IC-STO-T2AN-LOC Tier II Block Storage - HZ - Local Only T2 Storage HZ Loc 

IC-STO-T2AI-LOC Tier II Block Storage - IZ - Local Only T2 Storage IZ Loc 

IC-STO-T3AD-LOC Tier III Block Storage - DMZ - Local Only T3 Storage DMZ Loc 

IC-STO-T3AN-LOC Tier III Block Storage - HZ - Local Only T3 Storage HZ Loc 

IC-STO-T3AI-LOC Tier III Block Storage - IZ - Local Only T3 Storage IZ Loc 

IC-STO-T0AD-REP Tier 0 Block Storage - DMZ - Replicated T0 Storage DMZ Rep 

IC-STO-T0AN-REP Tier 0 Block Storage - HZ - Replicated T0 Storage HZ Rep 

IC-STO-T0AI-REP Tier 0 Block Storage - IZ - Replicated T0 Storage IZ Rep 

IC-STO-T1AD-REP Tier I Block Storage - DMZ - Replicated T1 Storage DMZ Rep 

IC-STO-T1AN-REP Tier I Block Storage - HZ - Replicated T1 Storage HZ Rep 

IC-STO-T1AI-REP Tier I Block Storage - IZ - Replicated T1 Storage IZ Rep 

IC-STO-T2AD-REP Tier II Block Storage - DMZ - Replicated T2 Storage DMZ Rep 

IC-STO-T2AN-REP Tier II Block Storage - HZ - Replicated T2 Storage HZ Rep 

IC-STO-T2AI-REP Tier II Block Storage - IZ - Replicated T2 Storage IZ Rep 

IC-STO-T3AD-REP Tier III Block Storage – DMZ - Replicated T3 Storage DMZ Rep 

IC-STO-T3AN-REP Tier III Block Storage – HZ - Replicated T3 Storage HZ Rep 

IC-STO-T3AI-REP Tier III Block Storage – IZ - Replicated T3 Storage IZ Rep    

Network 

CS-NW-BWU2-NET Network Bandwidth Fee - USDC2 Netwk BW Fee UD2 

CS-NW-BWU3-NET Network Bandwidth Fee - USDC3 Netwk BW Fee UD3 

CS-NW-BWU4-NET Network Bandwidth Fee - USDC4 Netwk BW Fee UD4 

CS-NW-BWU5-NET Network Bandwidth Fee - USDC5 Netwk BW Fee UD5 

CS-NW-BWU6-NET Network Bandwidth Fee - USDC6 Netwk BW Fee UD6 

CS-NW-BWG1-NET Network Bandwidth Fee - UKDC1 Netwk BW Fee GD1 

CS-NW-BWG4-NET Network Bandwidth Fee - UKDC3 - CAP Netwk BW Fee GD3/CAP 

CS-NW-BWG3-NET Network Bandwidth Fee - NLDC1 Netwk BW Fee ND1 

CS-NW-BWD1-NET Network Bandwidth Fee - DEDC1 Netwk BW Fee DD1 

CS-NW-BWD3-NET Network Bandwidth Fee - DEDC3 - VOD Netwk BW Fee DD3/VOD 

CS-NW-BWF1-NET Network Bandwidth Fee - FRDC1 Netwk BW Fee FD1 

CS-NW-BWF2-NET Network Bandwidth Fee - FRDC2 - CAP Netwk BW Fee FD2/CAP 

CS-NW-BWA1-NET Network Bandwidth Fee - AUDC1 Netwk BW Fee AD1 

CS-NW-BWA2-NET Network Bandwidth Fee - AUDC2 Netwk BW Fee AD2 

CS-NW-BWJ1-NET Network Bandwidth Fee - JPDC1 Netwk BW Fee JD1 

CS-NW-BWJ2-NET Network Bandwidth Fee - JPDC2 Netwk BW Fee JD2 

IC-NW-IPAD-V6 Public IP Address (IPv6) Public IP Address IPv6 

IC-NW-IPAD-V4 Public IP Address (IPv4) Public IP Address IPv4    

Load Balancer 

IC-NW-FLBM-NET F5 Load Balancing Bandwidth Fee F5 Load Balancing Bandwidth Fee 

IC-NW-FLBB-1T F5 Load Balancer Pool Setup Charges - Basic F5 Load Balancer Pool Setup Basic 

IC-NW-FLBB-MF F5 Load Balancing Pool Management Fee - 
Basic 

F5 Load Balancing Pool Mgmt Fee 
Basic 
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IC-NW-FLBA-1T F5 Load Balancer Pool Setup Charges - 
Advanced 

F5 Load Balancer Pool Setup Advanced 

IC-NW-FLBA-MF F5 Load Balancing Pool Management Fee - 
Advanced 

F5 Load Balancing Pool Mgmt Fee Adv 

   

Cloud and Storage Connect 

DC-NWU3-XCS-1T Cloud Connect - Standard (24 Ports Available) - 
Setup 

Cloud Conn Std 24 ports Setup 

DC-NWU3-XCS-STD Cloud Connect - Standard (24 ports available) Cloud Conn Std 24 ports 

DC-NWU3-XCH-1T Cloud Connect - HA (48 ports available) - Setup Cloud Conn HA 48 ports Setup 

DC-NWU3-XCH-HA Cloud Connect - HA (48 ports available) Cloud Conn HA 48 ports 

DC-NWU3-SCS-1T Storage Connect - Standard - Setup Storage Connect Std Setup 

DC-NWU3-SCS-STD Storage Connect - Standard Storage Connect Std 

DC-NWU3-SCH-1T Storage Connect - HA - Setup Storage Connect HA Setup 

DC-NWU3-SCH-HA Storage Connect - HA Storage Connect HA    

Ad Hoc Services 
  

IC-SVC-DRP1-AH DR Planning Service Tier 1 (<20 VMs) DR Planning Service Tier 1 <20 VMs 

IC-SVC-DRP2-AH DR Planning Service Tier 2 (<50 VMs) DR Planning Service Tier 2 <50 VMs 

IC-SVC-DRP3-AH DR Planning Service Tier 3 (<100 VMs) DR Planning Service Tier 3 <100 VMs 

IC-SVC-DRT1-AH DR Test Service Tier 1 (<20 VMs) DR Test Service Tier 1 <20 VMs 

IC-SVC-DRT2-AH DR Test Service Tier 2 (<50 VMs) DR Test Service Tier 2 <50 VMs 

IC-SVC-DRT3-AH DR Test Service Tier 3 (<100 VMs) DR Test Service Tier 3 <100 VMs 

IC-DP-BU-CRS Backup Restoration Request AMS Backup Restoration Request AMS 

IC-DP-BU-NRS Backup Restoration Request Backup Restoration Request 

Security Services: Network Level (Perimeter Defense) 

Firewall 

CS-FW-FW-1T Firewall Configuration/Setup Firewall Config/Setup 

CS-FW-MPF-SVC Managed Perimeter Firewall Managed Perimeter Firewall    

IPSec VPN 

CS-VPN-H-1T IPSec VPN Host-Side Configuration IPSec VPN Host-Side Config Setup 

CS-VPN-U2-NET IPSec VPN Bandwidth Fee - USDC2 IPSec VPN BW Fee UD2 

CS-VPN-U3-NET IPSec VPN Bandwidth Fee - USDC3 IPSec VPN BW Fee UD3 

CS-VPN-U4-NET IPSec VPN Bandwidth Fee - USDC4 IPSec VPN BW Fee UD4 

CS-VPN-U5-NET IPSec VPN Bandwidth Fee - USDC5 IPSec VPN BW Fee UD5 

CS-VPN-U6-NET IPSec VPN Bandwidth Fee - USDC6 IPSec VPN BW Fee UD6 

CS-VPN-G1-NET IPSec VPN Bandwidth Fee - UKDC1 IPSec VPN BW Fee GD1 

CS-VPN-G4-NET IPSec VPN Bandwidth Fee - UKDC3 - CAP IPSec VPN BW Fee GD3/CAP 

CS-VPN-G3-NET IPSec VPN Bandwidth Fee - NLDC1 IPSec VPN BW Fee ND1 

CS-VPN-D1-NET IPSec VPN Bandwidth Fee - DEDC1 IPSec VPN BW Fee DD1 

CS-VPN-D3-NET IPSec VPN Bandwidth Fee - DEDC3 - VOD IPSec VPN BW Fee DD3/VOD 

CS-VPN-F1-NET IPSec VPN Bandwidth Fee - FRDC1 IPSec VPN BW Fee FD1 

CS-VPN-F2-NET IPSec VPN Bandwidth Fee - FRDC2 - CAP IPSec VPN BW Fee FD2/CAP 

CS-VPN-A1-NET IPSec VPN Bandwidth Fee - AUDC1 IPSec VPN BW Fee AD1 

CS-VPN-A2-NET IPSec VPN Bandwidth Fee - AUDC2 IPSec VPN BW Fee AD2 

CS-VPN-J1-NET IPSec VPN Bandwidth Fee - JPDC1 IPSec VPN BW Fee JD1 

CS-VPN-J2-NET IPSec VPN Bandwidth Fee - JPDC2 IPSec VPN BW Fee JD2 

CS-VPN-T-SVC IPSec VPN Tunnel Managed Service IPSec VPN Tunnel Managed Service    
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IDS 

CS-IDS-NB1-1T Network Based Intrusion Detection Primary Site 
Setup 

Netwk Based IDS Primary Setup 

CS-IDS-NB1-SYS Network Based Intrusion Detection System and 
Managed Service - Primary 

Netwk Based IDS Service Primary 

CS-IDS-NB2-1T Network Based Intrusion Detection Secondary 
Site Setup 

Netwk Based IDS Secondary Setup 

CS-IDS-NB2-SYS Network Based Intrusion Detection System and 
Managed Service - Secondary 

Netwk Based IDS Service Secondary 

   

Security Services: VM Level and Physical HANA 

AV/AM 

CS-TM-AV1-1T Anti-Virus Primary System Setup Anti-Virus System Setup Primary 

CS-TM-AV1-SYS Anti-Virus Primary System Anti-Virus System Primary 

CS-TM-AV2-1T Anti-Virus Secondary System Setup Anti-Virus System Setup Secondary 

CS-TM-AV2-SYS Anti-Virus Secondary System Anti-Virus System Secondary 

CS-TM-AV-SVC Anti-Virus Managed Service Anti-Virus Managed Service    

IDS and Firewall 

CS-TM-IDFW1-1T Intrusion Detection and Firewall Primary System 
Setup 

IDS/Firewall Service Primary Setup 

CS-TM-IDFW1-SYS Intrusion Detection and Firewall Primary System IDS/Firewall Service Primary 

CS-TM-IDFW2-1T Intrusion Detection and Firewall Secondary 
System Setup 

IDS/Firewall Service Secondary Setup 

CS-TM-IDFW2-SYS Intrusion Detection and Firewall Secondary 
System 

IDS/Firewall Service Secondary 

CS-TM-IDFW-SVC Intrusion Detection and Firewall Managed 
Service 

IDS/Firewall Service per/VM 

   

FIM 

CS-TM-FIM1-1T File Integrity Monitoring Primary System Setup FileIntegrity Monitor Primary Setup 

CS-TM-FIM1-SYS File Integrity Monitoring Primary System FileIntegrity Monitor Primary 

CS-TM-FIM2-1T File Integrity Monitoring Secondary System 
Setup 

FileIntegrity Monitor Secondary Setup 

CS-TM-FIM2-SYS File Integrity Monitoring Secondary System FileIntegrity Monitor Secondary 

CS-TM-FIM-SVC File Integrity Monitoring Managed Service FileIntegrity Monitor Mngd Service    

VLSB 

CS-TM-VLSB1-1T VM-Level Security Bundle Primary System 
Setup 

VM Sec Bndl Primary Sys Setup 

CS-TM-VLSB1-SYS VM-Level Security Bundle Primary System fee VM-Level Sec Bndl Primary Sys Fee 

CS-TM-VLSB2-1T VM-Level Security Bundle Secondary System 
Setup 

VM-Level Sec Bndl Secondary Sys 
Setup 

CS-TM-VLSB2-SYS VM-Level Security Bundle Secondary System 
fee 

VM-Level Sec Bndl Secondary Sys Fee 

CS-TM-VLSBA-SVC VM-Level Security Bundle Service Fee (<101 
VMs) 

VM-Level Sec Bndl Svc Fee <101 VMs 

CS-TM-VLSBB-SVC VM-Level Security Bundle Service Fee (<1001 
VMs) 

VM-Level Sec Bndl Svc Fee <1001 VMs 

   

Encryption 

CS-ENC-SYSS-1T Encryption Management System Setup Encrypt Mgmt System Setup 
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CS-ENC-SYS-SYS Encryption Management System Fee Encrypt Mgmt System Fee 

CS-ENC-AGT-1T Encryption Agent Setup  Encrypt Agent Setup 

CS-ENC-AGT-MF Encryption Agent per VM Encrypt Agent per/VM 

CS-ENC-AGP-MF Encryption Agent per Machine - pHANA Encrypt Agent per/Machine pHANA 

   

Vulnerability Scanning 

CS-VS-IP-1T Vulnerability Scanning System Setup Vulnerability Scanning System Setup 

CS-VS-NPIP-SVC Vulnerability Scanning Managed Service - non 
Public IP 

Vulnerability Scan non-Public IP 

CS-VS-PIP-SVC Vulnerability Scanning Managed Service - 
Public IP 

Vulnerability Scan Public IP 

CS-VS-NPIP-AH Vulnerability Scanning Remedial Ad Hoc Scan Vulnerability Scan Remedial Ad-Hoc    

Log Management 

CS-VS-LM-1T Log Management System Setup Log Mgmt System Setup 

CS-VS-MLM-1T Managed Log Management Service Setup Managed Log Mgmt Service Setup 

CS-VS-LM-SYS Log Management System Fee Log Mgmt System Fee 

CS-VS-MLM-SVC Managed Log Management Service Managed Log Mgmt Service    

2FA 

CS-2F-VPT-1T 2FA Virtustream Portal Token Issue 2FA VS Portal Token Issue Setup 

CS-2F-VPT-MF 2FA Virtustream Portal Token Fee 2FA VS Portal Token Fee    

Colocation/Data Centers 

USDC2 
  

DC-NWU2-XCF-1T Fiber Cross Connect - USDC2 - Installation Fiber Cross Conn UD2 Install 

DC-NWU2-XCF-MF Fiber Cross Connect - USDC2 Fiber Cross Conn UD2 

DC-NWU2-XCC-1T Copper Cross Connect - USDC2 - Installation Coppr Cross Conn UD2 Install 

DC-NWU2-XCC-MF Copper Cross Connect - USDC2 Coppr Cross Conn UD2 

DC-RKU2-RK-1T Rack Installation - USDC2 Rack Install UD2 

DC-RKU2-RK-42U Rackspace - 42U - USDC2 Rackspace 42U UD2 

DC-PWU2-KW-42U Rackpower - Per kW - USDC2 RackPwr per/kW UD2 

DC-RKU2-RK-HR Hotel Rack (1U) - Managed Colo - USDC2 Hotel Rack 1U Mngd Colo UD2 

DC-RKU2-DLP-1T Equipment Deployment - Per equipment - 
USDC2 

Equipment Deployment UD2 

   

USDC3 
  

DC-NWU3-XCF-1T Fiber Cross Connect - USDC3 - Installation Fiber Cross Conn UD3 Install 

DC-NWU3-XCF-MF Fiber Cross Connect - USDC3 Fiber Cross Conn UD3 

DC-NWU3-XCC-1T Copper Cross Connect - USDC3 - Installation Coppr Cross Conn UD3 Install 

DC-NWU3-XCC-MF Copper Cross Connect - USDC3 Coppr Cross Conn UD3 

DC-RKU3-RK-1T Rack Installation - USDC3 Rack Install UD3 

DC-RKU3-RK-42U Rackspace - 42U - USDC3 Rackspace 42U UD3 

DC-PWU3-KW-42U Rackpower - Per kW - USDC3 RackPwr per/kW UD3 

DC-RKU3-RK-HR Hotel Rack (1U) - Managed Colo - USDC3 Hotel Rack 1U Mngd Colo UD3 

DC-RKU3-DLP-1T Equipment Deployment - Per equipment - 
USDC3  

Equipment Deployment UD3 

   

USDC4 
  

DC-NWU4-XCF-1T Fiber Cross Connect - USDC4 - Installation Fiber Cross Conn UD4 Install 
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DC-NWU4-XCF-MF Fiber Cross Connect - USDC4 Fiber Cross Conn UD4 

DC-NWU4-XCC-1T Copper Cross Connect - USDC4 - Installation Coppr Cross Conn UD4 Install 

DC-NWU4-XCC-MF Copper Cross Connect - USDC4  Coppr Cross Conn UD4 

DC-RKU4-RK-1T Rack Installation - USDC4 Rack Install UD4 

DC-RKU4-RK-42U Rackspace - 42U - USDC4 Rackspace 42U UD4 

DC-PWU4-KW-42U Rackpower - Per kW - USDC4 RackPwr per/kW UD4 

DC-RKU4-RK-HR Hotel Rack (1U) - Managed Colo - USDC4 Hotel Rack 1U Mngd Colo UD4 

DC-RKU4-DLP-1T Equipment Deployment - Per equipment - 
USDC4 

Equipment Deployment UD4 

   

USDC5 
  

DC-NWU5-XCF-1T Fiber Cross Connect - USDC5 - Installation Fiber Cross Conn UD5 Install 

DC-NWU5-XCF-MF Fiber Cross Connect - USDC5 Fiber Cross Conn UD5 

DC-NWU5-XCC-1T Copper Cross Connect - USDC5 - Installation Coppr Cross Conn UD5 Install 

DC-NWU5-XCC-MF Copper Cross Connect - USDC5  Coppr Cross Conn UD5 

DC-RKU5-RK-1T Rack Installation - USDC5 Rack Install UD5 

DC-RKU5-RK-42U Rackspace - 42U - USDC5 Rackspace 42U UD5 

DC-PWU5-KW-42U Rackpower - Per kW - USDC5 RackPwr per/kW UD5 

DC-RKU5-RK-HR Hotel Rack (1U) - Managed Colo - USDC5 Hotel Rack 1U Mngd Colo UD5 

DC-RKU5-DLP-1T Equipment Deployment - Per equipment - 
USDC5 

Equipment Deployment UD5 

   

USDC6 
  

DC-NWU6-XCF-1T Fiber Cross Connect - USDC6 - Installation Fiber Cross Conn UD6 Install 

DC-NWU6-XCF-MF Fiber Cross Connect - USDC6 Fiber Cross Conn UD6 

DC-NWU6-XCC-1T Copper Cross Connect - USDC6 - Installation Coppr Cross Conn UD6 Install 

DC-NWU6-XCC-MF Copper Cross Connect - USDC6  Coppr Cross Conn UD6 

DC-RKU6-RK-1T Rack Installation - USDC6 Rack Install UD6 

DC-RKU6-RK-42U Rackspace - 42U - USDC6 Rackspace 42U UD6 

DC-PWU6-KW-42U Rackpower - Per kW - USDC6 RackPwr per/kW UD6 

DC-RKU6-RK-HR Hotel Rack (1U) - Managed Colo - USDC6 Hotel Rack 1U Mngd Colo UD6 

DC-RKU6-DLP-1T Equipment Deployment - Per equipment - 
USDC6 

Equipment Deployment UD6 

   

UKDC1 
  

DC-NWG1-XCF-1T Fiber Cross Connect - UKDC1 - Installation Fiber Cross Conn GD1 Install 

DC-NWG1-XCF-MF Fiber Cross Connect - UKDC1 Fiber Cross Conn GD1 

DC-NWG1-XCC-1T Copper Cross Connect - UKDC1 - Installation Coppr Cross Conn GD1 Install 

DC-NWG1-XCC-MF Copper Cross Connect - UKDC1 Coppr Cross Conn GD1 

DC-RKG1-RK-1T Rack Installation - UKDC1 Rack Install GD1 

DC-RKG1-RKS-42U Rackspace - 42U - UKDC1 Rackspace 42U GD1 

DC-PWG1-KW-42U Rackpower - Per kW - UKDC1 RackPwr per/kW GD1 

DC-RKG1-RK-HR Hotel Rack (1U) - Managed Colo - UKDC1 Hotel Rack 1U Mngd Colo GD1 

DC-RKG1-DLP-1T Equipment Deployment - Per equipment - 
UKDC1 

Equipment Deployment GD1 

DC-RKG1-RKW-HR Colo - Rack (1U) - 265W Power - UKDC1 Colo Rack 265W Pwr GD1    

UKDC2 
  

DC-NWG2-XCF-1T Fiber Cross Connect Installation - UKDC2 Fiber Cross Conn Install GD2 

DC-NWG2-XCF-MF Fiber Cross Connect - UKDC2 Fiber Cross Conn GD2 

DC-NWG2-XCC-1T Copper Cross Connect - UKDC2 - Installation Coppr Cross Conn GD2 Install 
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DC-NWG2-XCC-MF Copper Cross Connect - UKDC2 Coppr Cross Conn GD2 

DC-RKG2-RK-1T Rack Installation - UKDC2 Rack Install GD2 

DC-RKG2-RKS-20U Rackspace - 42U - UKDC2 Rackspace 42U GD2    

UKDC3 
  

DC-NWG4-XCF-1T Fiber Cross Connect - UKDC3 - CAP - 
Installation 

Fiber Cross Conn GD3/CAP Install 

DC-NWG4-XCF-MF Fiber Cross Connect - UKDC3 - CAP Fiber Cross Conn GD3/CAP 

DC-NWG4-XCC-1T Copper Cross Connect - UKDC3 - CAP - 
Installation 

Coppr Cross Conn GD3/CAP Install 

DC-NWG4-XCC-MF Copper Cross Connect - UKDC3 - CAP Coppr Cross Conn GD3/CAP 

DC-RKG4-RK-1T Rack Installation - UKDC3 - CAP Rack Install GD3/CAP 

DC-RKG4-RK-42U Rackspace - 42U - UKDC3 - CAP Rackspace 42U GD3/CAP 

DC-PWG4-KW-42U Rackpower - Per kW - UKDC3 - CAP RackPwr per/kW GD3/CAP 

DC-RKG4-RK-HR Hotel Rack (1U) - Managed Colo - UKDC3 - 
CAP 

Hotel Rack 1U Mngd Colo GD3/CAP 

DC-RKG4-DLP-1T Equipment Deployment - Per equipment - 
UKDC3 - CAP  

Equipment Deployment GD3/CAP 

DC-RKG4-RKW-HR Colo - Rack (1U) - 265W Power - UKDC3 - CAP Colo Rack 265W Pwr GD3/CAP    

NLDC1 
  

DC-NWG3-XCF-1T Fiber Cross Connect - NLDC1 - Installation Fiber Cross Conn ND1 Install 

DC-NWG3-XCF-MF Fiber Cross Connect - NLDC1 Fiber Cross Conn ND1 

DC-NWG3-XCC-1T Copper Cross Connect - NLDC1 - Installation Coppr Cross Conn ND1 Install 

DC-NWG3-XCC-MF Copper Cross Connect - NLDC1 Coppr Cross Conn ND1 

DC-RKG3-RK-1T Rack Installation - NLDC1 Rack Install ND1 

DC-RKG3-RKS-42U Rackspace - 42U - NLDC1 Rackspace 42U ND1 

DC-PWG3-KW-42U Rackpower - Per kW - NLDC1 RackPwr per/kW ND1 

DC-RKG3-RK-HR Hotel Rack (1U) - Managed Colo - NLDC1 Hotel Rack 1U Mngd Colo ND1 

DC-RKG3-DLP-1T Equipment Deployment - Per equipment - 
NLDC1 

Equipment Deployment ND1 

   

DEDC1 
  

DC-NWD1-XCF-1T Fiber Cross Connect - DEDC1 - Installation Fiber Cross Conn DD1 Install 

DC-NWD1-XCF-MF Fiber Cross Connect - DEDC1 Fiber Cross Conn DD1 

DC-NWD1-XCC-1T Copper Cross Connect - DEDC1 - Installation Coppr Cross Conn DD1 Install 

DC-NWD1-XCC-MF Copper Cross Connect - DEDC1 Coppr Cross Conn DD1 

DC-RKD1-RK-1T Rack Installation - DEDC1 Rack Install DD1 

DC-RKD1-RK-42U Rackspace - 42U - DEDC1 Rackspace 42U DD1 

DC-PWD1-KW-42U Rackpower - Per kW - DEDC1 RackPwr per/kW DD1 

DC-RKD1-RK-HR Hotel Rack (1U) - Managed Colo - DEDC1 Hotel Rack 1U Mngd Colo DD1 

DC-RKD1-DLP-1T Equipment Deployment - Per equipment - 
DEDC1  

Equipment Deployment DD1 

   

DEDC3 
  

DC-NWD3-XCF-1T Fiber Cross Connect - DEDC3 - VOD - 
Installation 

Fiber Cross Conn DD3/VOD Install 

DC-NWD3-XCF-MF Fiber Cross Connect - DEDC3 - VOD Fiber Cross Conn DD3/VOD 

DC-NWD3-XCC-1T Copper Cross Connect - DEDC3 - VOD - 
Installation 

Coppr Cross Conn DD3/VOD Install 

DC-NWD3-XCC-MF Copper Cross Connect - DEDC3 - VOD Coppr Cross Conn DD3/VOD 

DC-RKD3-RK-1T Rack Installation - DEDC3 - VOD Rack Install DD3/VOD 
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DC-RKD3-RK-42U Rackspace - 42U - DEDC3 - VOD Rackspace 42U DD3/VOD 

DC-PWD3-KW-42U Rackpower - Per kW - DEDC3 - VOD RackPwr per/kW DD3/VOD 

DC-RKD3-RK-HR Hotel Rack (1U) - Managed Colo - DEDC3 - 
VOD 

Hotel Rack 1U Mngd Colo DD3/VOD 

DC-RKD3-DLP-1T Equipment Deployment - Per equipment - 
DEDC3 - VOD  

Equipment Deployment DD3/VOD 

   

FRDC1 
  

DC-NWF1-XCC-1T Copper Cross Connect - FRDC1 - Installation Coppr Cross Conn FD1 Install 

DC-NWF1-XCC-MF Copper Cross Connect - FRDC1 Coppr Cross Conn FD1 

DC-NWF1-XCF-1T Fiber Cross Connect - FRDC1 - Installation Fiber Cross Conn FD1 Install 

DC-NWF1-XCF-MF Fiber Cross Connect - FRDC1 Fiber Cross Conn FD1 

DC-RKF1-RK-1T Rack Installation - FRDC1 Rack Install FD1 

DC-RKF1-RK-42U Rackspace - 42U - FRDC1 Rackspace 42U FD1 

DC-PWF1-KW-42U Rackpower - Per kW - FRDC1 RackPwr per/kW FD1 

DC-RKF1-RK-HR Hotel Rack (1U) - Managed Colo - FRDC1 Hotel Rack 1U Mngd Colo FD1 

DC-RKF1-DLP-1T Equipment Deployment - Per equipment - 
FRDC1  

Equipment Deployment FD1 

DC-RKF1-RKW-HR Colo - Rack (1U) - 265W Power - FRDC1 Colo Rack 265W Pwr FD1    

FRDC2 
  

DC-NWF2-XCF-1T Fiber Cross Connect - FRDC2 - CAP - 
Installation 

Fiber Cross Conn FD2/CAP Install 

DC-NWF2-XCF-MF Fiber Cross Connect - FRDC2 - CAP Fiber Cross Conn FD2/CAP 

DC-NWF2-XCC-1T Copper Cross Connect - FRDC2 - CAP - 
Installation 

Coppr Cross Conn FD2/CAP Install 

DC-NWF2-XCC-MF Copper Cross Connect - FRDC2 - CAP Coppr Cross Conn FD2/CAP 

DC-RKF2-RK-1T Rack Installation - FRDC2 - CAP Rack Install FD2/CAP 

DC-RKF2-RK-42U Rackspace - 42U - FRDC2 - CAP Rackspace 42U FD2/CAP 

DC-PWF2-KW-42U Rackpower - Per kW - FRDC2 - CAP RackPwr per/kW FD2/CAP 

DC-RKF2-RK-HR Hotel Rack (1U) - Managed Colo - FRDC2 - 
CAP 

Hotel Rack 1U Mngd Colo FD2/CAP 

DC-RKF2-DLP-1T Equipment Deployment - Per equipment - 
FRDC2 - CAP  

Equipment Deployment FD2/CAP 

DC-RKF2-RKW-HR Colo - Rack (1U) - 265W Power - FRDC2 - CAP Colo Rack 265W Pwr FD2/CAP    

AUDC1 
  

DC-NWA1-XCF-1T Fiber Cross Connect - AUDC1 - Installation Fiber Cross Conn AD1 Install 

DC-NWA1-XCF-MF Fiber Cross Connect - AUDC1 Fiber Cross Conn AD1 

DC-NWA1-XCC-1T Copper Cross Connect - AUDC1 - Installation Coppr Cross Conn AD1 Install 

DC-NWA1-XCC-MF Copper Cross Connect - AUDC1  Coppr Cross Conn AD1 

DC-RKA1-RK-1T Rack Installation - AUDC1 Rack Install AD1 

DC-RKA1-RK-42U Rackspace - 42U - AUDC1 Rackspace 42U AD1 

DC-PWA1-KW-42U Rackpower - Per kW - AUDC1 RackPwr per/kW AD1 

DC-RKA1-RK-HR Hotel Rack (1U) - Managed Colo - AUDC1 Hotel Rack 1U Mngd Colo AD1 

DC-RKA1-DLP-1T Equipment Deployment - Per equipment - 
AUDC1 

Equipment Deployment AD1 

   

AUDC2 
  

DC-NWA2-XCF-1T Fiber Cross Connect - AUDC2 - Installation Fiber Cross Conn AD2 Install 

DC-NWA2-XCF-MF Fiber Cross Connect - AUDC2 Fiber Cross Conn AD2 

DC-NWA2-XCC-1T Copper Cross Connect - AUDC2 - Installation Coppr Cross Conn AD2 Install 
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DC-NWA2-XCC-MF Copper Cross Connect - AUDC2  Coppr Cross Conn AD2 

DC-RKA2-RK-1T Rack Installation - AUDC2 Rack Install AD2 

DC-RKA2-RK-42U Rackspace - 42U - AUDC2 Rackspace 42U AD2 

DC-PWA2-KW-42U Rackpower - Per kW - AUDC2 RackPwr per/kW AD2 

DC-RKA2-RK-HR Hotel Rack (1U) - Managed Colo - AUDC2 Hotel Rack 1U Mngd Colo AD2 

DC-RKA2-DLP-1T Equipment Deployment - Per equipment - 
AUDC2 

Equipment Deployment AD2 

   

JPDC1 
  

DC-NWJ1-XCF-1T Fiber Cross Connect - JPDC1 - Installation Fiber Cross Conn JD1 Install 

DC-NWJ1-XCF-MF Fiber Cross Connect - JPDC1 Fiber Cross Conn JD1 

DC-NWJ1-XCC-1T Copper Cross Connect - JPDC1 - Installation Coppr Cross Conn JD1 Install 

DC-NWJ1-XCC-MF Copper Cross Connect - JPDC1  Coppr Cross Conn JD1 

DC-RKJ1-RK-1T Rack Installation - JPDC1 Rack Install JD1 

DC-RKJ1-RK-42U Rackspace - 42U - JPDC1 Rackspace 42U JD1 

DC-PWJ1-KW-42U Rackpower - Per kW - JPDC1 RackPwr per/kW JD1 

DC-RKJ1-RK-HR Hotel Rack (1U) - Managed Colo - JPDC1 Hotel Rack 1U Mngd Colo JD1 

DC-RKJ1-DLP-1T Equipment Deployment - Per equipment - 
JPDC1 

Equipment Deployment JD1 

   

JPDC2 
  

DC-NWJ2-XCF-1T Fiber Cross Connect - JPDC2 - Installation Fiber Cross Conn JD2 Install 

DC-NWJ2-XCF-MF Fiber Cross Connect - JPDC2 Fiber Cross Conn JD2 

DC-NWJ2-XCC-1T Copper Cross Connect - JPDC2 - Installation Coppr Cross Conn JD2 Install 

DC-NWJ2-XCC-MF Copper Cross Connect - JPDC2  Coppr Cross Conn JD2 

DC-RKJ2-RK-1T Rack Installation - JPDC2 Rack Install JD2 

DC-PWJ2-KW-42U Rackpower - Per kW - JPDC2 RackPwr per/kW JD2 

DC-RKJ2-RK-42U Rackspace - 42U - JPDC2 Rackspace 42U JD2 

DC-RKJ2-RK-HR Hotel Rack (1U) - Managed Colo - JPDC2 Hotel Rack 1U Mngd Colo JD2 

DC-RKJ2-DLP-1T Equipment Deployment - Per equipment - 
JPDC2 

Equipment Deployment JD2 

   

Remote Management 

DC-SVC-REU2-AH Remote eyes and hands - USDC2 (1 Hour) Remote Eyes/Hands UD2 1 Hr 

DC-SVC-REU3-AH Remote eyes and hands - USDC3 (1 Hour) Remote Eyes/Hands UD3 1 Hr 

DC-SVC-REU4-AH Remote eyes and hands - USDC4 (1 Hour) Remote Eyes/Hands UD4 1 Hr 

DC-SVC-REU5-AH Remote eyes and hands - USDC5 (1 Hour) Remote Eyes/Hands UD5 1 Hr 

DC-SVC-REU6-AH Remote eyes and hands - USDC6 (1 Hour) Remote Eyes/Hands UD6 1 Hr 

DC-SVC-REG1-AH Remote eyes and hands - UKDC1 (1 Hour) Remote Eyes/Hands GD1 1 Hr 

DC-SVC-REG4-AH Remote eyes and hands - UKDC3 - CAP (1 
Hour) 

Remote Eyes/Hands GD3/CAP 1 Hr 

DC-SVC-REG3-AH Remote eyes and hands - NLDC1 (1 Hour) Remote Eyes/Hands ND1 1 Hr 

DC-SVC-RED1-AH Remote eyes and hands - DEDC1 (1 Hour) Remote Eyes/Hands DD1 1 Hr 

DC-SVC-RED3-AH Remote eyes and hands - DEDC3 - VOD (1 
Hour) 

Remote Eyes/Hands DD3/VOD 1 Hr 
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DC-SVC-REF1-AH Remote eyes and hands - FRDC1 (1 Hour) Remote Eyes/Hands FD1 1 Hr 

DC-SVC-REF2-AH Remote eyes and hands - FRDC2 - CAP (1 
Hour) 

Remote Eyes/Hands FD2/CAP 1 Hr 

DC-SVC-REA1-AH Remote eyes and hands - AUDC1 (1 Hour) Remote Eyes/Hands AD1 1 Hr 

DC-SVC-REA2-AH Remote eyes and hands - AUDC2 (1 Hour) Remote Eyes/Hands AD2 1 Hr 

DC-SVC-REJ1-AH Remote eyes and hands - JPDC1 (1 Hour) Remote Eyes/Hands JD1 1 Hr 

DC-SVC-REJ2-AH Remote eyes and hands - JPDC2 (1 Hour) Remote Eyes/Hands JD2 1 Hr 

   

IaaS Compliance   

IC-CMP-PCI-SCV PCI Compliance fee PCI Compliance fee 

IC-CMP-HIPA-SVC HIPAA Compliance fee HIPAA Compliance fee 
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9 Notices 

Proprietary Notice  

Information contained in this Service Description is accurate to the best of Virtustream’s knowledge at the 

time of publication and is required to be treated as confidential. It shall not be reproduced or made 

available in any form to any third party. 

Notice  

Any performance data provided is based on relevant information made available to Virtustream at the 

time the data is provided, and must (except where stated otherwise) be regarded as an estimate only, 

and are provided “AS IS,” since the actual performance and functionality of any computer system will 

depend upon a variety of factors, not all of which are related to the products and services that may 

ultimately be supplied. 

Virtustream, xStream, Viewtrust and any other trademarks of Virtustream identified in this Service 

Description are trademarks or registered trademarks of Virtustream, Inc., in the United States or in other 

countries. All other trademarks used are the property of the respective owners. 
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