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Why Acentria IT 

 A tailored cloud solution that fits your business needs 

 Full range of cloud hosting options from pure public cloud to hybrid cloud and 

physical solutions 

 An assured cloud platform that is independently validated for OFFICIAL and OFFICIAL 

SENSITIVE data 

 Fully managed platforms 

 Support through our ITIL-aligned Service Desk 

 Additional professional services such as project delivery and technical consultancy 

 ISO 27001 accredited 

 Years of experience in supporting Public Sector customers and providing 

infrastructure services 

 A privately owned, UK sovereign company 

 We are an SME - agile with minimal bureaucracy 
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Service Highlights 
 

 Acentria IT Cross Domain solution  which provides a quick and easy way to use 

structured and inspectable HTTP based data flows between security domains 

 Fully managed service that includes additional wrap around services such as 

provisioning, configuration & assurance of security gateways.  

 Flexible Support options available to suit your business needs 

 Management of vendor applications included 

 Document requirements & associated solution design 

 Assurance wrap including design review & SIRO approval 

 Optimised for Official & Official Sensitive- Hosted in the UK and managed by UK 

government cleared staff 

 Enables the Government Digital Strategy  by facilitating mechanisms to allow PSN 

facing applications to be available via the internet 

 Supports application specific cross-domain requirements such as complex data types, 

code migration, browse-down remote administration, centralised logging, and so on 

 Reduced risk of contamination as Acentria IT apply governance and assurance that 

each deployed solution meets the Acentria IT Acceptable Use Policy and System 

Interconnect Security Policy (such as code of connection) 
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What is this service? 

The Cross Domain Secure Zone allows secure data transfer between Assured Official platform and 

Elevated Official via CESG approved cross domain patterns 

What can I do with this service? 

This service is designed to allow consumers to achieve the goals of Government Digital Strategy, 

for example PSN facing applications are made available to citizens and commercial customers in a 

secure way. 

Key features  
 

Feature Benefit 

Secure Create citizen facing services while maintain data security. 

The Cross Domain Security Zone provides a secure and flexible method of 

transferring data between your workloads hosted on the Assured OFFICIAL 

(PGA IL2) cloud platform and the Elevated OFFICIAL (PGA IL3) cloud platform    

Cost-effective Leverage readymade solutions to reduce your own infrastructure and 

compliance costs. 

Simplicity Ensure you are meeting the required levels of compliance with your 

solutions. 

The Cross Domain Guard works on a standardised system architectures, that 

have been reviewed by CESG  

Flexible 

 

Use the Cross Domain Security Zone to deliver the solution you need. 

Acentria IT provides a ready -to-use managed Cross Domain Guard 

Control Control the service – and evolve it to meet your new and emerging needs. 

 

Assured Use the service with confidence of third party validation. 

The service benefits from extensive independent validation (including CESG 

design reviews) that it is properly aligned with CESG Cloud Security Principles 

making it the ideal service for all data classified at OFFICIAL (including 

OFFICIAL SENSITIVE) 
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Working with Acentria IT 

We are a team of dedicated individuals committed to delivering service excellence regardless of 

the size of your organisation or your location.  Being a service-oriented business we offer 

complete end to end managed services and cloud based solutions. 

 

Our range of on-demand, pay for what you use, cloud services are suitable for OFFICIAL and 

OFFICIAL SENSITIVE (formerly IL0 through IL4) data, delivered from two secure Tier 3 UK data 

centres separated by more than 100km and securely connected by dedicated high-bandwidth 

and low latency CESG assured circuits enabling synchronous replication. 

 

We also help public sector organisations lower CO2 emissions through reduced energy 

consumption, sustainable procurement and better hardware utilisation.  

Acentria IT has unparalleled capability in: 

 

Security Assurance  

Our services are designed and built with clear alignment to the 14 CESG Cloud Security Principles 

that all UK public sector organisations use when assessing cloud hosted solutions. The Acentria IT 

cloud benefits from extensive independent validation via certifications ranging from international 

standards (for example, ISO9001, ISO27001, ISO20000) to UK public sector specific standards (for 

example, PSN, N3/HSCIC). Acentria ITs  Cloud Platforms are subject to regular, extensive IT 

Security Health Check (ITSHC) CHECK Tests by independent, CESG-approved assessors to ensure 

that our customers have confidence in the physical and technical security controls which have 

been implemented to protect their valuable data assets.   
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Connectivity 

Both UK data centres have resilient connections to secure UK government networks such as PSN 

Assured, PSN Protected and N3, as well as large scale, DDoS protected internet connectivity. We 

also offer the ability for customers to present their own connections (such as direct connectivity 

into your MPLS, or inexpensive point to point connections via leased lines) and the Secure Remote 

Access solution to allow security assured VPN access to the Elevated OFFICIAL domain. 

Key Technical Features  

The Cross Domain Security Zone provides the following technical features: 

 Based on CESG architectural patterns for cross domain security 

 Acentria IT manage the firewalls on both the high side and low side of the Cross Domain 

Security Zone to mitigate the risk of contamination 

 Acentria IT will manage all vendor applications including security gateways, patch 

management & anti-virus  

 Acentria IT require design reviews and agreement to Acceptable Use Policies to provide 

assurance that the Elevated OFFICIAL (formerly PGA IL3) cloud platform is sufficiently 

protected from the Internet in line with CESG Cloud Security Principles 

 The  Acentria IT Managed Cross Domain Guard provides: 

An immediately available solution based on technology on a secure application 

gateway 

o A scalable and highly available solution distributed across multiple instances 

o Support for structured and inspectable content such as XML data 

o Support for both Low-to-High and High-to-Low data flow 
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 Organisations that require a flexible and cost-effective mechanism to support the aims of 

the Government Digital Strategy. The service enables consumers to avoid the costs 

associated with manual cross domain transfers such as the ‘swivel chair’ method. 

Acentria IT Service Wrapper 

As part of Acentria IT service wrapper listed below are the services we provide as part of our 

Secure Remote Access service. 

 

Cross Domain Guard VM 

Fix and Fail managed service  
Service Management 

 
Incident and Problem Management 

Change Management 

Capacity Management 

SLA Management 

Helpdesk and Self-service Portal including service catalogue  

Pre Validated secure OS Builds  

Firewall and Network Management  

Content Inspection Services  

Enterprise Managed Anti-Virus  

Patch Management  

Vulnerability Management  
 

 

 

 

 

 



© Acentria IT Ltd 

Service Description for Cross Domain Secure Zone (IaaS/PaaS/SaaS 

Service Description for Managed Cross Domain Secure Zone  

Service Description for Managed Cross Domain Secure Zone  

© Acentria IT Ltd 
 

 

 

 

 

 

 

 

 

 

 

 

 

Cross Domain Guard VM 

Active Directory Integration 

 

DNS Services 

NTP 

LDAP 

User Management 

File Services 

Systems Management  Monitoring Service  

GPG13 Protective Monitoring  

SSL Certificate Management  

Backup and Restore Services  

IP Address Management (IPAM)  

File Integrity Monitoring (FIM)  

Host Intrusion Detection (HID), Network Intrusion Detection (NIDS).  
 

This service is aimed at: 

Acentria IT aims this service for those that require a complete end to end managed solution The 

nature of the Cross Domain Secure Zone is that it provides a simple way to deliver solutions that 

required to deliver open access services, whilst providing the higher level of assurance required by 

sensitive data. Some examples of how Cross Domain Secure Zone can enable customer success 

are below: 

 Organisations which have requirements where applications can be designed to make 

inspectable web services calls between the security domains. 

 Organisations who require more control and flexibility over what is passed between 

security domains can now design, implement and manage their own cross domain 

security solution hosted in the Acentria IT Managed Cross Domain Security Zone. This 

enables support for a wider range of use-cases. 
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Service Details Acentria IT - Managed Cross Domain Guard 

Acentria IT provides a secure and scalable fully managed Cross Domain Guard which supports 

structured and inspectable HTTP based data flows. This option provides an immediately available 

multi-tenant Cross Domain Guard to support simple use-cases. 

 

 

 

 

 

 

Figure 1 - Cross Domain Security Zone 
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Roles & Responsibilities  
 

Provision of physical Cross Domain Security Zone environment 

(network, servers, storage & hypervisor 

Acentria IT 

Configuration and Management of inter-zone firewalls (e.g. 

whitelists) 

Acentria IT 

Provision of security gateway solution Acentria IT 

Configuration and Management of security gateway solution  

Acentria IT 

Assurance of underlying Cross Domain Security Zone 

Acentria IT 

Assurance of security gateway solution Acentria IT 

Documented requirements and associated solution design 

Acentria IT & Consumer 

Assurance wrap including design review and SIRO approval 

Acentria IT & Consumer  
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Acentria IT Flexible Support Options  

Acentria ITs Cross Domain Support Service  provides  a  fully  managed  infrastructure service 

built upon Acentria ITs cloud platform.  

 Support & management of vendor supplied applications 

 Firewall configuration 

 Management of virtual machines 

 Management of security gateways 

 Patching for operating systems & vendor supplied applications 

 Set and control access, user profiles & capabilities 

 Full virus checking & patching 

 Flexible options with regards to support levels, please choose your desired level of support 

Service Management Details 
 

Acentria IT assigns an account manager to each customer. Account management has 

been developed to provide a value added service to our customers. Account managers 

are focused on developing relationships, understanding each customer’s strategic goals 

and supporting them in the achievement of their objectives. By understanding the 

demands placed on the organisation and the business drivers we are able to identify and 

recommend solutions that support customers in the achievement of those objectives. 
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Pricings  

The Acentria IT Managed Cross Domain Security Zone is prices as follows, please note we do not 

provide a self-managed solution. 

 

Priced as a baseline monthly fee, plus a fee per VM per month, depending on VM sizes, and with 

a monthly management fee (service wrapper) as follows: 

VM size 
vCPU 

(2GHz) 
RAM (GB) 

STANDARD 

(per month) 

Service 

Wrapper 

Cost per 

month  

Baseline 

monthly 

fee 

Tiny 1 2 £150 

£500 £500 

Small 2 4 £250 

Medium 4 8 £350 

Medium High Memory 4 16 £500 

Large 8 16 £750 

Large High Memory 8 32 £1,000 

Tier 1 Apps Small 8 48 £1,500 

Tier 1 Apps Medium 8 64 £2,000 

Tier 1 Apps Large 8 96 £3,000 

 

Worked examples: 

CDSZ Acentria-managed Cross Domain Solution comprising four Medium VMs: 

 1 x baseline fee @ £500 per month 

 1 x Service Wrapper @ £500 per month 

 2 x Medium VMs @ £700 per month 

Total = £1,700 per month 
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Acentria IT provides both an Availability SLA and Response Time SLA for the Cross Domain 

Security Zone as per the following table:  

 

 STANDARD 

Availability (monthly*) 99.99% 

Incident response 

P1 – within 15 minutes 

P2 – within 4 hours 

P3 – within 24 hours 

P4 – within 72 hours 

 

* Availability indication based on an average 730hrs per month. Excludes planned & emergency 

maintenance. Unavailability applies to the Acentria IT Managed Cross Domain or the underlying 

Cross Domain Security Zone infrastructure due to a fault recognised at the IaaS layer or lower: 

 For example, a fault is not within the Consumers control (such as VM configuration, 

customer networks, application logic) 

 fault is within Acentria IT controlled components such as the Cross Domain Security Zone 

hardware, Cross Domain Guard service, data centre facilities, physical firewalls & routers 

etc.   

 External connectivity providers (e.g. internet, PSN, N3) are also not included in the 

availability calculation. 

 

Trial Service 

Unfortunately due to the complexity of this solution we are not able to offer trials 
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Appendix 

On-boarding and off-boarding 

On-boarding 

Due to the nature of this service, on acceptance of an order, Acentria IT will work with the 

consumer to create an Assurance Plan for the Cross Domain Security Zone to that states the 

consumer’s responsibilities including: 

For Acentria IT-Managed Cross Domain Guard: 

 Validation of clear business requirement by the HMG customer (Department SIRO) 

 Confirmation that the application uses a structured and inspectable HTTP based data transfer 

(XML) 

 Agreement of policy definition (for example whitelist source & destination addresses, content 

types to allow, content size limits and XML schema) 

 Evidence that the consumer will implement and maintain suitable technology controls in both 

the low-side domain and high-side domain (for example Protective Monitoring, Anti-Malware 

and Security Patches) 

 Agreement that the consumer will perform a suitably scoped IT Security Health Check against 

the application using the Cross Domain Guard solution 

Once enabled, the consumer’s Primary Administrator can create additional administrator users and configure the Cross 

Domain Security Zone virtual data centre (such as virtual networks, virtual firewalls, virtual machines, OS provisioning 

and application configuration) as required. 

Off-boarding 

On termination of the Cross Domain Security Zone, Acentria IT will: 

 Remove Access Control Lists from Acentria IT managed firewalls around the Cross Domain Security Zone (removal 

of whitelists) 

For Acentria IT Managed Cross Domain Guard: 

Remove the policy definition on the Acentria IT managed Cross Domain Guard 

Service constraints 
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The Acentria IT Cross Domain Security Zone service can only be used for connectivity between 

Acentria IT services such as Compute-as-a-Service, Hadoop-in-the-Cloud, etc. 

The service is designed to operate only when the following constrains are met: 

 Configuration and management of application services in both the low and high security 

domain must be hardened with regular security patches applied 

 Application services must use appropriate anti-malware software which is regularly updated 

 Only specified traffic types will be allowed via a Acentria IT managed whitelist 

 The customer SIRO must understand and accept the residual risks associated with this solution 

Acentria IT will adhere to the following in terms of maintenance windows; 

“Planned Maintenance” means any pre-planned maintenance of any infrastructure relating to the 

Services. Acentria IT shall provide the Client with at least twenty four (24) hours’ advance notice of 

any such planned maintenance: 

Planned maintenance of Acentria ITs  infrastructure relating to the Services shall happen between 

the hours of 00:00 and 06:00 (UK local time) Monday to Sunday and/or between the hours of 

08:00 and 12:00 (UK local time) on a Saturday and/or Sunday. No planned maintenance will take 

place on a Saturday unless agreed in advance by both parties; 

Planned Maintenance shall be excluded from any availability calculation in regard to service 

credits but shall be included in the monthly service reporting; 

 “Emergency Maintenance” means any emergency maintenance of any of the infrastructure 

relating to the Services. Whenever possible, Acentria IT shall provide the Client with at least six (6) 

hours’ advance notice: 

Whenever possible Emergency Maintenance of Acentria ITs  infrastructure will happen between 

the hours of 00:00 and 06:00 (UK local time) Monday to Sunday and/or between the hours of 

08:00 and 12:00 (UK local time)on Saturday and/or Sunday unless there is an identified and 

demonstrable immediate risk to a Clients environment; 
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Emergency Maintenance shall be excluded from any availability calculation in regard to service 

credits but shall be included in the monthly service reporting. 

Training 

Acentria IT can deliver additional services such as training, support and data science services, 

please contact us for further details. 

Acentria IT will also develop videos, help guides, manuals and FAQs to help train and instruct 

future users so that they are up and running quickly and easily 

Ordering and invoicing  

Billing for the service is monthly in arrears based on either the amount of traffic sent through the 

Cross Domain Guard or the maximum number of virtual machines configured (running or not) at 

any time during the month for the Cross Domain Solution. 

Billing for the service is: 

 Via Purchase Order  

 At point of order for up-front fees 

 Annual in advance for pre-payment fees 

 Monthly in arrears for monthly fees 

Payment can be made by direct bank transfer (BACS/CHAPS). 

Service lead time 

Setting up a new consumer within will typically be completed within 3-5 days from acceptance of 

order.  

Resources to validate the Assurance Plan activity will be assigned within 10 days from acceptance 

of order. 

Due to the variable nature of this service, full on-boarding of the consuming organisation 

including enrolment of all users and end-user devices will take an indeterminate amount of time.  
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Termination 

Terms  

The Cross Domain Solution option is subject to a minimum term of three months.  

Consumers are required to provide notice of termination of not less than 10 working days.  

At the point of termination, consumers must ensure that they have extracted any required data 

from the ‘Cross Domain Solution’ virtual data centre as Acentria IT will ensure all consumer data, 

accounts and access will be permanently deleted, and will not be able to be subsequently 

recovered or restored. 

Costs 

An Early Exit charge will be payable if the contract is terminated within the minimum term. The 

Early Exit charge will be equal to the cost of 3 months service less payments already made. 

Consumers are responsible for extracting their own data from the platform if required. 

Acentria IT may make an additional charge for transferring data out of the service. 

Consumer responsibilities 

The control and management of access and responsibilities for end users including appropriate 

connectivity, security and assurance/accreditation if required. Where access is required over 

Government Secure Networks such as N3, legacy GCF networks or PSN, the consumer is 

responsible for adhering to the Code of Connection. 

Providing a clear business justification of the requirement for a Cross Domain Security solution. 

Providing evidence that suitable technology controls in both the low-side domain and high-side 

domain (such as Protective Monitoring, Anti-Malware and Security Patches) will be implemented 

and maintained 

Ensuring a suitably scoped IT Security Health Check against the application using the Cross 

Domain Security Zone is performed 

Providing evidence that suitable & ongoing Assurance Process and Governance regime is 

implemented and maintained to ensure that Risks are regularly reviewed and controls are 

regularly audited for effectiveness 
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Providing access requirements between the ‘Cross Domain Security Zone’ and consumer solutions 

(firewall ports) 

Manage security incidents related to the use of this service (e.g. data breach) 

The consumer is also responsible for ensuring only appropriate data (for example OFFICIAL or 

OFFICIAL SENSITIVE) is stored and processed by applications on this environment and that they 

comply with the Acentria IT Security Operating Procedures (SyOps) and other information 

assurance requirements as specified in Acentria IT System Interconnect and Security Policy (SISP) 

and associated accreditation documentation sets.  

Data restoration / service migration 

For service migration, Acentria IT allows existing data to be migrated to and from the ‘Cross 

Domain Solution’ virtual data centre.  

In many circumstances, Acentria IT can help facilitate a bulk migration to the platform using offline 

data ingest and extraction – please ask Acentria IT for details.  

Financial recompense model 

If the service level falls below the stated availability percentage (excluding Planned and Emergency 

maintenance periods), consumers will be eligible for service credits on affected storage only. 

Service credits will be calculated as a percentage of the fees for the affected services for the 

monthly billing period during which the failure occurred (to be applied at the end of the billing 

cycle). 

 

 Service Credit 

Cross Domain Security Zone 10% of monthly spend on the Cross Domain 

Security Zone 
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Technical requirements 

Consumers must ensure that systems in both security domains meet the requirements of this 

service: 

 Recommended use of a CPA approved data at rest encryption solution 

 Mandatory use of anti-malware software (regularly updated) to reduce risk of malicious code 

execution on the servers 

 Recommended use of an enterprise audit and monitoring service by the consuming 

organisation to ensure security events are centrally logged and reviewed 

 Mandatory implementation of a Incident Response plan by the consuming organisation to 

respond to security incidents such as loss of data confidentiality 

 

 


