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1 Introduction 

Cross Domain Security Zone (IaaS) : Agility, Burst, Secure by KCOM (UKCloud) is one of the 

services in KCOM’s G-Cloud 10 portfolio. These services can be used to design and configure a 

fully managed platform for the deployment of business applications into a cloud computing 

environment.  All cloud business solutions require an underlying Cloud Hosting platform, 

comprising computing and storage resources and, at a minimum, an operating system. Many 

solutions also require Cloud Software elements such as applications, database and middleware 

components, for example application servers and web servers. Finally, Cloud Support services 

are available to provide consultancy and support to manage and optimise your cloud solution, 

helping you deal with current and future business challenges, all in a fully-managed service 

environment.  

In today’s hybrid and multi cloud world, customer-to-organisation interactions and processes 

increasingly require Internet of Things, API Management, Big Data Analytics, Artificial Intelligence, 

Machine Learning and many other evolving components of HyperScale Cloud – all with rock solid 

security and what can be complex identity and access management.  

KCOM’s G-Cloud 10 service components address all of these requirements; offering an end-to-end 

route from specification, through design, implementation, test, quality assurance, release into 

production and delivery in a fully managed service environment. They can be procured individually, 

or in combination, to meet your cloud service requirements. 

A full list of KCOM’s G-Cloud 10 Service Offerings is contained in Section 4 and all are available as 

services in the Digital Marketplace. 
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2 UKCloud Services Available Under This 
Offering 

This document is the Service definition for Cross Domain Security Zone (IaaS) : Agility, Burst, 

Secure by KCOM (UKCloud).  Other components made available by UKCloud to public sector 

customers during the course of the Framework term will be available as they are released. 

If you require any clarification (relating to the Service Definition or Pricing document), please 

contact procurement.portal@kcom.com or phone 01482 603622. 

 

 

Service Description 
Name 

Service Description 

Cross Domain 

Security Zone (IaaS) : 

Agility, Burst, Secure 

by KCOM (UKCloud) 

Cross Domain Security Zone (CDSZ) enables you to 

securely transfer data between the UKCloud Assured 

OFFICIAL (formerly IL2) cloud platform and the UKCloud 

Elevated OFFICIAL (formerly IL3) cloud platform, using 

National Cyber Security Centre (NCSC)-approved cross-

domain security patterns. 

mailto:procurement.portal@kcom.com
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3 Pricing 

Pricing has been supplied as a separate attachment (Pricing Definition). Please also see our SFIA 

rates cards for the range of Professional Services that can be supplied to accompany our offerings.  
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4 Cross Domain Security Zone (IaaS) 

4.1 What the service provides 

The UKCloud Cross Domain Security Zone (CDSZ) enables you to securely transfer data between 

the UKCloud Assured OFFICIAL (formerly IL2) cloud platform and the UKCloud Elevated 

OFFICIAL (formerly IL3) cloud platform, using National Cyber Security Centre (NCSC)-approved 

cross-domain security patterns. 

4.2 What the service can help you achieve 

• Create secure applications that are accessible to citizens, but ensure data safety   

• Reduce your infrastructure and compliance costs, by leveraging UKCloud’s ready-made 
solutions  

• Ensure your solutions are aligned with information security requirements 

• Meet changing requirements by controlling and adapting the service 

4.3 Key service capabilities 

• A secure and flexible way to transfer data between your workloads hosted on the UKCloud 
Assured OFFICIAL cloud platform and the UKCloud non-internet connected Elevated 
OFFICIAL cloud platform    

• A choice of services:  

o UKCloud Guard, which is managed by UKCloud and delivered as a cloud service  

o The single-tenant Walled Garden, which enables you to deploy your own controls to 
support a wider range of use cases and traffic flows 

• A flexible application process with a self-assessment route for customers with simple 
implementations; and an assurance review approach with UKCloud’s experienced 
professionals for more complex implementations 

• Independent validation (including NCSC design reviews) that CDSZ is fully aligned with the 
14 NCSC Cloud Security Principles and suitable for data classified at OFFICIAL (including 
OFFICIAL-SENSITIVE) 

 

4.4 Cloud characteristics delivered 

• Elasticity — you can scale the UKCloud Guard and Walled Garden solutions horizontally or 
vertically to adjust for increased traffic flows 

• Self-service — you can make changes approved by the compliance team to your Walled 
Garden without involving the UKCloud support team 

• Measured usage — you will be billed only for what you use as you adjust the number and 
size of virtual machines (VMs) your solution needs 

• Broad networking — connect via DDoS-protected internet; a government community 
network such as PSN, N3/HSCN, Janet or RLI; or HybridConnect, using your own 
dedicated circuits 

• Resource pooling — both the UKCloud Guard and the Walled Garden operate within the 
UKCloud platform with no need for customer-built solutions 
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4.5 Key characteristics of our service 

The UKCloud Cross Domain Security Zone helps you achieve the goals of the Government Digital 

Strategy by making government community–facing (for example, PSN) applications available to 

citizens and industry via the internet. It's ideal for solutions where service accessibility and data 

security are key underpinning principles. 

There are two service options: the UKCloud-managed UKCloud Guard, and the self-managed 

Walled Garden. 

4.5.1 UKCloud Guard 

We provide a secure, scalable managed UKCloud Guard that supports structured and inspectable 

HTTP-based data flows. This option provides an immediately available solution to support simple 

use cases, such as applications designed to make inspectable web services calls between the 

security domains. 

4.5.2 Walled Garden 

We provide self-service access to the Cross Domain Security Zone so that you can design, 

implement and manage your own Walled Garden, using technology and application services of 

your choice. We provide an assurance wrap by managing firewalls between the security zones and 

ensuring you use appropriate risk management to understand and mitigate identified risks. 

The Walled Garden is ideal for organisations that require more control and flexibility over what is 

passed between security domains, to support a wider range of use cases. 

 

 

 

 

 

 

 

 

 

 

4.6 Pricing and packaging 

4.6.1 UKCloud Guard 

The UKCloud Guard is priced as per the table below. Once the consumption of the service reaches 

the next pricing tier, all usage for the month will be charged at that lower price. 

Data volume Monthly price Dual site* 

Starter Pack (1TiB) £500 £500 per month 

Elevated OFFICIAL platform 

Assured OFFICIAL platform 
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Next 4000GiB £0.50 per GiB 

5001GiB+ £0.10 per GiB 

* Please note that the cost for dual site is in addition to the monthly price 

4.6.2 Walled Garden 

The self-managed Walled Garden is priced with a baseline monthly fee plus a fee per VM per hour, 

depending on the VM size and inclusion of Snapshot protection options, as follows: 

Baseline (per DC / month) £500 

 

VM (per hour) 

+ 

VM Protection 

(per hour)[2] 
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Tiny 1 2 £0.12 £0.07 £0.07 

Small 2 4 £0.15 £0.12 £0.12 

Medium 4 8 £0.26 £0.19 £0.19 

Medium High Memory 4 16 £0.40 £0.25 £0.25 

Large 8 16 £0.50 £0.35 £0.35 

Large High Memory 8 32 £0.75 £0.60 £0.60 

Tier 1 Apps Small 8 48 £1.05 £0.85 £0.85 

Tier 1 Apps Medium 8 64 £1.39 £1.05 £1.05 

Tier 1 Apps Large 8 96 £1.85 £1.55 £1.55 

Tier 1 Apps Extra 

Large 
12 128 £2.30  £1.60 £1.60 

 

 

Block Storage  

(per GiB/per month)[6] [7] + 

Block Storage Protection  

(per GiB/per month)  
Tier 1 £0.25 £0.20 £0.30 
Tier 2 [3] £0.10 £0.10 £0.20 

 

 

[1] You must choose the same protection option for both VMs and storage. 
[2] SQL Enterprise is bought on a monthly basis: you must report the quantity of SQL Standard and Enterprise licences that you need each 

month to UKCloud. 

[3] 60GiB of Tier 2 storage is included in the pricing for all VMs while they are powered on. For VMs in powered-off state, consumed storage 

will be charged at the prevailing rate. 

                                             Licensing 
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Micro, Tiny VM £0.012 £0.002 

£0.310 £0.054 £825.00 £195 
£4.19 £0.44 

£0.04 
No 

charge 

Small VM £0.023 £0.003 
Medium VM £0.046 £0.007 
Medium High 

Memory 
£0.046 £0.007 

Large VM, Large High 

Memory, Tier 1Apps 
£0.135 £0.020 £0.580 £0.15 £1650.00 £390 £0.09 
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For all services above, billing is per unit or part thereof. 

4.7 Connectivity options 

UKCloud provides one of the best connected cloud platforms for the UK Public Sector. We offer a 

range of flexible connectivity options that enables access to our secure platform by virtually any 

government user community or system. The variety of government, public and private networks is 

shown in the following diagram:  

 

Please refer to the pricing guide for all options and details. 

 

 

 

 

 

 

 

 

4.8 Discount and purchase schemes 

There are two discount or purchase schemes — see below. You can find full details of each one in 

our pricing guide. 

 

4.9 An SLA you can trust 

We understand that UK public sector organisations need a dependable service that demonstrates 

value to stakeholders, which is why we offer one of the best SLAs on G-Cloud. 

Option 1: Commitment discount 

Commit to spending a specific minimum amount each 

month for a minimum of 12 months and receive a discount 

based on the total spend committed. 

Option 2: Cloud Credits 

Purchase Cloud Credits upfront and redeem them against 

UKCloud services over a maximum two-year period. This 

enables you to effectively commit your CAPEX or budget 

spend in advance, with monthly usage deducted from the 

balance until depleted. 

PSN Assured: The general-purpose unencrypted Public 
Services Network. Connected to most central, local and 
devolved government organisations. 
 
PSN Protected: Encrypted higher-security Public Services 
Network. Connected to legacy IL3 networks including GSI, 
PNN, CJX, GSE, GSX and others. 

Janet: The UK’s research and education network. Connected 
to all education organisations and research councils. 

CloudConnect: Enables customers to establish connectivity 
to UKCloud-approved public cloud providers through peering 
exchanges or via private connections. 

N3/HSCN: The NHS National Network and its replacement, the 
Health and Social Care Network. This enables you to connect 
to all health and social care organisations nationwide. 

HybridConnect/CrownConnect: Supports a variety of flexible 
private connectivity options. Enables connection to Crown 
Hosting (CHDC) and other third-party facilities. 

RLI: A high-security network for defence and industry partners. 
Connection to RLI is subject to extensive vetting and approval 
from the MoD. 
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We back our SLA with Service Credits. If we fall short of our agreement, we'll compensate you with 

Service Credits. 

The table below outlines the SLA and Service Credit details. For more in-depth information, see 

the terms and conditions. 

Service level agreement 99.90% 

Portal level agreement 99.90% 

Availability calculation Availability is calculated based on the number of hours in the billing 
month (for example, 744 hours for months with 31 days), excluding 
any planned and emergency maintenance. 

Measurement of SLA Unavailability applies to the UKCloud Guard or the underlying Cross 
Domain Security Zone infrastructure due to a fault recognised at the 
IaaS layer, data centre facilities, physical firewalls or routers. 

Key exclusions The following are examples of what is not covered by the SLA: 

• The fault is within the customer's control (such as VM 
configuration, customer networks, application logic) 

• Faults within external connectivity providers (for example 
DDoS-protected internet, PSN, Janet or N3/HSCN) and 
components colocated at UKCloud  

Service Credit* 10% of monthly spend on the Cross Domain Security Zone.  

1% of monthly spend per 1% below service level target or part 
thereof for the UKCloud API and Portal. 

* You will not be eligible to receive a Service Credit if your account has any undisputed payments outstanding beyond their due date or 

you are in violation of UKCloud’s Terms and Conditions including the UKCloud System Interconnect Security Policy (SISP).   

4.10 Supporting documents and resources 

This service definition aims to give you enough information about the service, options and pricing 

to support your G-Cloud procurement process. The following documents, available on request or 

from the UKCloud Portal, should provide any additional information you need: 

• Service scopes provide more details about our services; they also cover service options, 
such as the Mass Transfer Facility and Cloud Enablement 

• FAQs for each service aim to answer the most commonly asked questions 

• Factsheets provide a high-level description of each service 

• Blueprints provide examples and instructions for completing a specific task 

• How to guides provide step-by-step instructions for specific actions and tasks on the 
platform, including the use of the Portal and interacting with UKCloud support teams 
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5 About KCOM 

KCOM’s objective is to help organisations to embrace change and use technology to re-imagine 

their business outcomes. With technical experience and consultancy at its core, KCOM helps 

transform organisations by solving their most complex business challenges. 

We achieve this through best-in-class consultancy, integration and management of business 

critical systems for Public Sector organisations and large enterprises, such as leading financial 

institutions, mobile telcos, energy utilities, passenger airlines, media broadcasters and multi-branch 

KCOM fuses independent thinking, business agility and passion to deliver business outcomes that 

go beyond the expected and we work across six core areas: 

 

 

 

Cloud Migration Services 

 

 

 

Cloud Native Services 

 

 

 

Customer Contact Services 

 

 

 

Identity Management Services 

 

 

 

Analytics Services 

 

 

 

Multi-cloud Managed Services 

Delivering best-in-class solutions that meet the demands of emerging and future business and 

long-standing competences for KCOM. 

We are a FTSE listed company with an annual turnover of £333m, 1700 staff and offices in major 

locations across the UK. 

To discuss your requirements further, please contact the KCOM sales team via email at  

procurement.portal@kcom.com or visit us at https://www.kcom.com/our-customers/public-sector/  

mailto:procurement.portal@kcom.com
https://www.kcom.com/our-customers/public-sector/
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6 KCOM G-Cloud 10 Service Offerings 

Lot 1 – Cloud Hosting 

1) AWS by KCOM (Multiple Services) 

2) Azure by KCOM (Multiple Services) 

3) UKCloud by KCOM (Multiple Services) 

4) Google Cloud Platform by KCOM (Multiple Services) 

5) KCOM Hybrid Cloud 

6) Cloud Connectivity by KCOM 

Lot 2 – Cloud Software 

1) Cisco Collaboration by KCOM 

2) Amazon Connect by KCOM 

Lot 3 – Cloud Support 

1) Cloud Planning, Architecture and Migration by KCOM 

2) Cloud Managed Services by KCOM 

3) Identity Management by KCOM 

4) Well Architected Review by KCOM 

5) Cloud Optimisation by KCOM 

 

 

 

 

 

 

 

 


